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Nexans Switches Frequently Asked Questions VI
Automatic provisionning of FTTO switches via

Zero Touch Configuration
Version 2 EN

The goal of this document is to provide a simple and practical description of the different parameters “Zero
Touch Configuration” parameters. All the parameters related to NEXMAN and the Controller are described in
the documentation "NEXMAN manual”, available on our support portal.
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1. Introduction

1.1. Presentation

Definition of the Zero Touch Configuration
Once connected to a network segment, the Nexans switch will automatically contact its Controller to be
updated, receive a configuration and be added to the database.

The Zero Touch Configuration is a feature allowing once configured :

Adding new switches in the database and in a dedicated device-list

The firmware update (Upgrade or Downgrade).

Import of configurations on new switches (default or predefined configurations).
Sending log messages, also by email.

FTToswitch

Start-up process with DHCP

ia DHCP Option 43, the

switch knows the controller IP.
O viafix DMS rame NEXMAM Controller

Jexmnan-controler.

®——————Hallo, | am Switch 00:C0: 28000000 with Fimmwans LS E——
Checks if switchis
already known

o Ok, here is your default-config’ —a |f unlnown
| Ok, here is your device-config” and Fimware ¥ If alrsady known
Configuration accepted

*__——'n]-;, now | am updated and you are my Controller—

o Keep alive (Life Packet) .
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1.2. Requierements
To be configured via Zero Touch Configuration, switches must meet certain requirements:
e The switch must be on firmware version 6.0 or higher.

e The switches must start with the factory settings.

e Zero Touch Configuration is only available with the Client-Controller version of NEXMAN..

e A DHCP or DNS pre-configuration is required..
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2. Pre-configuration of switches via DHCP

2.1. Functioning

At startup, the FTTO switch checks to see if Zero Touch Configuration is enabled. If it is, the switch contacts
the Controller to get new configurations and firmware. To do this, the switch needs to know the Controller's IP
address, which it can retrieve in three different ways:

¢ Via Nexan specific DHCP option 43 (if DHCP is enabled)
e Viathe DNS server using DHCP options 6 and 15 (if DHCP is enabled)
e Viathe controller's static IP address manually configured in the switch

Important :

For simplicity reasons, only the first and most common of these options will be described below.

All the other options are described in the documentation "Switch Management Manual" chapter "7.3 Zero
Touch Configuration”.

2.2. Get the controller's IP address via the DHCP option 43

To get the controller's IP address from a DHCP server, DHCP must be enabled, and on the DHCP server,
option 43 must be configured as "vendor-encapsulated-option” in the following Nexans-specific text format:

0x01 <text length> "NEXANS_cip_<IPv4/IPv6 address>"

Where 0x01 is the code for the "Controller IP Address" suboption, and <text length> is the length of the following text field
without a NULL terminator. For some DHCP servers, the text length is automatically calculated by the length of the
following text field and does not need to be explicitly declared.

Syntax examples:

0119"NEXANS_cip_192.168.201.92"

0118"NEXANS_cip_192.168.0.224"

Example of configuration in a DHCP server configuration file:
OPTION_43=0119"NEXANS_cip_192.168.201.92"
or

OPTION_43=01194e4558414e535{6369705f3139322e3136382e3230312e3932



Nexans ANS FAQ

NEXHI'IS

Version 2

3. Firmware setting

Switches provisioned via Zero Touch Configuration can be automatically updated to a predefined firmware
version if required. This can be a newer version or an older version than the one on the newly added switch.

The new firmware version can be selected in the Zero Touch Configuration settings.
For an FTTO switch, the firmware must be loaded in the "Firmware file f40:" field.

J Database Management . [=[E] = ]
BRRR aEased | BRDOH
Drag 2 column header and drop it here to group by that column
ove to eaa] ] [ ] H *l—l— [ [ ] ]
— '\ Controller Settings _‘ d -'——ﬁ— ?“ k2 F i F —- ==l
General Settings Zero Touch Confiquration Settings | Ty /va10
Poll Settings Firmuare ) frvvasa
UDP Settings Enable Firmware Update: Allow Firmware Downgrades: Ty va1d
I Zero Touch Configuration Settings|| | [ Firmware File F40: [ hwi5-F40-p07-office-v6.045 swu H Firmware File F46: [ | hvvaiods
E-Mail Notification Settings irmware File . BZF
Log-Messages Server Settings F Flere? | ‘ @ | vavs.m
Configuraticn 66H
Enable Config Update: = (v rvaal
Default Config File FAG: [ basicdat | Default Config File F46: | §6H
Default Config File FAT: [ J /v
66H
General | iH
Number Of Retries [0..10F |3 | Simultaneous Configurations [1.30]: [30 ||\
II;YN4.14
e - |fvrvessn
e To enable the firmware update, the "Enable Firmware Update:" option must be checked. When this
option is checked, the Controller will automatically update the switch's firmware version if the current
one is older. If this option is not checked, the update will simply be ignored.
e The "Allow Firmware Downgrade" option will define, in case the firmware version of the switch is

higher than the selected one, if the switch should still be downgraded with this version or not.

I Database Management . ([=[E] = ]
BRBRE aBasiod BRQOT
Drag 3 column hesder and drop it hare to group by that coiumn
F— B — _— I ] P VS i ] - memste =
A Controller Settings £ d ’—ﬁ_ '_'F K N
General Settings Zero Touch ion Settings | v /v 10
Foll Settings Firmware =4 v v s
UDP Settings Enable Firmwars Update: Allow Firmwars Downgrads: Ty rvaLd
| z2ro Toueh Configuration settngs || Finmuare i Fat: [hes-fa0-p0T-officev6 085w | Firmware File F46: [ | Vva10q
E-Mail Notification Settings e i P | o
Log-Messages Server Settings (| p—
Configuration 66
Enable Config Update: =|\frvrva.sal |
Default Config File FA0: [ basicaat | Default Config File FA5: | 661
Default Config File FA7: [ | frv/vatd
66H
Genersl fe-
Number Of Retries [0..10% |3 | Simultaneous Configurations [1.30]; 30 ||\
v vaa
B e et 20 i o - fivvaiss
: »
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4. Configuration settings
4.1. Predefined Configuration

4.1.1. Import configurations to the Controller

Before the configurations can be assigned to the switches, they must be imported to the Controller. This can
be done in the "Config files on Server" section of the Database Management menu.

" A ‘Batabate Management (E=E=0
bRk aRasq @ BRD0 0]
Draqg a column header and drop it here to group by that column
Mave to Devica-List | Active MAC Address | P4 Address | 10v6 Address [ 1v6 Link Local Address | Name T— Description Type | Mgmt FW =

| ki J\ Config Files Known By Controller " = [l [ D il

Move to Device-List| 00.C029:26:85:2A 2| — ot defined GigaSwitch VS TP SFP-VI230VAC |73 HWS5-FA0-PO7-OFFICE-VE.02F
00:C0:20:22:83:91 0 !| [ I Eot defined FiberSwitch 100 BM-+ GIIST) 7 ENHANCED/SECURITY/V3.66H
00:C0:20:26:85:11 0 basicdat ot defined GigaSuitch VS TR SFR-VIZ30VAC 73 HWS-FA0-POT-OFFICEVGO2F |
00:C0:20:26:89:39 0 cameradat ot defined GigaSwitch V5 TP SFP-VI230VAC | 73 | HWS-FA0-PO7-OFFICE-VGO2F | |
00:C0:20:26:13:2E D officedst ot defined GigaSwitch V3 TP SFR-I 230VACES3 62 HW3/ENHANCED/SECURITY/VA
00:C0:20:26:85:49 0 hot defined GigaSwitch V5 TP SFP-VI230VAC | 73 HWS-F40-POT-OFFICE-VE.02F
00:C0:29:26:85:20 D ot defined GigaSwitch V5 TP SFP-VI230VAC | 73 HWS-F40-PO7-OFFICE-V6.02F
00:C0:20:25:8C:98 0 ot defined GigaSwitch V3 TP SFR-148/54VDC ES3 62 | HW3/ENHANCED/SECURITY/VA—|
00:C0:29:25:AC59 ) ot efined GigaSwitch V3 TP SFP-1 48/58VDC ES3| 62 | HW3/ENHANCED/SECURITY/ V4|
00:C0:20:25:A4:£0 0 ot defined GigaSwitch V3 TP SFR-148/54VDC ES3 62 HW3/ENHANCED/SECURITY/VA
00:C0:20:25:A7:86 0 ot defined GigaSuwitch V3 TP SFP-1 48/54VDC ES3 62 | HW3/ENHANCED/SECURITV/ VA
00:C0:29:25:B0:8E D ot defined GigaSwitch V3 TP SFP-1 48/54VDC ES3 62 | HW3/ENHANCED/SECURITY/ V4
00:C0:20:25:A5:81 0 ot defined GigaSwitch V3 TP SFR-148/54VDC ES3 62 HW3/ENHANCED/SECURITY/VA
00:C0:20:26:85:0D ) | — Eol defined GigaSwitch V5 TP SFP-VI230VAC | 73 HWS-F40-PO7-OFFICE-VE.02F
00:C0:20:25:9:23 0 hot defined GigaSwitch V3 TP SFP-| 48/SAVDC ES3 62 | HWA/ENHANCED/SECURITY/ V4|
7 I i v

4.1.2. Adding predefined configurations

Once the configurations have been imported, it is then possible to associate them with the MAC addresses of
the switches that will be provisioned via ZTC. This is done in the "Predefined Devices" section of the
"Database Management" menu.

These MAC addresses can be entered manually, or automatically via a CSV file.

Manuall

L

It is possible to simply add MAC addresses to the list, and then associate them with one of the configurations
available in the database via a drop-down menu.
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/¥ Database Management (=@ = ]
= = ~
BREE JdEaRed BRDOE
NN L Ela - R s
Drag a cournn escer 30 1t her 0 oy thst corumn
Move to Device-List | Active MAC Address | [Pydiess o b Lines ! e E— Type | Mgmt FW/ =
[ B P g o —# [ESE—) Bl Tl
Move to Device-List] 00029268524 [l ||| MACAddress Config File Name xists I Dmtabase VelidetiomResult 230VAC |73 | HWS-F40-POT-OFFICE-V6.02F
00:C0:29:22:83:91 0 [ T [ il | T T 7 | ENHANCED/SECURITY/V3.66H
00:C0:29:26:85:11 0 X] 00<025:291 111 3 B fease entena,file,parpe, 230VAC 73 HWS-F40-POT-OFFICE-VE.02F
00:C0:29:26:89:33 o Il R basic.dat g oK 230VAC 73 HWS-FA0-POT-OFFICE-VEOZF | |
0382060 camera.dat
00:C0:29:26:13:7E 0 00:C028:28:60:D8 et g oK B0VACES3 | 62 HW3/ENHANCED/SECURITY/VA
office.da
00:C0:29:26:85:49 0 00:C0:26:29:21:04 a oK 230VAC 73 HWS-F40-POT-OFFICE-VE.02F
00:C0:29:26:85:29 0 000025258048 cameradat g oK 230VAC 73 HWS-FA0-POT-OFFICE-VE.02F
00:C0:29:25:8C:98 0 00:C025:25:81.DA office.dat o oK 8/54VDCES3 62 HW3/ENHANCED/SECURITY/V4
00:C0:29:25:AC:59 0 8/54VDCES3 62 HW3/ENHANCED/SECURITY/VA|
00:C0:29:25:A4E0 0 8/54VDCES3 62 | HW3/ENHANCED/SECURTTY/VA|
00:C0:29:25:A7:86 0 8/54VDC ES3 62 | HW3/ENHANCED/SECURITY/ V4|
00:C0:29:25:B0:8E 0 8/54VDCES3 62 HW3/ENHANCED/SECURITY/VA|
00:C0:29:25:A5:81 0 8/54VDCES3 62 | HW3/ENHANCED/SECURTTY/VA|
00:C0:2926:8500 [0 230VAC 73 HWS5-FAO-POT-OFFICE-V6.02F
00:C0:29:25:A9:23 0 8/54VDC ES3 62 | HW3/ENHANCED/SECURITY/VS)
4] O
. |
Show Cenfig Files On Server| | Import from CSVFile | [ Delete Selected Items Close

Automatically

The predefined MAC addresses can be entered automatically, using a .csv file filled in beforehand.
This file must be composed of two columns:

- A column containing the MAC address of the switches.
- A second column containing the name of the configuration to be assigned to the switch.

This file should not contain any column names, or any information other than those listed above.

Example :

A . B C
(00:C0:29:29:71:FF office.dat
00:C0:29:29:6D:D8 camera.dat
00:C0:29:29:21-AA camera.dat
00:C0:29:29:80:A6 camera.dat
00:C0:29:29:81:DA office_dat

e LD R —

This file can be imported using the "Import From CSV File" option.
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J Database Management (=] =]
BhkkaMaged BRODH
Drag a column header and drop it here to group by that column
Move to Device-List | Active MAC Address | [Py tdes ‘ o e . IV - Lo = Type | Mgmt Fl -
| T o Devices g of ? SR B
Move to Device-List| 00:C029:26:25: 0 PR e e Al et D‘““b“:ﬁ"”""‘b” ey 230VAC 73 | HWS-FAQ-PO7-OFFICE-VE02F
00:C0:28:22:8391 0 [ [ [w | [ s 7 | ENHANCED/SECURITYAV366H
00:C0:20:26:85:11 || | Click here to add new item [230VAC | 73 HWS-F40-PO7-OFFICE-V6.02F
00:C0:20:26:89:39 0 > [[x][oocozsooriee | offcedat Ll oK 1200VAC | 73 HWS-F40-PO7-OFFICEVEOZF ||
00:C0:29:26:13:2E 0 00:C0:2929:6D:08 cameradat o ok DIVACESS |62 HW3/ENHANCED/SECURITY/V
00:C0:20:26:85:49 0 00:C022:20.21A4 camera.dat o oK [230VAC | 73 HWS-F40-PO7-OFFICE-V6.02F
00:C0:20:26:85:20 0 00:C0:2920:8D:A6 cameradat o oK I230VAC | 73| HWS-F40-P07-OFFICE-V602F
00:C0:2925:8C:98 0 00:C0-2929:810A officedat o ok 4B/SAVDCES 62 | HW3/ENHANCED/SECURITY/VA—
00:C020:25:AC:59 0 00:€022:20:1 111 camera.dat o ok 46/54VDC ES3 62 HW3/ENHANCED/SECURITY/V
00:C02925:A4E0 0 48/54VDC ES3 62 | HW3/ENHANCED/SECURITY/VA
00:C0:2925:A7:86 0 4B/SVDCESS 62 HW3/ENHANCED/SECURITY/VA
00:C0:20:25:80:8 0 46/54VDC ES3 62 HW3/ENHANCED/SECURITY/VA
00:C0:2925:A5:81 0 48/50VDC ES3 62 | HW3/ENHANCED/SECURITY/V
00:C0:2926:85.0D 0 1230VAC 73 HWS-FAD-POT-OFFICE-VG.02F
00C0:20:25:A0:23 0 48/54UDC ES3 62 HW3/ENHANCED/SECURITY/vY
4 »
1 = I
(Show Gonfig Files O Server)| [__import From 5V file | ||_Delete Selected tems [ Coe |

4.2. Default Configuration

It is also possible to configure a default configuration, which will be assigned to switches added via ZTC,
whose MAC address is not entered in the predefined configuration database.

This configuration must be entered in the "Database Management" -> "Controller Settings" -> "Zero Touch
Configuration Settings" menu.

For an FTTO switch, the configuration must be entered in the "Default Config file F40" field.
To activate the configuration import, the "Enable Config Update" option must be checked. If this option is not
checked, new switches added via Zero Touch configuration will not receive a configuration.
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IV Device-List - NEXMAN Client
File Edit Remove Templates Inventory Logfile Help
Eoasw 2 dels|s®

Device-List 2 Device-List

Hew Devices [sysiem] N P ———————
i - JV Database Manage
= Y NCEEC Y IEEEEE
B thth oy @aeg B ROO
Unassigned Devices
Crag 2 col header and drop it here to groyj that column
Categories
A Controller Settings = | G
Confoures —————— e — - — - B — — - —— -
Not Configured General Settings Zero Touch Configuration Settings
Poll Settings Firmware
Enable Firmware Update: Allow Firmmware Downgrades:
Firmware File FAD: [ hws-$40-p07-office-v6.045.5wu | @ Firmware File F46: [ | IE
Firmware File F47: [ |
Log-Messages Server Settings
Configuration I}
Enable Config Update:
Default Config File FAQ: basicdat | [©) oefaut contig it Fa5: |
Default Config File FA7: [ |
General
Number Of Retries [0..10): |3 J i 1130k 30
Note:
Firmare Family F40: HWS P07 OFFICE
Firmare Family F46: HWS P10 INDUSTRIAL
Firrmware Family F47; HWS P12/P16 INDUSTRIAL

4.3. Configuration of static IP parameters and naming via CSV

It is possible to assign static IP parameters as well as haming parameters to the switches according to their
MAC address.

These parameters are independent for each switch, so you don't have to create your own configuration for
each switch.

These parameters must be entered in two files in .csv format (one for the IP parameters, and one for the
naming parameters). They must be placed on the Controller, and their access path must be filled in the
parameters of the master-configs imported on the switches when adding them in Zero Touch Configuration.

4.3.1. IP settings via CSV file

It is possible in a first file to define IP addresses for the switches according to their MAC address. These
parameters must be entered in a simple .csv file containing 4 columns:

MAC address
IP address
Subnet mask
Gateway

This file should not contain any other information, or column headers.

Example :

A B c D E
00:C0:29:29:71:FF 192.165.0.80 255.255.255.0 192.165.0.254
00:C0:29:29:6D:08 192.1658.0.90 255.255.255.0 192.1658.0.254
00:C0:29:29:21:AA 192.165.0.91 255.255.255.0 192.1658.0.254
00:C0:29:29:8D:A6 192.165.0.92 255.255.255.0 192.163.0.254
00:C0:29:29:81:DA 192.165.0.93 255.255.255.0 192.165.0.254

(Lo B S FURY L R
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The file can then be selected directly in the master-config settings, in the "IPv4 / IPv6 Setup -> IPv4 Address"”
parameter.

At the same time the "DHCP enable" parameter must be disabled, so that the switch loses its assigned
address and takes on its new static IP address.

Device-List Master-Config [1]*

[Exit & Save] [Cancel] [Checkall parameters] [Uncheck all parameters]  Master-Config

Device Info IPvd / |PvE Setup
b Port Setup IPv4 Setup
4 Management (4) i 3
1Pv4 / IPV6 Setup (2) o V" rcosss enabe:
Agent | [/l  DHCP enable: 1 I
Local Accounts
Access Global O DHCP/BOOTP Download Mode: [Enable TFTP download of config file -
Access SNMP _ Gt IP-Address/Netmask /Gateway from CSV file by MAC Address
Access [ECA1850 b IPv4 Address: focancocococo; | P-Address; Netmask Gateway)
Banner C:Ueers'pjandik\Documents' TRAVALX ! Presentation materie/\presentation_tableau_|F cav
Zero Touch Configuration (2)
i Netmask: 255.255.255.0
Scripting
Global Gateway Address: 0.0.0.0
P VLAN (2)
Discovery

Finally, the IP address of the Controller must be added in the "Zero Touch Configuration" section.

Drevice-List Master-Config [1]*

[Exit & Save] [Cancel] [Checkall parameters] [Uncheck all parameters]  Master-Config

Device Info Zero Touch Configuration

b Port Setup Zero Touch Configuration

4 Management (4)
IPv4 / IPv6 Setup (2)

Agent R Controller IP Address: 192.168.0.224

] Zero Touch Configuration Mode: Zero Touch Configuration Enabled v]

Local Accounts
Access Global
Access SHMP
Access IECB1850
Banner
I Zero Touch Configuration (2) I
scnpting
Glabal

This option allows the switch to contact the Controller once its IP address has been changed. This allows the
Controller to automatically update the switch with its new IP address.

4.3.2. Name setting via CSV file

In the same way, it is possible to configure different naming information parameters via a CSV file. Different
parameters are available. In this example, the CSV file is composed of 4 columns:

MAC address
Name
Location
Contact

10
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Example :

A B c D i
00:C0:29:29:71:FF MS _01_01 01 Etage 1 Bureau 1 support@nexans.com
00:C0:29:29:6D:D8 MS _01_01 02 Etage 1 Bureau 2 support@nexans.com
00:C0-29:29:21:AA MS 01 01 03 Etage 1 Bureau 3 support@nexans com
00:C0:29:29:80:A6 MS_01_01_04 Etage 1 Bureau_4 support@nexans.com
00:C0:29:29:81:DA MS_01_01_05 Etage_1_Bureau_5 support@nexans.com

M e L P —

The file can then be selected directly in the master-config parameters, in the "Agent -> Name" parameter.
Different file configurations are available in case for example you want to use only one naming parameter.

Device-List Master-Config [1]*

[Exit & Save] [Cancel] [Checkall parameters]  [Uncheck all parameters]  Master-Cenfig

Device Info Agent
b Port Setup Reset Setup
4 Management (5)
IPv4 / IPV6 Setup (2) [0 Reset Action [Naﬂe v]
Agent (1) () Memory Card Mode: [Enabled -]
Lacal Accounts
Access Global Name Setup
Access SMMP [l MName: [Get MName/Location/Contact from CS5V file by MAC Address fexoa0ca0c0caoc Name Location;Contact) V]
Access [ECE1850
Banner Filename: C:\Users\pjandik\Documents \ TRAVALXPresentation \materiel\presentation_tableau_Mommage cev
Zero Touch Configuration (2) Location: not defined {maxe 50 chars)
scripting
Global Cortact not defined (max 50 chars)
b VLAN O Domain: {max 50 chars)
Discovery

11
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5. Starting the Zero-Touch Configuration

The Zero Touch Configuration is only active when the Controller is in listening mode. This means that if
listening mode is not enabled, the switches can be preconfigured with the Controller's IP address, and attempt
to contact the Controller, but they will not be supported by the Controller. This will allow you to choose when
the switch provisioning should take place.

The listening mode must be activated with the "ZTC" button in the "Database Management" menu.

N Device-List - NEXMAN Client

File Edit Remove Templates Inventory Leogfile Help

D|uﬁ>.v;z|.':-.| ®
Device-List = Device-List
Mew Devices [system] x _..I I o LJ I [iran 2 column haredn

[ e ————————————
Al Devioss R R M| € Tl A i R I ISRm|

Unassigned Devices

. Drag a column header and drop it hers to group by that column
Categories {
Configured Move to Device-List | Active MAC Address | IPv4 Address IPv6 Address IPv6 Link Local Address|'Name 1
Mot Configured |v| |Y| |v| |v| |?[

Once supported, the switches will be configured with the preconfigured settings, and added to the database,
as well as to the "New Devices [system]" Device-List, which is a list dedicated to new switches added via ZTC.
They can then be assigned to other device lists via the database.

12
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6. Logs configuration

6.1. Activating logs

The controller can receive different types of logs and store them in the database. These different messages
can be received and stored:

- SYSLOG messages

- SNMP Trap messages

- Zero Touch Configuration notifications
- Controller notifications

To enable listening for SYSLOG and SNMP Trap messages, click "Start Log-Messages Listening" in the
Database Management menu. Messages sent by the Controller itself, such as Zero Touch Configuration
notifications or Controller notifications, will be stored in any case.

JV Device-List - MEXMAN Client
File Edit Remove Templates Inventory Legfile Help
OS2 |Jep| T

Device-List 2 Device-List

New Devices [system] - _nI | _nL||
. =
Rl — - JV Database Manag

= [Bkkhh canabed BED06H]

Unassigned Devices
Drag 2 column header and drop it hers to group by that column

‘ Categories 1
Configured Move to Device-List | Active MAC Address | IPv4 Address IPv6 Address IPvE Link Local Address| Name Locati
Not Configured - |Y| |Y| |?| |Y| |V|

To display the log viewing tab, select the "Show/Hide log messages" button.

IV Device-List - NEXMAN Client
File Edit Remove Templates Inventory Legfile Help
podevolsefa]re

Device-List 2 Device-List Log Messages

| New Dewvices [system] v| °| .
'Devices ] @] | @
|A|| Devices 0|0 Drag a column header and drop it here 1o group by that column
Unassigned Devices 0 |0 | |SenderlP Address | Time-Stamp Message Type Message
| Categaries |‘ ‘ |o |V‘ Enter date |H‘T| v|7‘
Cenfigured 0 0|0 192.168.0.85 18.02.2021 09:38:21| ZeroTouchConfighewDevice Mew Device: 00:C0:2%:29:6D:D8, 192.168.0.85, H\wW5-FAD-PO7-OFFICE-VE D4H, camera.dat. Configured
Mot Configured 0 0|0 152.168.0.85 18.02.2021 09:27-15| ZeroTouchConfigNewDevice | New Device: 00:C0:29:29:6D:D8, 192.168 0.85, HW5-F40-P0O7-OFFICE-VE. 04H, camera. dat. Configured
192.168.0.86 18.02.2021 09:27:14| ZeroTouchConfigNewDevice | Mew Device: 00:C0:29:29:71:FF. 192.168.0.86. HW5-F40-P07-OFFICE-V6.04H, office dat. Configured
152.168.0.85 18.02.2021 08:19:37 | ZeroTouchConfigNewDevice | New Device: 00:C0:2%:29-6D:D8, 192.168 0.85, HW5-F40-PO7-OFFICE-VE D4H, camera. dat. Configured
192.168.0.86 18.02.2021 09:19:36 | ZeroTouchConfigNewDevice | Mew Device: 00:C0:29:29.71:FF. 192.168.0.86. HW5-F40-P07-OFFICE-V6.04H, office dat. Configured
192.168.0.85 18.02.2021 09:13:46 | ZeroTouchConfigNewDevice | New Device: 00:C0:29:29:6D:D8, 192.168.0.85, Hw5-F40-PO7-OFFICE-V6.04H, camera.dat. Configured
152.168.0.86 18.02.2021 09:13:45| ZeroTouchConfigNewDevice | New Device: 00:C0:2%:29:-71:FF, 192.168.0.86. HW5-F40-P07-OFFICE-V6.04H, office dat, Configured
Controller 18.02.2021 09:11:43| ControllerSettingsChanged Setting changed by user admin: Zero Touch Configuration = True!
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6.2. Setting of log emails
The various messages received by the Controller can be transmitted by email via an SMTP server.
This includes all the message types described in the previous point.

The different types of emails that can be sent can be configured in "Controller Settings -> E-Mail Notifications
Settings".

JV Database Management ||:| = & |

e EEE I e

ithere to group by that columa

/( Cantroller Settings =Rt
General Settings E-Mail Notification Settings
Poll Settings E-Mail Server
UDP Settings Send From E-Mail Address: [ Nexman_controller@nexans.de Password:

Zera Touch Configuration Settings

Recipient E-Mall Address 1: [ Nexman_controller2@nexans.de
E-Mail Notification Settings

\

| Recipient E-Mail Address 2: \ |
Recipient E-Mail Address 3: \ | smPsenver [102269.128 |

\

Log-Messages Server Settings

SMTP Server Port Mumber [1..65535]: ‘ 25 Use 551
Syslog / SNMP Trap Messages

Send Syslog / SNMP Trap Notifications:

Syslog Notifications Severity Level [0..7) [1
Zero Touch Configuration

Send Zerc Touch Configuration Notifications:
Controller Notifications

Send Switch Is Offline Notifications: Send Settings Changed Notifications:

General Settings

Send Notifications Every x Minutes: [1 |

This can for example allowing emailing of information about added switches via ZTC.

If enabled, the controller will, after some time, send an email containing information about which switches have
been updated, configured and added to the database since the last notification. It also shows the current
firmware version, the configuration file used and the category the device has been moved to. The email will
look like this:

Von Mexman_controller@nexans.de ¥y

Betreff Zero Touch Configuration Notification

An Michiy

The following devices have been added to the device list "New Devices [system]':

MAC Address IP Address FW Version Config File Category
BB:C8:29:29:68:D6 192.168.8.18 HWS-F48-P@7 -0FFICE-VE. 82N Default.cfg Configured
BB8:C8:29:29:68:B4 192.168.8.12 HWS-F48-P@7 -0FFICE-VE. 82N Office.cfg Configured
BB:0@:29:26:50:81 192.168.08.16 HW5-F48-Pa7 -0FFICE-VE. B2N Production.cfg Configured
@B8:0@:29:26:5D:86 192.168.8.14 HW5-F4@8-Pa7 -0FFICE-VE. 82N Service.cfg Configured
@B8:C@:29:26:5D:87 192.168.8.17 HW5-F4@8-Pa7 -0FFICE-VE. 82N Office.cfg Configured
BB:(8:29:26:5D:8E 192.168.8.15 HW5-F48-P87 -0FFICE-V6. 82N Production.cfg Configured
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In order to quickly replace a switch via, NEXMAN offers to save switches configuration on the pre-defined list.
This will allow then a quick and easy replacement of a switch.

7.1. Saving Configurations to predefined Devices

Select the switches in the NEXMAN database, and select “Move selected to Predefined Devices”. Configs will
be saved on the predefined configs.

M Database Management
—
= E e o [oae ; =
Rk aRSazed BRODE
Len
Drag 2 column header and drop it hers to group by that column Wave selected to Predefined Devices |
Move to Device-List | Active MAC Address | IPv4 Address IPv6 Address IPw6 Link Local Address| Name Location
|7 7| |7 |7 | 7]
Move to Device-List| | 00:C0:29:29:6D:D8 ! 8.0.90 i : NEXANS-00C029296DD8  not defin
Move to Device-List| | 00:C0:29:29:B0:F2 192.168.0.50 i NEXANS-00C02929B0F2 | not defin
Configuration of each switch is saved and configured in the predefined configuration list.
M Database Management
—
E E 2 | x [oas E = ]
BBk qARaRed BRYOT
f M Predefined Devices — O et
| MAC Address Config File Name Exists In Database | Validation Result
il il ki 7| ki
=% | Click here to add new item
00:C0:29:29:B0:F2 192_168_0_80.cfg oK
00:C0:2%:29:6D:08 192_168_0_90.cfg oK
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7.2. Replace a device

In case of replacement of a switch, the MAC address of the old switch can be replaced on the predefined
configuration lists, directly from the device-list.

Device-List Log Messages

Drag a column here to group by this column.

Location Magmt Firmiwar

NEX.. not defi.. GigaSwit. 74  HwE-F40-PO7-OFFICE-VE.04V
=) Switch [e5illiBN Disabled Po.. 192.163.0.90 |DD:C1}:29:29:GD:DB |NE>L. not defi. GigaSwit. 73  HWwS-F40-PO7-OFFICE-VE. 04V

evices List - o X

Enter new MAC Address to replace cument address 00:C0:29:29:6D:D8 (allowed formats
000 20 06 06 200206, D000 000000 )

D0:cl:29.29:71:FF |

In case of replacement of a switch, the MAC address of the old switch can be replaced on the predefined
configuration lists, directly from the device-list.

¥ L ——— L — —

| V7 Database Management
LYY T T
/Y Predefined Devices - 0o %

[ | MAC Address Config File Name Exists In Database | Validation Result

(| Kl K | K
=% | Click here to add new item

| |[x] ooco202980¢2 192_168.0_80.cfg oK

_| 00:C0:29:29:71:FF | 192.168.0_90.cfg o oK

The MAC of the switch is now replaced on the predefined configuration list.
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After running Zero Touch Configuration, the new switch will take the place of the old one.

Device-List

Drag a column here to group by this column.

W W Y v

W W W

W W W W
E B PRI Y 1) 165.0.80 00:C0:29:29B0:F2  NEXANS-0DCO2929B0F2  notdefined GigaSwitch V5 SFP-2V154VDC 74 HWS-FAQ-PO7-OFFICE-VE.04V
IIIDisabled |F'owered 192162050 00:C0:29:2571:FF  NEXANS-ODCO29295DDE  not defined GigaSwitch V5 TP SFP-VI 54VDC 72 HW5-F40-PO7-OFFICE-VE 04Y

Action of the Controller can be followed on the log.

Device-List Log Messages

Sl

Drag 3 column he=der and drop it here to group by that column

Tlme-SIarFlp | Sender IP Address Message Type Message
[ Jafil] Kl Tl

08.07.2021 11:41-46 132163.0.81 ZeroTouchCenfighewDevice New Device: 00:C0:29-29:71:FF. 192.168.0.81. Hw5-F40-PO7-OFFICE-V6.04V. 152_168_0_30.cfo. Configured
08.07.2021 11:36:26 | 192.165.0.81 ZeroTouchConfigStartingFirmwarepdate | Starting Firmware Update of Device 00:C0:29:29:71:FF, 192.168.0.81 to HW5-F40-PO7-OFFICE-6.04V ...

17
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8. Troubleshooting

8.1. Configuration option 43

Configuration of option 43 of the DHCP depends of the type of DHCP used, and can varied a lot. Therefore we
advise you to check on your DHCP configuration how to

Example of configuration for Windows DHCP:

IP address of the controller :
192.168.7.121

Parameter of the option 43 :
01184e4558414e535f6369705f3139322e3136382e372e313231

Example of Configuration for DHCP Server:

OPTION_43=0119"NEXANS_cip_192.168.201.92"
or

OPTION_43=01194e4558414e535f6369705f3139322e3136382e3230312e3932

8.2. IP parameters Master Config configuration

Different issues can be caused by a wrong master-config creation.

8.2.1. Static IP configuration

In case of static parameters configured from a CSV list, DHCP should be disabled too.

18
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Device-List Master-Config [camera]*

[Exit 8 Save] [Cancel] [Check all parameters]

[Uncheck all parameters]  Master-Config

Device Info IPwd / IPvE Setup
4 Port Setup IPv4 Setup
Part 0 [MGMT] Pt A o
Part 1 [TP-1] O v4 Access enable:
Port 2 [TP-2] [l  DHCF enable: O |
Port 3 [TP-3]
Port 4 [TP-4] [0  DHCP/BOOTP Download Mode: Enable TFTP download of corfig file ~
Port 3 [UPLINK-SFF] _ Get IP-Address/Netmask/Gateway from CSV file by MAC Address
Part & [UPLINK-TF] W IPvd Address: {oxaoeocoeo; | P-Address; Netmask Gateway)
4 Management (5) Browse Open |C:\Users\pjandik\Documents\TRAVAUX\Presentation\mateﬁel\preserdation_tableau_lP.csv
IPv4 [ IPv6 Setup (2) SFE OEF OEE
: 255.255.255.0
Agent () Metmask : l—l
Local Accounts Gateway Address: 0.0.0.0
Access Global (1)
Access SHNMP
Access IECE1850
Banner IPv6 Setup
Zero Touch Configuration O IPv6 Access Mode: Disable IPv6 access ~
Scripting
IPv6 Link Local Address: fe80::2c0:2596 fe 29: 71ff
Global
4 VLAN (2) O IPv6 Address: Get |PvE-Address/Subnet Prefix/Gateway from CSV file by MAC Address
VLAN Setup o 00 206 2000600 | Py B-Address; Subnet PrefivGateway)
VLAN Table (2) Browse Open | |
Discovery Subnet Prefix Length: 0 (0.128) [0]
Priaritisation / Co5
b Alarms Gateway Address:
b Security

As controller IP address is transmitted to the switch via DHCP, when DHCP is disabled, they are automatically
removed. Zero Touch Configuration should be configured in static, in order for the switch to contact the
controller with it's new IP address.

Drevice-List Master-Config [camera]*

[Exit B Save] [Cancel] [Check all parameters]  [Uncheck all parameters]  Master-Config

Device Info
4 Port Setup
Port 0 [MGMT]
Paort 1 [TP-1]
Part 2 [TP-2]
Paort 3 [TP-3]
Paort 4 [TP-4]
Port 5 [UPLINK-SFP]
Part & [UPLIMK-TP]
4 Management (5)
IPv4 / IPvE Setup
Agent (2)
Local Accounts
Access Global (1)
Access SNMP
Access [ECE1850
Banner
I:lo Touch Configuration (2) I
Scripting

Zero Touch Corfiguration
Zero Touch Configuration
¥l  Zero Touch Corfiguration Mode: Zero Touch Configuration Enabled v
b Controller IP Address: 192.168.0.224 || Edi
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8.2.2. DHCP IP configuration

In case DHCP parameters should be kept by switches, DHCP enable parameter only should be selected.

[Exit & Save]

4

4

- -

Device-List
[Cancel]

Device Info
Port Setup
Part 0 [MGMT]
Part 1 [TP-1]
Port 2 [TP-2)
Port 3 [TP-3]
Port 4 [TP-4]
Port 5 [UPLINK-5FP]
Part & [UPLIMK-TP]
Management (4)
IPv4 / IPv6 Setup (1)
Agent (&)
Local Accounts
Access Global (1)
Access SNMP
Access [ECE1850
Banner
Zero Touch Configuration
Scripting
Global
VLAN (2)
VLAM Setup
VLAN Table (2)
Discovery
Friaritisation / Co5
Alarms
Security
Multicasts

Master-Config [camera]*

[Check all parameters]

[Uncheck all parameters]

IPwd / IPvE Setup

Master-Config

IPvd Setup
O  IPv4 Access enable:
el DHCP enable |
[0  DHCP/BOOTP Download Mode Enable TFTP download of corfig file ~
Get |P-Address/MNetmask /Gateway from CSV file by MAC Address
O IPv4 Address: oot 20 206 2 o e | P-Address - Metmask G ateway)
Browse Open |
O  Netmask: 255.255.255.0
O Gateway Address: 0.0.0.0
IPvE Setup
O  IPv6 Access Mode: Digable IPv6 access v
IPv6 Link Local Address: fe80::2c0:29f fe 29: 71ff
O 1Pv6 Address: Get |Pv6-Address/Subnet Prefix/Gateway from CSV file by MAC Address

Browse Open
Subnet Prefix Length:

Gateway Address:

fpoeaoeococ o | PyvB-Address; Subnet Prefix Gateway)

{0..128) [0]

Nexans Deutschland GmbH ¢ Advanced Networking Solutions
Bonnenbroicher StraBe 2-14 e 41238 Monchengladbach e Tel: +49 (0) 2166 27-2017
E-Mail: support.ans@nexans.com ® www.nexans-ans.de/support
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