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FEATURES

o For all Nexans devices with V3.xx, V4.xx, V5.xx, V6.xx or V7.xx firmware

o Fast Layer-2 Autodiscovery and simple basic configuration for devices within the local segment
0 Automatic Layer-2 basic configuration for devices within the local segment

o0 Layer-3 Autodiscovery thru three user configurable IP ranges for devices behind IP routers

0 The devices are permanently polled and marked in the device list in corresponding colours

o The device list is automatically updated through polling and changes are highlighted in colour
o Devices with alarm messages are automatically shifted to the top of the list

o Devices are automatically polled and indicated in device-List in green (ok) or red (failure)

o Firmware update for one or more devices

0 Scheduled firmware update in the night or at the weekend

0 Reading and writing of device configurations via TFTP and SCP

o Username/password protected reading and writing of device configurations

0 Automatic download of device configurations for one or more devices

0 Storage of device configurations in a database on the PC or on a central server

o Storage of old device configurations via history function in the database

0 Three state tabs with online indication of all state information of the device

0 Reset of Error and Statistics counters for one or more devices

o Individual selection of storage locations for device lists, database, master configurations and firmware
o Creation of any number of device lists, e.g. to arrange devices into groups etc.

o Creation of any number of master configurations for distribution to one or more devices

o Each master configuration may specify different parameters for distribution

o Comprehensive information on update and progress in a log window

o Information from the log windows available for later analysis

o0 Sorting of device list by IP address, MAC addresses, device name and software version

o Import of device lists as CSV (comma/semicolon separated) files, e.g. from NSCM or Excel

o Import of device lists from the Nexans Basic Configurator
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o Direct calling of Telnet or WEB from the configuration editor

o Easy restoration of the delivery condition

o Full IPv6 support

0 Basic Configurator Features:

Configuration of the following basic switch parameters:
¢ DHCP, IP address, network mask and gateway

e Switch name, location und contact

e Management VLAN-ID

e Trunk port (Uplink)

User templates for quick configuration of multiple switches with similar settings
User templates can be saved to hard disk and recalled

No DHCP server and no manipulation of configuration switches required
Changes take immediately effect without rebooting

For security reasons any access via the Basic Configurator is only allowed if the switch is set
to its factory default admin name/password (admin/nexans)

Running in (MAC Address Mode):
¢ Centralized configuration, e. g. during 'Autodiscover (Layer-2)' with LANactive Manager
¢ Configuration is done via the switch MAC address determined during Autodiscover

e The PC and the switch to be configured must be located in the same segment or VLAN

Running in (Local Mode):

¢ Easy on-site configuration by the installer

¢ PC needs to be connected to port TP1

¢ Configuration can optionally be added to a device list and imported by the LANactive

Manager

o Client/Controller Features:

Observe all devices by a server application and store relevant informaton into a SQL database

Communication to the Switches is completely done by the Controller
User Management with client capability that offers different roles and access rights

Zero Touch Configuration for automatic discovery, firmware updates, configuration and adding
to the database

Log Message Server for SYSLOG, SNMP Trap and Controller Messages
E-Mail Notifications for all types of Log Messages

Time scheduled import of devices from a third-party csv-file

Time scheduled configuration of devices

Import/Export Device-Lists from or to LANactive Manager Stand-Alone

HTTPS support
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e Active Directory and RADIUS Authentication
e Crossplatform Controller running on multiple OS like macOS or LINUX

¢ Integrated Web Interface for client independet diagnostics and configuration
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1. PC Software and Hardware Requirements

LANactive Manager Stand-Alone and Client/Controller require one of the following Microsoft operations
systems:

- Windows Server 2016

- Windows Server 2019

- Windows 10

LANactive Manager Controller requires one of the following SQL Databases:

- SQL Server 2016

- SQL Server 2017

- SQL Server 2019

Additionally, both applications require the following packages of the new Microsoft .NET 5 framework.
ASP.NET Core 5.0 Runtime:
https://dotnet.microsoft.com/download/dotnet/thank-you/runtime-aspnetcore-5.0.11-windows-hosting-bundle-

installer'
.NET Desktop Framework 5.0:

https://dotnet.microsoft.com/download/dotnet/thank-you/runtime-desktop-5.0.11-windows-x86-installer'

The Client/Controller-Setup has both files already included.
For the LANactive Manager Controller it is recommended to install the Microsoft SQL Management Studio:

https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-

verl5s
This application offers Backup and Diagnostic functionalities for the database and automatically downloads
necessary packages which might be missing on the server and can solve most of the common installation

problems. This step is not mandatory.

The Hardware requirements are dependent on the operation system.


https://dotnet.microsoft.com/download/dotnet/thank-you/runtime-aspnetcore-5.0.11-windows-hosting-bundle-installer
https://dotnet.microsoft.com/download/dotnet/thank-you/runtime-aspnetcore-5.0.11-windows-hosting-bundle-installer
https://dotnet.microsoft.com/download/dotnet/thank-you/runtime-desktop-5.0.11-windows-x86-installer
https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15
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Installation, Update and Start of the Manager

For installing the Manager, the file LANactive Manager_VX.xx_Setup.exe, that can be downloaded from

the support portal: www.nexans-ans.de/support needs to be executed.

If a previous Manager version is installed, this installation will only update the existing Manager. All settings
and directories will be preserved.
If desired, during installation a new directory can be defined in order to preserve the previous Manager

version. However, a downgrade to an older version is also possible without any problem.

Depending on the PC’s configuration and possible company-specific limitation of rights it might be necessary
to execute the installation file with administrator rights. In this case, it might also be necessary to launch the
installed Manager with administrator rights.

1.1. Installation of LANactive Manager Stand-Alone

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

License Agreement -~

LAMactive Manager
Copyright 2003-2022 Nexans Advanced Networking Solutions GmbH (MEXANST)

EMD-JSER. LICENSE AGREEMENT
IMPORTANT-READ CAREFULLY: This End-User License Agreement ("EULAT) is a
leqal agreement between

you (either an individual or a single entity) and Mexans for the Mexans software
product ("SOFTWARE W

@I accept the agreement
(_)1 do not accept the agreement

For the installation of the LANactive Manager Stand-Alone version, execute the file LANactive

Manager_VX.xx_Setup.exe. First read the license agreement and then accept the agreement. Continue
with clicking Next.

-10 -


http://www.nexans-ans.de/support
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Select Destination Location "
Where should LANactive Manager V7 - Stand-Alone be installed? b

Setup will install LAMactive Manager V7 - Stand-Alone into the following
folder,

To continue, dick Next. If you would like to select a different folder, dlick Browse.

rogram Files (x86) WNexans\LANactive Manager V7 - Stand-Alone Browse. ..

At least 227,0 MB of free disk space is required.

Choose the installation folder. Use Browse... to select a folder or just click Next to keep the default

directory.

Select Application Data Folder H )
This folder holds the LAMNactive Manager V7 - Stand-Alone preferences, log and ] {
temparary files #
Application data folder (must be writable)
|C: W=ersladmin'\Documents\LANactive Manager | E Browse... i

Back Next Cancel

Specify the application data folder for LANactive Manager. The application folder will contain the
configuration files like LANactive Manager.config where all preferences of the LANactive Manager are

stored. The folder must be writable.
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Select Default Data Folders

Manager - Stand-Alone.

Databases folder:

This settings can be changed later via the Preferences menu within LAMactive

|C:‘!,Users\admin\Dov:uments\LANacﬁve Manager\databasze | E Browse i
Device-Lists folder:
|C:‘!,Users\admin\Dov:uments\LANacﬁve Manager\devicedists | Browse
Firmware-Images folder:
|C:‘l,Users\,admin‘l,Documents\,LANacﬁve Manager \firmware-images | Browse
Inventory-Lists folder:
|C:‘n,Users‘nadmin‘n,Documents‘n,LANacﬁve Managerjinventory-ists | Browse

Back Mext Cancel

Select Default Folders for Configuration Template

This settings can be changed later via the Preferences menu within LAMNactive
Manager - Stand-Alone.

Master-Configs folder:

|C:‘!,Users\admin\Dov:uments\LANacﬁve Manager {master-configs | E Browse i
Basic-Configs folder:
|C:‘!,Users\admin\Dov:uments\LANacﬁve Manager \basic-configs | Browse
CLI Configs folder:
|C:‘!,Users\admin\Dov:uments\LANacﬁve Manager \configs | Browse
Scripts folder:
|C:‘!,Users\admin\Dov:uments\LANacﬁve Manager \scripts | Browse
Back Mext Cancel

Specify the data folders for LANactive Manager. Read more about the folders in chapter 18.5 Folders.
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Select Menu Language " )
Please select your prefered lanquage for menus and messages 2N

(®) English

(") Deutsch
() Francais
OREA

Select your preferred language. The language can also be changed via the preferences after the

installation.

Select Start Menu Folder H )
Where should Setup place the program's shortouts? ] {

v
Setup will create the program's shortouts in the following Start Menu folder,
[

To continue, dick Mext. If you would like to select a different folder, didk Browse,

|LANactive Manager V7 - Stand-Alone | [ Browse... |

[JDon't create a Start Menu folder

Back Mext Cancel

Choose a name for the start menu folder or decide not to create one.
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Select Additional Tasks H
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing LANactive
Manager V7 - Stand-Alone, then didk Next.

Additional icons:

Decide, whether you want to have a shortcut created on your desktop.

Register LANactive Manager V7 - Stand-Alone

The registration data can also be added later via the Register menu within
LANactive Manager V7 - Stand-Alone.

Please enter your personal licence data which you have received from Mexans - OR. -
leave blank to run in EVALUATION mode.

Mame:

! |
Company:

| |

Registration Key:

Enter a registration key if available. Leave blank to use the EVALUATION version of LANactive Manager.

The registration key can also be entered after the installation.
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Ready to Install
Setup is now ready to begin installing LAMactive Manager V7 - Stand-Alone on
your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:'Program Files (x86) \Mexans\LANactive Manager V7 - Stand-Alone

Start Menu folder:
LANactive Manager V7 - Stand-Alone

Additional tasks:
Additional icons:
Create a desktop icon

Back Install Cancel

Check the summary of your settings and click on Install to start the installation.

Completing the LANactive
Manager V7 - Stand-Alone Setup
Wizard

Setup has finished installing LANactive Manager V7 -
Stand-Alone on your computer. The application may be
launched by selecting the installed shortouts,

Click Finish to exit Setup.

1aunch LAMactive Manager V7 - Stand-Alonei

Once the installation is completed click on Finish to end the setup and launch LANactive Manager.
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1.2. Installation of LANactive Manager Client / Controller

i‘;=' LAMactive Manager - Client/Controller Setup

N LANactive Manager -
exans Client/Controller

License Agreement

LANactive Manager
Copyright 2003-2022 Nexans Advanced Networking Sclutions GmbH

("HEXANS")
END-USER LICENSE AGREEMEMNT

IMPCRTANT-READ CAREFULLY: This End-User License Agreement ("EULA™)
is a legal agreement between

you (either an individual or a single entity) and Nexans for the
Nexans software product ("SOFTWARE -

| accept the terms in the License Agreement

Options E;‘Install Close

For the installation of LANactive Manager Client and/or LANactive Manager Controller execute the file
LANactive Manager_ClientController_VX.xx_Setup.exe. First read the license agreement carefully and
accept the terms in the agreement. By clicking the button Options, you can choose between the different

products to be installed.

i‘;=' LAMactive Manager - Client/Controller Setup

N LANactive Manager - f
exans Client/Controller

Setup Options

Install .Met 5 Frammework

Install .Met 5 Hosting Bundle

Install SCL Server Express 2019 (Mixed Mode Authentication and Silent Install)
Install LAMactive Manager Controller

Install LAMactive Manager Client

0K Cancel

- Install .NET 5 Framework / Hosting Bundle: The Microsoft .NET Framework version 5. Necessary for
using LANactive Manager Client and LANactive Manager Controller. It is recommended to keep this

product selected, because it will be skipped automatically if already installed.

- Install SQL Server Express 2019: Necessary for the LANactive Manager database, must be installed

together with LANactive Manager Controller, if controller and database shall run on the same machine.
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There is no need to install this product if you run the LANactive Manager Client only or if you have SQL
Server Express already installed.

- Install LANactive Manager Controller: The controller part of the LANactive Manager application.

Contains the service to collect device information and store them to the SQL database.

- Install LANactive Manager Client: The client part to configure the Nexans devices and connect to the

server.

If you choose to install LANactive Manager Controller, you must reboot your computer after the setup is
finished by clicking Restart. If you click Close the service is stopped until the next reboot.

ii,? LANactive Manager - Client/Controller Setup
N LANactive Manager -
exans Client/Controller

Installation Successful

You must restart your computer before changes will take effect.

Restart Close

1.2.1. Installing LANactive Manager Controller

Click Next to start the installation of LANactive Manager Controller.

i‘;=' LAMactive Manager V7 - Controller Setup

End-User License Agreement an ns

Please read the following license agreement carefully

License Agreement ~

LANactive Manager
Copyright 2003-2022 Nexans Rdvanced Networking
Solutions GmbH ("NEXRNS™)

END-TUSER LICENSE AGREEMENT
IMPORTANT-READ CAREFULLY: This End-User License

Agreement ("EULA"™) is a legal agreement between

wonl (either an indiwidnal nr o a 2inale antitul and

[11 accept the terms in the License Agreement

Print Back Cancel
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Read the license agreement and accept the terms in the agreement. Continue with clicking Next.

i‘;=' LAMactive Manager V7 - Controller Setup

Destination Folder j\_rexa ns
Click Next to install to the default folder or dick Change to choose another,

Install LAMactive Manager V7 - Contraoller to:

|C: \Program Files (x86) \Mexans\LANactive Manager V7 - Controller

Change...

Choose the installation folder. Use Change... to select a folder or just click Next to keep the default
directory.

i‘;=' LAMactive Manager V7 - Controller Setup

Controller and Database Configuration j\_rexa ns

Please specify service port number (default number https: '90927):
|s092

Database server name (example: . \SQLEXPRESS):
|. \SCQLEXPRESS

Database name:
|LANMAND

Database user name:

|admin

Database user password and confirm password (default = 'admin’):
| (1111}

For configuring the server specify the service port number first. This number is going to be the port number

used for https access. The ports for http access will be set automatically according to the given value:
- Http port Client: [given port] - 2
- Http port Web: [given port] - 1

That means, setting the https port to 9092 would set the http ports to 9090 and 9091. This two different http
ports are necessary, because the LANactive Manager Client and common web browsers require different
protocol versions while using http.

After that, set the database server name and the name of the database itself. Use the default entry if you
install the LANactive Manager controller and the database on the same machine. Otherwise add the
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database server address or name, like 192.168.2.11\SQLEPRESS or
[DatabaseServerName\SQLEXPRESS. Note, that in case of an external database SQL Server Express
must already be installed on that machine. At last, enter the username and password needed to connect to
the database. The default password is ‘admin’. The ‘Next’-Button will be disabled, if any value is missing or

password and password confirmation do not match.

Note: If you are using IPv6 as database server address please be aware of the following rules:

- Replace colons “:” with dashes “-*
- Add the following to the end of the IPv6 address: ‘.ipv6-literal.net’
Example: fe80::22a:b2ff:fe22:2bb2 > fe80-22a-b2ff-fe22-2bb2.ipv6-literal.net

ii,:—-'- LANactive Manager V7 - Controller Setup

Ready to install LANactive Manager V7 - Controller j\rexa ns

Clidk Install to begin the installation. Clid Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

Click Install to start the installation.

i‘;=' LAMactive Manager V7 - Controller Setup

V)
C
(0
X
Q

Completed the LANactive Manager V7 -
Controller Setup Wizard

Clidk the Finish button to exit the Setup Wizard.

Back Cancel

Once the installation is completed click Finish to end the setup of LANactive Manager Controller.
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1.2.2. Installing LANactive Manager Client

i-t::" LAMactive Manager V7 - Client Setup

n
C
O
X
Q

Welcome to the LANactive Manager V7
Client Setup Wizard

The Setup Wizard will install LANactive Manager V7 - Client
on your computer. Click Mext to continue or Cancel to exit
the Setup Wizard.

Click Next to start the installation of LANactive Manager Client.

i LANactive Manager V7 - Client Setup

End-User License Agreement

Please read the following license agreement carefully

License Agreement ~
LANactive Manager

Copyright 2003-2022 Nexans Advanced Networking
Solutions GmbH ("NEXANS™)

END-USER LICENSE AGREEMENT

IMPCRTANT-RERD CRREFULLY: This End-User License
Agreement ("EULA"™) is a legal agreement between

won (edither an indiwidnal ar a =2inale antitwl and 7
[+]1 accept the terms in the License Agreement
Print Back Cancel

Read the license agreement and accept the terms in the agreement. Continue with clicking Next.
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i‘;=' LAMactive Manager V7 - Client Setup

Destination Folder an ns

Click Next to install to the default folder or dick Change to choose another,

Install LAMactive Manager V7 - Client to:

|C:‘|Program Files (x86)\Mexans\LANactive Manager V7 - Client),

Change...

Choose the installation folder. Use Change... to select a folder or just click Next to keep the default

directory.

i‘;=' LAMactive Manager V7 - Client Setup

MXEI‘IS

Controller Configuration

Please spedify the controller service URL:

(for example, if LAMNactive Manager Controller service port number is default = 9092
and this LANactive Manager Client will be installed on:

- the same PC as the LAMactive Manager Controller =

https:/localhost. controller . nexans: 5052

- another PC as the LAMactive Manager Controller =

https://[Address of Controller PC]. controller .nexans: 9092)

|https:fﬂocalhost. controller.nexans: 3032

Enter the server URI the client must use to connect to the server containing the server address and the port

number as you have specified it in chapter 2.2.1 Installing LANactive Manager Controller. If you install the

client on the same machine as the controller, use the “localhost” keyword or the IP address 127.0.0.1,

otherwise ensure that you type in the correct IP address of your server.
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jie LAMactive Manager V7 - Client Setup

Select Preferences Folder

This settings can be changed later via the Preferences menu.

Preferences folder:

IC:Hl..lsers\Dublic‘v.Dol:umentsH.ANav:ﬁve Manager Client), | Browse |
Back Mext Cancel

Specify the application data folder for LANactive Manager. The application folder will contain the
configuration files like LANactive Manager.config where all preferences of the LANactive Manager are

stored. The folder must be writable. This path also will be the base path for the following directories.

i LANactive Manager V7 - Client Setup
Select Default Data Folders MKEI‘IS
This settings can be changed later via the Preferences menu.
Databases folder:
IC:HL.Isers\DuincRDocuments‘u..ﬁ.Nacﬁve Manager Client\database!, Browse

Firmware-Images folder:

IC:HL.Isers\DuincRDocuments‘u..ﬁ.Nacﬁve Manager Client\firmware-images}, Browse

Inventory-lists folder:

IC:HL.Isers\DuincRDocuments‘u..ﬁ.Nacﬁve Manager Clientlinventory-ists), Browse
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jie LAMactive Manager V7 - Client Setup

Select Default Folders for Configuration

This settings can be changed later via the Preferences menu.

JNexans

Master-Configs folder:

IC:Hl..lsers\Dublic‘v.Dol:umentsH.ANav:ﬁve Manager Client'master-configs', Browse

Basic-Configs folder:

IC:Hl..lsers\Dublic‘v.Dol:umentsH.ANav:ﬁve Manager Client\basic-configs), Browse
CLI Configs folder:

IC:‘n,l..lsers‘nPuinc‘n,Documents‘n,LANacﬁve Manager Clienticonfigs) Browse
Scripts folder:

IC:‘n,l..lsers‘nPuinc‘n,Documents‘n,LANacﬁve Manager Client\scripts', Browse

Specify the data folders for LANactive Manager Client to store its data. Read more about the folders in
chapter 18.5 Folders.

jie LAMactive Manager V7 - Client Setup

Select Additional Shortcuts f\.rexa ns

Which additional icons should be created?

Select the additional icons you would like Setup to create while installing
LAMactive Manager - Client, then dick Next.

Create a desktop shortout,
Create a shortcut in the start menu.

Decide, whether you want to have shortcuts created on your desktop or in your start menu.
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i-t::" LAMactive Manager V7 - Client Setup

Ready to install LANactive Manager V7 - Client

MXBI‘IS

installation settings. Click Cancel to exit the wizard.

Clidk Install to begin the installation. Clid Badk to review or change any of your

Back Install

Cancel

Finally click Install to start the setup.

jie LAMactive Manager V7 - Client Setup

Client Setup Wizard

W
C
O
X
Q

Completed the LANactive Manager V7 -

Click the Finish button to exit the Setup Wizard.

Cancel

Once the installation is completed click Finish to end the setup of LANactive Manager Client.
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1.2.3. Using custom version of SQL Server

By default, the Setup is going to install SQL Express 2019 and includes any additional package that is
needed to create the database. To use a custom version of SQL Express or SQL Server some additional
packages needs to be installed, depending of operating system and the SQL Server version which should be
used:

- SQL Shared Management Obijects (only for SQL Server 2014 and below)

- Microsoft System CLR Types

Both packages can be downloaded from the Microsoft SQL Server Feature Pack:

- SharedManagementObjects.msi

- SQLSysCIrTypes.msi

If you are using Windows Server 2019 or higher please ensure that the Microsoft Visual C++ Redistributable

Package 2013 is installed. If not, this package can be downloaded from the Microsoft Home Page.

It is highly recommended to install Microsoft SQL Management Studio, because on the one hand a server
running a SQL database should also have a maintenance tool installed and on the other hand this setup is
going to download any missing package for your operating system and SQL Server version
automatically.
https://docs.microsoft.com/en-us/sgl/ssms/download-sql-server-management-studio-ssms?view=sql-server-

verl5

Using SQL Server Management Studio configure the existing database as follows:
- Security - Server authentication: SQL Server and Windows authentication mode

- Connections = Remote Server Connections: Allow remote connections to this server

Use the SQL Server Configuration Manager to ensure that
- Shared Memory

- TCP/IP

- Named Pipes

are enabled for your database instance.

1.2.4. User rights for SQL Express or SQL Server

To be able to install SQL Express or SQL Server the following user rights are needed:

Local Policy Object Display Name User Right
Backup files and directories SeBackupPrivilege
Debug Programs SeDebugPrivilege
Manage auditing and security log SeSecurityPrivilege

Read more at
https://support.microsoft.com/en-us/help/2000257/sql-server-installation-fail-if-setup-account-not-have-some-

user-right
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1.2.5. Common installation problems

To ensure that the Controller and database setup will be successful the following points are important:

- Always start the setup with administrator rights

- Ensure that any needed package is installed and the database settings are equal to those described in
chapter 2.2.3: Using custom version of SQL Server.

- The installing user needs some additional rights as described in chapter 25: User rights for SQL
Express or SQL Server

- If https is used read chapter 26: Using https

If you have a previous version of the controller installed and the controller setup shows an error message
like
- Please wait while the installer finishes determining your disk space requirements

- Please ensure that you have enough privileges to install windows services
although the setup is running with administrator rights, try the following steps:

- Create a backup of the data folder
C:\Users\Public\Documents\LANactive Manager Client
- Create a backup of the controller files folder if necessary:
C:\Program Files (x86)\Nexans\LANactive Manager V7 (LANactive Manager) - Controller\files

- Manually uninstall Client and Controller and perform a reboot
- Delete the mentioned folders and the installation folders:

C:\Program Files (x86)\Nexans\LANactive Manager V7 (LANactive Manager) - Client

C:\Program Files (x86)\Nexans\LANactive Manager V7 (LANactive Manager) - Controller

- Install Client and Controller again
- Replace the mentioned folders with the backups

If Windows blocks deleting the folders, they can just be renamed. Afterwards the system must be rebooted

again.

Those folders, which are completely blocked by Windows for no reason can be deleted with the Windows

Unlocker Version 1.9.

There is no need to create a backup of the SQL database.

1.2.6. Using https

The controller support the usage of https, but http is still enabled. During the installation the https port
number needs to be set. The default value is 9092. The http port number will always be 9090. The ports can

be changed inside the appsettings.json file located in the installation folder of the controller.

Transport layer security use a certificate which will be installed on the server during the controller setup. This

certificate is valid for any URL like “*.controller.nexans’. This means, the default http URL
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‘http://localhost:9090’ will change to ‘https://localhost.controller.nexans:9092'". ‘localhost’ needs to be
replaced by the given name in the DNS server or windows hosts file, if the client is running on a different
machine than the controller.

By default, the client will not be able to reach ‘localhost.controller.nexans’. This must be accomplished by
setting up either a DNS server to map this server name with the corresponding IP address or editing the
windows hosts file manually on every client. The hosts file can be found under
C:\Windows\System32\drivers\etc

For example, to use the default URL the following line should be added to the end of the file:

127.0.0.1 localhost.controller.nexans

Using an external server would look like the following:
192.168.0.10 192 168 0_10.controller.nexans
or

192.168.0.10 my_server_name.controller.nexans

This results in the following URL that must be entered in the clients login dialog or browser:
https://192_168 0_10.controller.nexans:9092
or

https://my_server_name.controller.nexans:9092

NOTE: Beside “.controller.nexans” there must not be any additional dot (*.") in the DNS name.

1.2.6.1. Use custom certificate

By default, the Controller uses its own certificate, which will be added to the Windows Certificate Store during
the setup. The file is located inside the Controllers installation folder. To change the certificate, the path to
the new certificate can be changed inside the appsettings.json file, located inside the Controllers installation

folder as well:

"Https™: {
"Url™: "https://0.0.0.0:9092",
"Certificate: {
"Path™: "certificate.pfx",
"Password': "password"

To use a certificate from the Windows Certificate Store, the https tag can be changed as follows:

"Https'™: {
"Url": "https://0.0.0.0:9092",
"Certificate": {

"Subject™: "*_.controller.nexans",
"Store”: “My",

"Location": "LocalMachine",
“"Allowlnvalid": "true"

}
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After that, the user that is running the Controller Service (by default: Network Service) must be granted read
permissions to the private key of the certificate. To do so, open the store, select the certificate and click “All

Tasks” > “Manage Private Keys” and add the user.

1.2.6.2. Supported Cipher-Suites

The LANactive Manager Controller supports the following TLS 1.2 cipher suites:
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES_ 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256

TLS 1.0 and TLS 1.1 are not supported.

1.3. Setting up the LINUX Controller

To set up the LANactive Manager Controller on LINUX extract the
LANactiveManager_ClientController_VX.xx.zip file anywhere on your LINUX machine, but for further
progress it is recommended to extract it directly to the future installation directory.
Ensure that the current user has the rights to execute all extracted file.
Use the terminal to execute the Install_LANMAN_Controller.sh shell script and simply follow the
instructions.
The script will automatically download all necessary additional packages, which are:

- Apt-transport-https

- Unzip

- Putty-tools

By default the Microsoft SQL Server for LINUX will be used as database server, but any other SQL database
can be used as well. In that case, skip the installation of MSSQL-Server by answering the corresponding
guestion with ‘n’.

In both cases the script will use the Install_LANMAN_DB.sh script to set up the controllers database.
During the setup of the database the default values of the database name and the user credentials can be
changed.

Note: This changes have to be repeated manually in the connection string LANMANDDbLinux inside the

appsettings.json file located in the LANactive Manager Controller directory.

At the end, the setup script will create the service file named LANMAN_Controller.service located in
letc/systemd/system/. This file tells the service daemon where to find the controller files and how to run the

serivce. The file should always look like the following:
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[Unit]
Description=LANactive Manager Controller Service Application

[Service]

Type=notify
ExecStart=[Controller Directory]/LANactiveManager_ClientController_GrpcService

WorkingDirectory=[Controller Directory]

[Install]
WantedBy=multi-user.target

There is also a script file named Update_ LANMAN_Controller.sh. This script can be executed if a previous
version of the LANactive Manager Controller already exists to simplify the update process. In this case, there

is no need to run the Install_LANMAN_Controller.sh script again.

1.4. Migrate NEXMAN Stand-Alone and NEXMAN Client/Controller

settings and data into LANactive Manager

The migration of settings from NEXMAN Stand-Alone or NEXMAN Client/Controller into LANactive Manager

will happen automatically during the setup and first start of LANactive Manager as long as the previous
NEXMAN version is still installed!

In any other case, data and settings from NEXMAN Device Manager can be easily migrated into the new
LANactive Manager. To achieve this, the previous data files and directories have to be copied into the
LANactive Manager directory. Using default values, it would look like the following:

Stand-Alone:

The files and directories from

C:\Users\[User]\Documents\NEXMAN

should be copied into

C:\Users\[User]\Documents\LANactive Manager

Client:

The files and directories from

C:\Users\Public\Documents\NEXMAN Client

should be copied into

C:\Users\Public\Documents\LANactive Manager Client

It is possible to just select the previous data directories during the setup. In that case, nothing needs to be

copied.

As a last step, the NEXMAN.config file from the old directories must be renamed to

LANactiveManager.config and replace the new file created during the setup.
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Controller:
The SQL database of the Controller will be migrated automatically in any case.

The controller settings will be migrated automatically, even if the previous version is already uninstalled. But

to do this manually, the settings are stored in the user.config file which can be found at:
C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Nexans_Deutschland_GmbH\

This directory contains all settings for all versions that were installed on the server. For each major version a
directory named ‘NEXMAN_ClientServer.Servi_Uri + unique ID’ is created which itself contains directories
named after the corresponding minor version. To find the latest config file the highest version number must
be located, for example:
C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Nexans_Deutschland_GmbH\NEXMAN_ClientS
erver.Servi_Url_bzbcy2fyzvnwujdghpjunvh4mijfxmobu\6.4.651.97

The user.config file needs to be copied into the newly created LANactive Manager directory, for example:
C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Nexans_Advanced_Networkin\LANactiveManag
er_ClientCo_Url_zgozkjkauoo4tv0zri0Ogmfu40Orowyhd\7.1.28.99

Since the LANactive Manager is a fresh installation, there should be only one directory for the LANactive
Manager and its user.config can easily be replaced.

1.5. Upgrade Microsoft SQL Server from version 2012 to 2019

1. Install the MS SQL Server 2012 Service Pack 2
https://www.microsoft.com/en-us/download/details.aspx?id=43340
2. Start the ‘'SQLEXPR_x64 2019 ENU.exe’ setup file.

Select a directory for extracting temporary installation files. Choose a short path like C:\Temp\SQL,

otherwise the setup could cancel showing an error message that the directory name is too long. The
directory must be empty.

4. Choose ‘Upgrade from a previous version of SQL Server’
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Installation
Maintenance
Tools

Resources

Optiens

Microsoft SQL Server 2019

LH MNew SOL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SOL Server 2019 in a non-clustered environment or to add
features to an existing SQL Server 2019 instance.

Install 5QL Server Reporting Services

Launch a download page that provides a link to install 5OL Server Reporting Services,
Aninternet connection is required to install 55R5.

Install SOL Server Management Tools

Launch a download page that provides a link to install SOL Server Management
Studio, SOL Server command-line utilities (SQLCMD and BCP), SOL Server PowerShell
provider, SOL Server Profiler and Database Tuning Advisor. An internet connection is
required to install these tools,

i; Install 5QL Server Data Tools
Launch a download page that provides a link to install 5OL Server Data Tools (S50T).
550T provides Visual Studic integration including project system support for Microsoft
Azure 501 Database, the SOL Server Database Engine, Reporting Services, Analysis
Services and Integration Services. An internet connection is required to install 550T.

ﬁ Upgrade from a previous version of SOL Server
Launch a wizard to upgrade a previous version of SQL Server to SQL Server 2019,
Click here to first view Upgrade Documentation

5. Check ‘Use Microsoft Update to check for Updates (recommended)’ and click ‘Next’

Microsoft Update

Global Rules
Microsoft Update
Product Updates
Install Setup Files
Upgrade Rules
License Terms
Select Features
Feature Rules
Upgrade Progress
Complete

Use Microsoft Update to check for impertant updates

Microseft Update offers security and other important updates for Windows and other Microsoft
software, including SQL Server 2019. Updates are delivered using Automatic Updates, or you can visit
the Micresoft Update website,

Use Microsoft Update to check for updates (recommended)

Microsoft Update FAQ

Microsoft Update Privacy Statement

< Back MNext = Cancel

6. Accept the license terms and click ‘Next’
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&

License Terms

Global Rules

Microscoft Update
Product Updates
Install Setup Files

Upgrade Rules
License Terms
Select Instance
Select Features
Feature Rules
Upgrade Progress
Complete

To install SQL Server 2019, you must accept the Microsoft Software License Terms,

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT 5QL SERVER 2019 EXPRESS

These license terms are an agreement between you and Microsoft Corporation (or one of its
affiliates). They apply to the software named above and any Microsoft services or software
updates (except to the extent such services or updates are accompanied by new or additional
terms, in which case those different terms apply prospectively and do not alter your or
Microsoft's rights relating to pre-updated software or services). IF YOU COMPLY WITH
THESE LICENSE TERMS, YOU HAVE THE RIGHTS BELOW. BY USING THE SOFTWARE, YOU
ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, DO NOT USE THE SOFTWARE.

IMPORTANT NOTICE: AUTOMATIC UPDATES TO PREVIOUS VERSIONS OF SQL SERVER. If
this software is installed on servers or devices running any supported editions of SQOL Server
mriar a O Carear N0 (ar ramannnnte af ane af tham thic cafhuara wall aidamaticalhe
=2 :
Copy  Print

| accept the license terms and  Privacy Statement

SQL Server transmits information about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. To leam more about data processing and
privacy controls, and to turn off the collection of this information after installation, see the
documentation.

< Back Mext = Cancel

7. Just click ‘Next’ to proceed

Upgrade to SQL Server 2019

Select Instance

Specify the instance of SQL Server to modify.

Global Rules
Microscft Update
Product Updates
Install Setup Files
Upgrade Rules
License Terms
Select Instance
Select Features
Feature Rules
Upgrade Progress
Complete

Select the instance of SQL Server to upgrade. To upgrade only shared features, select "Upgrade shared
features” and then click next.

Instance to upgrade:

SOLEXPRESS ~

Installed instances:

Instance Name Instance D Features Edition Version
SQLEXPRESS MS50L11.5QLEXPR... | SOLEngine Express 11.0.2100.60
<5hared Compone... LocalDB 13.0.4133.1

< Back Next = Cancel

8. Wait for the setup to finish.
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1.6. Changing LANactive Manager Controller Service URL and Port

Number after Setup

It is possible to change the Controller service URL or the port number after the setup is finished. The
configuration file called ‘appsettings.json’ is located inside the installation directory of the LANactive
Manager Controller. This file contains the description and details of all used endpoints. For example:

"HttpGrpc": {
"Url": "http://0.0.0.0:9090",
"Protocols": "Http2"

¥
This specifies the endpoint to listen to any IPv4 address using http with protocol version HTTP/2 and port

number 9090. The port number can be changed according to personal needs. But it is important, that the
communication from Client to controller requires HTTP/2, while the Web Interface requires HTTP/1. When
using HTTPS both are using HTTP/2.

Also the used HTTPS certificate or the database connection string can be changed here.

Any changes of this file require a reboot of the Controller service.

More Information about the appsettings.json file can be found here:

https://docs.microsoft.com/en-us/aspnet/core/fundamentals/configuration/?view=aspnetcore-6.0

1.7. Changing LANactive Manager Controller Service user and database

connection string

By default the Controller service is started with the user ‘Network Service’. This is a windows system account
which has usually access to the SQL database, the network interfaces and the used directories. The service
user can be changed using Services > LANactive Manager — Controller > Properties - Log on. Please

ensure that the new user has read and write access to the database and the controller installation folder.

The connection string can be found in the appSettings.json file, located in the Controllers installation folder.
By default, the connection string looks like this:

"Data Source=.\\SQLEXPRESS;Initial Catalog=LANMANDb; Integrated
Security=False;User ID=admin;Password=admin;Trusted_Connection=true"

To use Windwos Authentication to authenticate against the database, the connection string can be changed
as follows:
"Data Source=_\\SQLEXPRESS;Initial Catalog=LANMANDDb; Integrated Security=True"
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2. Switch Firmware Requirements

In order to use all features of LANactive Manager, a firmware version 3.68 or higher needs to be installed on
the switches:

If an older V3 firmware version is installed, any not supported parameters and status displays will be hidden
or an appropriate message will be indicated.

If a firmware version 1.xx or 2.xx is installed on a device, this firmware needs first to be updated to the above
version using the LANactive Manager.

In case of a failed TFTP access you should check, whether it is blocked because of a too restrictively
configured antivirus scanner.

For Zero Touch Configuration a firmware version V6.xx and hardware version 5 are required.

3. Firewall

For accessing the device configuration LANactive Manager requires the following protocols:

e UDP - Port50266  User authentification and device state

e UDP - Port50268 Layer-2 Autodiscovery

e UDP -Port50222 Zero Touch Configuration (LANactive Manager Controller only)

e UDP -Port514 SYSLOG Messages (LANactive Manager Controller only)

e UDP - Port 162 SNMP Trap Messages (LANactive Manager Controller only)

o TFTP - Port 69 Reading/writing of the configuration (if Manager Access Mode is set to “UDP/TFTP”)
¢ TCP - Port50271 Reading/writing of the configuration with SCP

If a firewall is installed on the local PC or on an installed router, you should check whether the above
mentioned protocols are enabled.

For Client/Server-Communication the following protocols are needed additionally:

e TCP - Port 9090/9091 (Default http) Communication from Client/Web to Server
e TCP - Port 9092 (Default https) Communication from Client to Server

4. Software Registration

To use the software without restriction a valid registration key is needed. Without a valid key the LANactive
Manager will work in the EVALUATION mode (see chapter 6. Restrictions of the EVALUATION Version).

If you have received LANactive Manager on a licensed CD-ROM, there is a file named LANactive
Manager_Key.txt in the installation directory of the CD-ROM. This file contains the personalised key and will
be automatically read during the installation procedure. Additionally the registration data is printed on a
separate registration certificate.

As an alternative the key can be entered later via the LANactive Manager Help = Reqister LANactive
Manager menu.
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5. Restrictions of the EVALUATION Version

The EVALUATION version allows the management of individual devices. This version is free of charge and
its run-time is unrestricted. However, all features necessary for the management of device lists have been
disabled.

The EVALUATION version has the following restrictions as compared with the licensed version:
¢ a time-lagged start screen is shown prompting to enter the registration key.
¢ a maximum of five Devices can be strored and reloaded from a Device-List
e a maximum of five Devices can be selected and edited simultaneously
e Client/Controller:
0 Importing/Export Device-Lists from/to Stand-Alone version
0 Zero Touch Configuration
0 Time scheduled configuration

are limited to five devices as well.

6. Help and Documentation

The documentation on LANactive Manager (LANactive Manager), Nexans Switch Basic Configurator and on
the switch firmware can be loaded via the Manager Help menu as a PDF file.
The following documentation is available:
¢ Help > Manuals > LANactive Manager (LANactive Manager)
Manual of LANactive Manager (the present document)
¢ Help = Manuals - Switch Firmware and Parameters
Detailed description of all switch functions and configuration settings
¢ Help > Manuals > Release Notes

Release Notes for Manager, Basic Configurator and Firmware.

7. Firmware Upgrade from Version V1/V2 to V3/V4/V5/V6/NV7

A change of firmware version V1.xx/V2.xx to V3.xx/V4.xx/V5.xx/V6.xx/V7.xx results in a basic functional

upgrade in the firmware and in the LANactive Manager LANactive Manager.

Because LANactive Manager V7 is only able to read and write the configuration of firmware

V3. xXxIV4.xXxIV5.xxIV6.xxIVT.xx, a firmware update to V3.xx/V4.xx/V5.xx/V6.xx/\V7.xx must be performed.
This update has to be performed using LANactive Manager V7.

Important note:

We urgently recommend reading the Management Module and Firmware Versions chapter in the
Nexans Switch Management manual and in particular the included remarks on the different firmware

images prior to performing a firmware update.
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8. Integration into a Central Management System

LANactive Manager Stand-Alone can easily be integrated into a central management system (e. g. SNMPc,
HP-Openview etc.) by entering optional parameters at the start of LANactive Manager Stand-Alone. This

procedure will bypass the device list and start directly the device editor.
The following two parameters are possible:

e LANactive Manager_StandAlone.exe -device -ip a.b.c.d
The parameter "-device" will read and display the current device configuration. To do so, LANactive Manager

will query the Admin or User account.

Moreover the above parameter a.b.c.d has to be replaced by the device IP address. Usually management
systems provide placeholders which, when called, are replaced by the IP address of the selected device. For
example, with SNMPc this is "$a", i.e. the full command would be as follows:

C:\Program Files\Nexans\LANactive Manager\LANactive Manager_StandAlone.exe -device -ip $a

e LANactive Manager_StandAlone.exe -database -ip a.b.c.d
The parameter "-database" will read the last configuration from the database. This is very useful, e.g. when

the device cannot be reached, but the configuration needs to be consulted.

Note:
On the LANactive Manager state page the current state of the device is always indicated, independent of
what is stored in the database, and displayed on the appropriate configuration tabs. If the device cannot be

reached, the state page remains empty.

Among others, for SNMPc a corresponding integration was created by Nexans and is available on request:
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SNMPc Management Console - [Root Subnet] — IEIIil
%File Edit Wiew Insert Manage Tools Config Window Help _|5|5|

ah| 5] 8|2 283 B L)1 2| 2| €| | & @] [Tesr0ziziies =] [ysenirio o %

[=-E=l Ropot Subnet -~

@ 3COM_106
..... T
& ANM_Alp_150 Properties...

----- & AMM_Hoer_120
S_BM+_Desk_101_9

----- & AMM_Temp_112
----- & AMM_Thei_110
----- & Cisco_2940_115

Wigw 3

Tools

BRI E

..... & CPE_116 SysTtem 4 [ 1

----- & C5_BM_100_2 Switches » ) =

----- & C5_BM+_105 & Routers »

----- & C5_BM-A_Desk_108 Servers p [+l Desk VerA 102 14 D5_1000_Desk_111_22
----- & DS_1000_Desk_111_ Cable Madem »

----- & DS_1_Desk_Fo_FoO_ Snrmp Y3 [

""" % D51 Desk_TP_FO_I [ Configure with NexMany3

..... & D35_I_Desk_TP_TP_1
..... & F5_1000_109 20

1| toT I-._ 4

B I ap | kib | Trendl Ewvent | Menu

ezxans A
42Metworks CPE

Canfigure with MexMany'3 from Database

LR
Admin

WLAN Table
Port Status vl
Part Counter 4
MaC Address List

Current i History Custam 1 Custam 2 Custom 3 Custom 4 Custom 5 Custom & Custom 7 Custom §

|locathost |administrator  [Supervisor
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9. Name and Password as Starting Parameters

The indication of the optional parameters "-name <name>" and "-password <password>" at the start of
LANactive Manager Stand-Alone simplifies the manual entry of the name and password. In this case, the

name and password indicated as parameters will be taken over as default into the dialog box.
Examples:

e LANactive Manager_ StandAlone.exe —name admin —password Nexans
This command line will start LANactive Manager and display the device list which was last loaded. As soon
as the device is accessed the Authentication dialog window will be displayed with the specified name and

password.

e LANactive Manager_StandAlone.exe -device -ip a.b.c.d —name admin —password
Nexans

This command line will directly start the configuration editor for the device with the IP address a.b.c.d (see
chapter 9 Integration into a Central Management System). Here too, the Authentication dialog window will be

displayed with the specified name and password.

10. Functional Description of Configuration Parameters

All configuration parameters within the Device-Editor are detailed in the "Switch Firmware" manual. This

manual can be displayed via the menu Help & Manuals = Switch Firmware and Parameters:

M Device-List - NEXMAN [Default]
File Edit Add/Remove Templates Inventory Logfile | Help
O H ._} ] L".'?} '-%‘:1, :ﬂ “:1, & .»3 | Manuals L4 || Switch Fi?\mwareand Parameters (EN) |I
Switch Flﬁmware and Farameters (DE)

Device-List 2 Device-List License Agreement
All Devices [11] Mexans LANactive Homepage Nexans Device Manager V5 (NEXMAN)
Unassigned Devices [0] Mexans LANactive Support Portal Release Motes
Categories Register NEXMAN
o, . v ¥ J v v
4 | J Building A[2]11]-] About

4 D Floar0[3]9]-] I svi-h © w 00:C0:2929:3443  ASC_Test_HwS_P7 ASC
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11. Quick Start

11.1. Starting LANactive Manager Stand Alone

If no valid registration key was entered during the installation procedure, LANactive Manager displays the
following starting screen:

MNexans Device Manager V6 (NEXMARN) - Client
Version &.004

Visit Mescans hitp.//www .nexans.de/ans

Mame: |

Company:

Registration Key:

Please wait 6 seconds.

Copyright 2003-2019 Nexansg Deutschland GmbH

Please enter a valid key OR leave all fields empty. Please make sure that Name, Company and Registration
Key are entered exactly as they are indicated on the Licence Sheet.

If the Registration Key field is left empty, LANactive Manager will start in the EVALUATION mode (see
chapter 6 Restrictions of the EVALUATION Version).

After pressing the Continue button the last device list is automatically loaded. If the device list is empty (as is
the case after an initial installation), you will be asked first whether the Autodiscover (Layer-2) function shall

be launched (only in Stand-Alone version, more information on this topic see the next chapter):
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11.2. Starting LANactive Manager Client

In order to use LANactive Manager Client you must connect to the server:

Server name: | http-/flocalhost:8080 | -3 |

zer name: |

Password:

Type in the server’s IP-Address or select a previously used address. Then enter your username and
password to connect to the server. If you start the LANactive Manager Client for the first time the default user
and password are both ‘admin’.

Please change the default password immediately.

Read more about editing a user in chapter 12.5 User Management in Client/Controller-Version.
The default server names are:

- http://localhost:9090

- https://localhost.controller.nexans:9092
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If you cannot connect (server is offline, wrong address...), an error message is shown:

Server name: http:localhost: 3081

User name: admin

PEEE" "Dl'd' EFEEE

Invalid user credentials will be notified as follows:

Server name: http-/flocalhost:8080

User name: admin

Pas =) rDI,d. EEREEE

11.3. Adding Devices to Device-List
11.3.1. Adding Devices via Layer-2 Autodiscovery

The Autodiscover Devices on local segment (Layer-2) feature detects all devices in the network which

are located in the same segment or LAN as the management PC.
Devices, which can be addressed via a router only, can be detected automatically using the considerably

slower Autodiscover Devices by IP address range (Layer-3) function (see next chapter).
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Devices which have been detected using the Autodiscovery Layer-2 feature (also those without IP address)
can be configured quite easily with their basic parameters (IP parameters, names, trunk port) in this mode. In
this case the needed Basic Configurator is called directly from the Autodiscovery window.

Autodiscovery can be launched either directly after launching the Manager (if the device list is empty, see

previous chapter) or via the Add/Remove menu

N Device-List - NEXMANM [Default]

File  Edit lates  Inwvento

Add/Remove | Temp

[
Device-List | B Autodiscover Devices by [P address range (Layer-3)
All Devig o, Manual add single Device

Unassig) +4,  Manual add range of Devices

or via the corresponding icon in the shortcut menu:
QU Device-List - MEXMAM [My_Test_net]
File Edit Add/Remove Templates Inventory  Logfile  Help
OdE Q@] 24% 2| T8
Device-List EYS Device-List
All Devices [1]

First of all, the interface to use for discovering has to be selected.

Basic Configurator (Found Interfaces) - NEXMAN
Select interafaces to use for Discovery
b Defa atewa D P
152.168.13.1 255.0.0.0 00:24:5B:15:57-AC AS[X AXBB17S USE 3.0 to Gigabit Ethernet Adapter 19
192.168.0.123 2552552550 192.168.0.1 FC:3F:DB:F8:AD02 Intel(F) Ethernet Connection (3) 1218-LM 12
TeB0: f024.4446:d661:8f48% 22 0.0.0.0 0A:00:27:00:00:16 VirtualBox Host-Only Ethernet Adapter 2
192.168.56.1 255.255.255.0 0A:00:27:00:00:16 VirtualBox Hest-Only Ethernet Adapter 24
[ Use All Interfaces [ OK ] [ Cancel ]

This can be achieved by selecting the desired interface and clicking OK afterwards or with a double click on

the relevant interface. By clicking ‘Use All Interfaces’ and OK every available interface will be used.

After starting the Autodiscovery window shows all devices answering to the periodic Layer-2 broadcast of

LANactive Manager. This can be devices with or without an IP address:
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SV Autodiscover Devices on local se

‘waiting for response from new or changed Devices ...

State Basic Configurator  Move to Device-List  Active MAC Address| IPv4 Add. + |PvE Address |PvE Link Lokal Address Name Location Description

New Device 00:C029:08:30E0 | 0.0.00 ! z NEXANS-00CO290B3AE0 notdefined  iGigaSwitch 1
New Device 00:C0:29:25:D0BB | 0.00.0 : z NEXANS-00C02925D0BE not defined  iSwitch G 104
[ERV T | Basic Condi ] [Move to Device-List | 00:C0:29:23:3A:43 | 19216803 | = NEXANS-00C023293843  notdefined GigaSwitch VA

4 | i | b

I Don't discover Devices already in Device-List I Discovered Devices: 3

Important note: Clear List

This function qulckl discovers Devices with Firmware %/3.30 or higher. The Dev |ce=. must beconnected directly to this PC or must be in the same »L-«H
To discover Devices behind an IP router or Devices with older V3 firmware, use functi Devices by IF address range’ or "Manuzl add ..

Maove all Devices (with valid IP Address) to Device-List Start Autoconfiguration [ Open logfile ] [ Stop Autodiscover ] [ Close ]

The box Don't discover Devices already in Device-List is checked by default. Responses from devices

already listed in the currently open device list will be ignored.
Devices which have already received an IP address (e. g. via DHCP), can immediately be added to the

device list. This is done via the Move to Device-List button for a single device or via Move all Devices to

Device-List button for all devices in the list:

SV Autodiscover Devices on local se

‘Waiting for response from new or changed Devices ...

State Basic Configurator  Move to Device-List  Active MAC Address  |IPv4 Add. + |PvE Address |PvE Link Lokal Address Name Location Description

New Device 00:CO:29:0B:3AED  0.0.0.0 e e NEXANS-DDCO290B3AE0 not defined | iGigaSwitch 1
WETRNENTY | Basic Configurator 00:C0:29:25:00:BE  0.0.0.0 i i NEXANS-00C02925D0BE not defined | iSwitch G 104

New Device [ Basic Confi [ Move to Device-List ] IN :C0:29:79:3A:43 | 19216803 | = - NEXANS-00C029293443 not defined  GigaSwitch VY

4 | i | b

Don't discover Devices already in Device-List Discovered Devices: 3

Important note: Clear List

This function qulckl discovers Devices with Firmware V3.30 er higher. The Dev |cea. must beconnected directly to this PC or must be in the same \«L-‘\”
To discover Devices behind an IP router or Devices with older V3 firmware, use functi Devices by IF address range’ or "Manuzl add ..

I Maove all Devices (with valid IP Address) to Device-List l Start Autoconfiguration [ Open logfile ] [ Stop Autodiscover ] [ Close ]

After being moved into the device list the devices are removed from the Autodiscovery window.
Devices without IP address cannot be moved into the device list and need to be assigned an IP address first

via the Basic Configurator:
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‘waiting for response from new or changed Devices ...

State Basic Configurator  Move to Device-List  Active MAC Address  |IPv4 Add. + |PvE Address |PvE Link Lokal Address Name Description

00:C0:29:0B:3%:E0 | 0.0.0.0 : : NEXANS-00CO230B3AED iGigaSwitch 1
h 00.C0:29:25:D0:BE | 0.0.0.0 : : NEXANS-00C02325D0EB iSwitch G 104|
[ERV T | Basic Condi Move to Device-List | 00:C0:29:29:3443 13216803 = i MNEXAMS-00C029253A43 GigaSwitch Vi

4 I »

Don't discover Devices already in Device-List Discovered Devices: 3

Important note:

This function quickly discovers Devices with Firmware %3.30 or higher. The Devices must be connected directly to this PC or must be in the same WLAN.
To discover Devices behind an IP router or Devices with older V3 firmware, use functions "Sutediscover Devices by IP address range’ or "Manuzl add ..".

Move all Devices (with valid IP Address) to Device-List : o | [_Openlogfile | [ Stop Autodiscover | [ Close |
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Afterwards the configuration of the respective device is automatically read and displayed via the Switch

Basic Configurator:

r@ Basic Configurator (MAC Address Made) - NEXMAN ST
Device Info
Description: GigaSwitch V5 SFP-2V] 54VDC
Part Mumber (P/N): 88303953
Production Lot: 3746
Serial Number (S/N). 007783
Firmware Version: HWS-F40-PO7-OFFICE-VE.Obs

Active MAC Address:  00:C0:29:29:3A:43

Device Setup User Defaults
Name: MEXANS-00C029293A43 Nicht definiert
Location: not defined Nicht definiert
Contact: not defined Nicht definiert
|Pvd Access enabled:
DHCF IPv4 enabled: @ [l
IP Address: 0.0.0.0 @ 0.0.0.0
Metmask: 0.0.00 0.0.0.0
Gateway: 0.0.00 0.0.0.0
IPv6 Address Mode: | Disable IPv6 access v] ’Static IPv6 address -
|Pv6 Address:
Prefc Length: 0 0
IPvE Gateway: :: =
Trunk Port:
Mgt VLAN ID: 1 1
Write Setup to Device l [ Save Defaults l [ Load Defaults l

[ Ea l

Used network interface: [192.168.13.1] ASD{ AX88179 USE 3.0 to Gigabit Ethernet Adapter

If the configuration has been correctly read, the respective values will be displayed in the Device Info and
Device Setup fields and can be modified. The data in the Device Info window is Read-Only and meant for
your information only.

If multiple devices shall receive a similar configuration, a general basic setting can be defined in the User

Defaults field and copied via the & button into the Device Setup field. Via the Save Defaults or Load

Default buttons any template can be saved to or reloaded from hard disk.
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Device Setup User Detaults
Name: NEXANS-00C025253A43 SW-B221
Location: not defined Room-221
Contact: not defined Employes B
|Pv4 Access enabled:
DHCP IPv4 enabled: Q A
IP Address: 0.0.0.0 @] 192.168.0.5
Metmask: 0.0.0.0 255.255.255.0
Gateway: 0.0.0.0 152.168.01
IPv6 Address Mode: | Disable IPvE access v] lDisabIe IPv6 access -
IPvE Address:
Prefix Length: 0 0
IPvE Gateway: = =
Trunk: Port:
Mgmi VLANID: |1 1
Write Setup to Device l | Save Defaults | ’ Load Defaults

In order to write the modified configuration back into the device the Admin Name and the Admin Password
should be set to Factory Default (name = admin, password = nexans). This restriction is a security feature to
prevent installed devices, which have been assigned a customer-specific password, from being modified by

the Basic Configurator.
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After entry of the desired parameters a click on the Write Setup to Device button will transfer the

configuration into the device. The configuration will take immediately effect without rebooting. A message

informs about the successful completion of the write operation:

a Basic Configurator (MAC Address Mode) - NEXMAN

NETEE)

Device Info
Description: GigaSwitch V5 SFP-2V1 54VDC
Part Number (P/N): 88303953
Production Lot: 3746
Serial Number (S/N): 007783
Firmware Version: HW5-F40-PO7-OFFICE-VE.01bs
Active MAC Address:  D0:CD:29:23:3A:43
Device Setup User Defaults
Name: SW-B221 SWw-B221
Location: Room-221 Room-221
Contact: Employee B Employee B
|IPvd Access enabled: Info 52
DHCP |Pv4 enabled: [
IP Address: 192 162.0.5 o Write successful.
Metmask: 255285 255.0 B0
Gateway: 152.168.01 Ok
IPv6 Address Mode: | Disable IPvE access v] [Disable |Pv6 access -
IPvE Address:
Prefoc Length: 0 0
|PvE Gateway: -
Trunk Port:
Mgmt VLANID: |1 L
Write Setup to Device l ’ Save Defaults ] ’ Load Defaults ]
l B l
Used network interface: [192.168.13.1] ASIX AXBE179 USE 3.0 to Gigabit Ethernet Adapter

After confirming the Write Successful message, the Write Setup to Device button is disabled and the Basic

Configurator can be left via the Exit button, in order to return to the Autodiscovery list:

As soon as the configured device answers again, the Autodiscovery window will be updated with the new

values and the device can now be moved into the device list via the Move to Device-List button:

N\ Autodiscover Devices on local segments - NEXMAN EE
‘Waiting for response from new or changed Devices ...
State Basic Configurator M&U&I—lﬁmi‘m MAC Address |Pv4 Add.. = IPvE Address |PvE Link Lokal Address Name Location Description |«
WETENEE | Basic Confiourator || Move to Device-List [J00:C0:2:08:34E0 | 192.168.05 | | sw-e221 Room-221 i|3iga5witc|s|
WETNERTN | Basic Confi evice-List | 00:C0:29:29:34:43 152.168.0.3 I-N'I:XHNE:—UULU SedIRAd T Gefined GigaSwith_

Read more about the Basic Configurator in chapter 13 Basic Configurator.

- 47 -



Nexans Advanced Networking Solutions

LANactive Manager

11.3.2. Automatic Basic Configuration

An easy way to apply the basic configuration to multiple device at the same time is the so called

Autoconfiguration. All discovered devices with IP Address 0.0.0.0 and factory default username and

password will automatically be configured with the pre-defined settings These settings must be prepared by

clicking on Setup Autoconfiguration.

62 HwWHENHANCED/SECURITY VA 10C 3 487d:02h:59m 12102018 15:11:16 ™ ‘
3

Discovered Devices:

102

Setup Autoconfiguration Cipen logfile ] [ Stop Autodiscover ] [ Close ]

If you like to enter the IP Address range without additional information select [P Address range and fill in the

necessary values. It is possible to exclude some special IP Addresses from the given range.

e

Autoconfigure Devices - NEXMAN

IP Version

@ IPvd

IP Address range

@ |P Address range

Start IP Address:

) IPv6

Stop IP Address:

152.168.0.1 152.168.0.10 [7] Bxclude IP so0¢ 30000000
Subnet Mask: Gateway: [ Beclude 1P 30000t 00¢. 1
255.255.255.0] 0.0.0.0 [T] Exclude IP so0c 0002000255
CSV-File

) Read from csvile

File must have the following format:

MAC: IP; Netmask:; Gateway; Mame [opt ]; Location [opt.]; Contact [opt ]

Mgt VLAN ID: |1

Mote:
The Autoconfiguration onhy works for switches with |P Address and user credentials on factory defautt.

Apply

If your basic configuration should already contain information like name, location or contact prepare a .csv-

file where these information are assigned to a specific MAC address like shown in the picture below:

A
00:C0:29:20:33:56
00:C0:29:0B:3A:E0
00:C0:29:25:D0:BB
00:C0:29:29:3A:43

RN R R TR S

B
10.242.1.158
192.168.0.1
192.168.0.2
192.168.0.3

C
255.255.252.0
255.0.0.0
255.0.0.0
255.0.0.0

D
10.242.0.1
0.0.0.0
0.0.0.0
0.0.0.0
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MAC address, IP address, gateway and netmask are compulsory entries.
Click Apply and Start Autoconfiguration to start. Every new device added by the Autodiscovery will also be

included in the configuration process. By clicking Stop Autoconfiguration you can end the progress. This

will also happen if no further IP addresses are available in your file or generated range. Open the logfile to

have a look at the results. Note, that devices to be configurated must be accessible with default username

and password.

11.3.3. Adding Devices via Layer-3 Autodiscovery

Devices, which can be addressed via a router only, can be detected automatically using the Autodiscover

Devices by IP address range (Layer-3) function. As a precondition these devices must already be

configured with an IP address.

Autodiscovery can be started either via the Add/Remove menu

N Device-List - NEXMAN [Default]

File  Edit | Add/Remove | Templates Inventory Logfile  Help

[ L2, Autodiscover Devices on local segments (Layer-2)
Device-List ||| S Autodiscover Devices by IP address range (Layer-3) K
All Devig o,  Manual add single Device .
Unassig| 44, Manual add range of Devices ] )
f Add fixed IP 172.23.44 111 B

K W

or via the corresponding icon in the shortcut menu:
N Device-List - NEXMAN [My_Test_net]
File Edit Add/Remove Templates Inventory  Logfile  Help
MO S0 a|s]les% 228
Device-List i3 Device-List
All Devices [1]

In the following dialog box, up to three IP ranges can be indicated for searching for Nexans devices:
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Autodiscover Devices E IF EE - MEXMAMN -

Start IP Address: Stop IP Address:

192.168.0.0 192.168.0.255

nnn
RUREURE
nnn
(T RTRTE

Check new Devices in List

Skip Devices already in List

[ Lpply ] [ Cancel

After pressing the Apply button and subsequent entry of the Admin Name and Admin Password all indicated
IP addresses will be processed one after the other. Progress can be monitored in a log window (Note: If the

required devices still have their Factory Default settings, there is no need to enter name and password):

Authenticating User via UDP: UDP authentication nat allowed. Retrying with SCP authentication...
Reading Config via SCP: ok
Verify Config: ok

Success

READING Config from Device [SW-B221][192.168.0.5]
Authenticating User via UDP: UDP authentication not allowed. Retrying with SCP authentication...
Reading Config via SCP: ok
Werify Config: ok

Success

SLUMMARY:

Time started: 15.11.2018 11:27:08
Time finished: 15.11.2018 11:27:31
Devices success: 3

Devices failed: 0

4
HEHHHE e HHH H ]
1

After pressing the Close button all detected devices are entered into the device list.
11.3.4. Adding Devices Manually to the Device List

If the IP address of the respective devices is known, these devices can be added manually to the device list.

This can be done via the Add/Remove menu

-50 -



Nexans Advanced Networking Solutions LANactive Manager

J Device-List - NEXMAN [Mew List]

File  Edit | Add/Remove | Templates  Inwventory Logfile  Help

[ | &l % Autodiscover Devices on local segments (Layer-2)

DeviceList | s  Autodiscover Devices by IP address range (Layer-3)

All Devil _+. Manual add single Device

Unassig ++.  Manual add range of Devices

Add fixed IP172.23.44.111

Add Devices from Device-List

47  Remove checked Devices from Device-List
Remove checked Devices from Device-List and Database

Remowve unknown Devices from Device-List

Mowve checked Devices to Unassigned Devices

T

or via the corresponding icon in the shortcut menu:
NI Device-List - MEXMAN [My_Test_net]
File Edit Add/Remove Templates Inwventory  Logfile  Help
MO dE 0| %S5 2 B

Device-List i Device-List

All Devices [1]

As an example, you can now add a single device to the list by selecting the Manual add single Device
menu option. Checking the Check new Device in List box will check the new device in the device list and

select it for further actions:

IP Address:  192.168.0.100]

Check new Device in List

Alternatively, a complete IP address range can be added to the list by selecting the Manual add range of

Devices menu option:
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IP Address Range - NEXMAN -

Start |IP Address: 152.168.0.1

Mumber of IP Addresses: 201

Check new Devices in List

[ Apply ] [ Cancel ]

After clicking on the OK or Apply button the device is entered into the device list and most of the columns are

marked with a "?" because the configuration of the device has not yet been read via automatic device polling:

Drag a column here to group by this column.
Device Power Consumption PoE | Input Voltage PoE | IPvd Address | Active MAC Address Mgmt Firmware Vers. | Mgmt Hardware Vers. | Voice VLAN I
W ¥ ¥ W g v v W v v ¥ w w w v g
152.168.0.20
152.168.0.19
192.168.0.18
192.168.0.17
152.168.0.16
152.168.0.15
152.168.0.14
192.168.0.13

v
Unkn

Unkn
Unkn
Unkn.
Unkn
Unkn
Unkn
Unkn.

SORIEN RN N N RN RN
SO R CR TR ]

1
1
1
-1
-1
1
1
1

1 K &« &R

o o 9 o o o a o

o o 9 o o o a o
FR I RN N S S RS )
PRI R R R TR N}
FR I RN N S S RN N
R RN S R N

For more information regarding the automatic polling see chapter 14.2. Automatic polling of Device-Lists.

11.4. Database Management in Client/Controller-Version

If you are using the Client/Controller-Version, all devices are handled by the controller and every device to be

observed must be stored in the database. To do this open the Database-Management by clicking on the

shortcut or using the Edit menu as admin-user.
N Device-List - MEXMANM Client

File Edit PRemove Templates Inventory Logfile  Help

pOdSY 2| slelsts

Drevice-List o g Device-List Log Messages
My Test Met | o a

- 0

On the first time entering the Database Management the database is empty. To add devices to the database
the same functions as described in the chapter 12.3 Adding Devices to Device-List are available. The only
difference is that you can start the Layer-2 Autodiscovery from server side or from client side (Locally). The

basic configuration can only be done during local Autodiscovery.
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"

S Database Management

JucY Ny EeRaey If @%ﬁﬁl“&@@@

Drag a column header and drop it here to group by that column

Move to Device-List | Active MAC Address | [Pvd Address IPvE Address IPv6 Link Local Address | Name
| |7 7| il il
00:C0:29:29:34:43 92.16 i i TEST 1

[Mcwe to DEfl.ricE—Ll'st] 00nC0:29:26:5B:6E _— i ASC Tes

Due to the fact that devices are not stored locally you can decide whether to move a discovered device to the
database or to the database and to the currently opened device list on client side at once. Note, that no
device can be moved to any device list without being stored in the database. Also every device can exists

only once in the database and device list. However, a device still can be added to multiple device lists.

[ | Discover

Sending discover broadcast...
'Basic Configurator | Move to Database | Move to Database and Device-List | Active MAC Address ?’| 1Py Address ?| IPv6 Address ?‘ IPv6 Link Local Address T | Name -
[Basic Configuration| [Move to Database| [Move to Database and Device-List]| 00:C029:28.01:CA 10242284 |n " NEXANS-00C02228 _ I
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:C0:29:25:47:98 10242287 |n 5 NEXANS-00C02025,_|!
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:00:29:28:00:80 10242286 Not supported by FW Not supported by FW NEXANS-00C02928
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:C0:29:25:A4:45 10242285 |n s NEXANS-00C02225
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:C0:29:28:00:68 10242275 |n s NEXANS-00C02228
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:C0:29:25:A7:F0 10242267 |n 5 NEXANS-00C02225
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:C0:29:25:40:23 10242260  |n 5 NEXANS-00C02225
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:C0:29:25:80:03 10242258 |n 5 NEXANS-00C02225
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:C0:29:25:49:32 10242257 |n 5 NEXANS-00C02225
[Baswc Conf\gurat\on] [Move to Database] [Mm to Database and DE\rice-List] 00:C0:29:23:58:17 10.242.2.50 Mot supported by FW Not supported by FW KKM ANS Versand
[Basic Configuration| Move to Database| [Move to Database and Device-List|| 00:C0:29:254E:5F 10242241 | - Raum-402-KKM-Sh
[Baswc Conf\gurat\on] [Move to Database] [ane to Database and DE\rice-Lisl] 00:C0:28:22:52:60 10.242.2.34 B :: KKM-Run-In
[Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:C0:29:75:A4:65 10242230 |z : NEXANS-00C02925
[Basic Configuration| [Move to Database| [Move to Database and Device-List| 00:C0:20:23:06:51 1024223 Not supported by FW Not supported by FW NEXANS-00C02923
I [Basic Configuration| [Move to Database| [Move to Database and Device-List|| 00:c029:25:00:07 I 10242223 |z = NEXANS-00C02925+
1 [ v
Don't discover Devices already in Device-List Discovered Devices: 9B
Autoconfigure basic parameters:
Autodiscover devices: [ Clear List ] [ Stop ] [ Close ]
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A" Database Management [E=E)
BRh&en amasbka0d]
Drag 3 olumn header and 6rop € here t group by that oiummn
Move to Device-List |Arhve MAC Address ' | Pvd Address 7 | IPv6 Address ?| IPv6 Link Local Address [ | Name ?" Lecation ﬁ" Description Y‘ Type ﬂ Mgmt FW | Mgmt HW T [
00-C0290ABE20 PEREETIN 2000:2000:13:26) feB0:2c0:29felabe20 | ASC Test HW3 P16 Room PLA1L iGigaSwitch 1604 £+ SFP-AVIPROZ | 40 HW3-F30-P16-INDUSTRIAL-VS.03hd | 3
00:C02925:00:88 2000:2000:13:20 FeB0:2c0:09fe25:d0bb | ASC Test HW3 P10 Raom PLALL iSwitch G 1043E+ SFP-3VI PRO3 36 HW3-F22-PLO-INDUSTRIAL-V5.03he | 3
00:C029293043 P P ASC_Test_HWS_p07 Raom PLA11 GigaSwitch V5 SFR-2V1 54VDC 74 HWS-FA0-PO7-OFFICE-V6.01bs | 5 1
00:C02926:3D:ELME 2000:2000:13:16 | FeB0:2c0:29fe26:3del | ASC_Test HW3_POS_Cabel Canal Room PLALL GigaSwitch V3 TP SFP-I48V ES3 52 HW3-F21-POG-OFFICE-VEOlbn |3
00:C029:28:D104 2000:2000:13515| feB0:2c009fAe2B:d104 | ASC Test HW3_POS Desk Room PLALL GigaSwitch 641 Desk SFPLES3 70 HW3-F21-POS-OFFICE-VS.03he |3 L
D0:C0:2926:1EC2 2000:2000:1:17 | FeB0:2c0:20/Ffe26:lec2 | AWR L0-Port Switch Linu AWRBuero | iGigaSwitch 1002 E« SFP-2VIPRO4 85 HWS-F46-PLOINDUSTRIAL-VE.OLer | 5
oocozezesss | CHEGUGHNN feB0:2c0 292206846 | Rack HWS P07 Rack GigaSwitch /5 TP SFP-VI 54VDC 7 HWS-FAD-PO7-OFFICE-VG0lbs | 5
00:C0:20:29:68.CF _ 1e80:2c029fe20.68¢f | Rack HWS5_PO7 Rack GigaSwitch V5 TP SFP-VI 54VDC ) HWS5-FA40-PO7-OFFICE-V6.01bs 5
prERE e | feB0:2c029F=26:5086 | Rack HW5_POT Rack GigaSwitch V5 TR(PSE+) SFR-2VI 54VDC. 72 HWS-FA0-PO7-OFFICE-VG01bs | 5
prEE e | feB0:2:020f 226508 | Rack HWS_PO7 Rack GigaSwitch V5 TR(PSE~) SFP-2VI 54VDC 72 HWS-FA0-PO7-OFFICE-VEOlbs | 5
Move to Device-List 00c020265051 RN feB0:2c020/Fe26:5081 | Rack HWS_POT Rack GigaSwitch V5 TR(PSE-+) SFR-2VI 54VDC 72 HWS-FA0-PO7-OFFICE-VEDlbs |5
Move to Device-List| 00c0202056¢ | RRIRERN fe80:2029Ffe22:68b4 | Rack HWS_PO7 Rack GigaSwitch V5 TP SFP-VI 54VDC 7 HWS-F40-PO7-OFFICE-VEO1bs | 5
oocozezesnsr | RO feB0:2c029FFe26:5487 | Rack HWS P07 Rack GigaSwitch 'S TP(PSE-+) SFP-2V1 54VDC 72 HWS-FAD-PO7-OFFICE-VG0lbs | 5
00:C0:29:29:68:AD _ fe80:2c0:29fFfe20:68ad | Rack_HWS5_PO7 Rack GigaSwitch V5 TP SFP-VI 54VDC ) HWS5-FA40-PO7-OFFICE-V6.01bs 5
D0:C02925:AAD7 3 P NEXANS-00C02925AAD7 not defined | GigaSwitch V3 TP SFR-148/54VDCES3 | 62 HW3/ENHANCED/SECURITYAA.14U | 3
00C0:29:25:AC5A i [+ ] NEXANS-00C02925AC5A notdefined  GigaSwitch V3 TP SFP-148/54VDCES3 62 HW3/ENHANCED/SECURITY/VA14U 3
Mave to Device-List]| 00:C02925:A8:1C 3 NEXANS-00C02925A81C not defined | GigaSwitch V3 TP SFR-48/54VDCES3 | 62 HW3/ENHANCED/SECURITY/V4.14U | 3
Move to Device-List]| 00:C0:2928:0A:89 102422222 NEXANS-00C029280A89 not defined | GigaSwitch V3 TP SFP-I48/S4VDCES2 | 62 HW3/ENHANCED/SECURITY/V4.14U | 3
00:C0:2925:80:88 102422201 | NEXANS-00C02925808E not defined | GigaSwitch V3 TP SFP-148/54VDC ES3 | 62 HW3/ENHANCED/SECURITYAV4.14U | 3
00:C0:20:25:A4E5 f NEXANS-00C02925A4E5 not defined | GigaSwitch V3 TP SFP-148/54VDC ES3 | 62 HW3/ENHANCED/SECURITY/V4.14U | 3
D0:C02925:A7:79 P NEXANS-00C02925A773 not defined | GigaSwitch V3 TP SFR-148/54VDCES3 | 62 HW3/ENHANCED/SECURITYAA.14U | 3
00:C0292580:79 NEXANS-00C02925B072 not defined | GigaSwitch V3 TP SFR-148/54VDCES3 | 62 HW3/ENHANCED/SECURITY/VA.14U | 3
Mave to Device-List| 00:C02928:03F2 NEXANS-00C0292803F2 notdefined | GigaSwitch V3 TP SFP-148/54VDCES3 | 62 HW3/ENHANCED/SECURITY/V4.14U | 3
Mave to Device-List]| 00:C0:29.26:13:28 102422203 NEXANS-00C02926132E notdefined | GigaSwitch V3 TP SFP-1230VACESS 62 HW3/ENHANCED/SECURITY/V4.10C | 3 .
q i [ v
L

11.5. User Management in Client/Controller-Version

11.5.1. Create a new user

To create, modify or delete a user, open the User-Management by clicking on the shortcut or using the Edit

menu. You must be logged in as an administrator to do so.
SV Device-List - NEXMAN Client
File  Edit

O|ld@v »

Device-List

Remove  Templates

E |

Inventory

\"5

Logfile  Help

Device-List Log Messages
My_Test MNet

Drag a column header and drop it here to group by that column

| Actions |State ‘ First Name [ | Last Name [ | Username T | Date Creatr [ | Created By [ | Last Login T | Role Templ [

Administrator | Administrator | admin 10/12/2021 11/ system 12/172021 1:3.| Admin

Enter the user’s credentials and assign the Role Template.
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Add User
First name: | Mew | L
Last name: | User |
Username: | Testuser |
Password: sssssnsse
Confirm Password: |u-u---| |
Role Template: |Admin - |

| Save | | Cancel |

To add or modify a new Role Template click on the Edit Role Templates button.

A User Management — O *

B2

Drag a column header and drop it here to group by that column

| Actions |State ‘F‘iTSt Mame T | Last Name 7T | Username T | Date Creatr [ | Created By T | Last Login T | Role Templ 1T
>S9 S 05 Administrator | Administrator | admin 10/12/2021 11, system 12/1/2021 1:3.| Admin

Click Add new Role Template to create a new one.

Role Template Management

Drag a column header and drop it here to group by that column

Actions ‘Name I | Date Created T | Created By T | Roles T | Ports iF
> |[(#  Admin 10/12/2021 11:58:24 AM | system Administrator 0,1,2.3,4567,8,0,1C

Choose an name and the roles this template should contain. Read more about roles in chapter 12.5.2 User
roles.

Afterwards assign any device list the user should be allowed to work with.
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Add Template

Mame:

Roles:

Device-Lists:

Acceszible Ports:

MNewTemplate

Awvailable Roles

Assigned Reles

Administrator

User

Awailable Device-Lists

Assigned Device-Lists

New Devices [system]

MNew Switch List

Device-Editer Pages:

Available Device-Editor Pages

Assigned Device-Editor Pages

TACACS + Authorization
TACACS+ Accouting
ACL

Scripting

RADIUS CoA

1

MRP

HSR f PRP / Zeroloss
DHCP Relay / Snooping
Zero Touch Configuration
TACACS+ Authentication

4 I

Awailable Ports

Assigned Ports

Port O (MGMT)

L &

Port 1
Port 2
Port 3
Port 4
Port 5

[m-T*

| Save | |

Cancel

T T

Also, you must assign the Device-Editor pages the user should be able to edit. Click Save to accept your

changes.

At least assign the ports the user should be able to configure. Unassigned ports will not be visible to the user

in the Device-Editor.

The administrator is allowed to modify every user. He is also allowed to delete every user except his own.
Additionally, the administrator can change any user’s password.

There are no restrictions on Device-Editor pages or ports to administrator users, even if none are assigned to

that user.

11.5.2. User roles

There are two different user roles which can be assigned to a user:

e Administrator: Has full access to the user- and database-management. Can add, modify and delete

device lists. Can edit all taps of the device editor.

e User: Configure all devices that are included in the device lists, assigned to this user. Editable

Device Editor pages must be assigned.
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11.5.3. User Access Rights

To be able to edit device parameter the user must have access to the corresponding page in the Device

Editor. The pages have to be assigned to the user by the administrator inside the Edit User window.

Device-Editor Pages: Available Device-Editor Pages Assigned Device-Editor Pages
IPvd / IPvE Setup Global + Link State il
Agent MAC + Security State =
Local Accounts PoE State 1

Input / Qutput State
Radius State

Device Info

Port Setup

Access Global

1 [ [

Save ] [ Cancel

The user has read only access to any unassigned Device-Editor page.

The accessible ports have to be assigned to the user, too. Every unassigned port is not visible to the user
and thereby cannot be edited.

Accessible Ports: Available Ports Assigned Ports
Port 0 (MGMT) Port 1 il
Port 2 ||
Port 3
Port 4
Port 5 -

11.6. Import Device-List from Stand-Alone version into Controller
database

To import a Device-List stored as XML file to the database click on Import Device-List into database

shortcut or use the File menu.
JU Device-List - MEXMAMN Client

File Edit FRemove Templates Inventory Legfile  Help
Ol | & & ®

Device-List i

b e T[]

Choose the file to be imported. A new device list will be created named after the file name and every

Device-List

category and device will be added. If a device is unknown, it will be added to the database, too.
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11.7. Export Device-List from Controller database to Stand-Alone

version

To export a Device-List from the Controller database to a XML file that can be opened with the Stand-Alone

version click on Save Device-List as XML.

N Device-List - MEXMAN Client

File Edit FRemove Templates Inventory Logfile  Help
Hmﬂh¢4:%m|ﬁ

Drevice-List r Dievice-List Log Message:

[R[ale

After choosing a file name the selected Device-List will be saved as XML file and can be opened by the

Stand-Alone version.

11.8. Searching for MAC Addresses

JV Device-List - NEXMAN Client
File Edit Remowve Templates Inventory  Logfile  Help
vOlds¥[’]lseasTts

Device-List 23 Device-List Log Messages

T [ [a]a

Lo [a | P PV P

With clicking Search MAC Address in current Device-List one or more MAC Addresses can be searched

inside the neighbor tables of the devices inside the current Device-List.

When successful, a message box shows on which device and port the MAC Address can be found.

e -\.

Info 23

Searching for 0024:9E8:1557AC
MAC Address found on device 192.168.13.18, 00CO292%3A:43, Port 3

Ok
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11.9. Firmware Update for Devices with Firmware V1.xx / V2.xx

If an older firmware version 1.xx or 2.xx is installed in the device, the first step is to update the firmware.
Note:

Devices with firmware version V1.xx or V2.xx are displayed in the LANactive Manager Device-List as an
Unknown Device, because firmware V1.xx and V2.xx does not deliver a status information. For this reason,
in the Alarms column the device is additionally defined as Ping Only.

Important note:

We urgently recommend reading the Management Module and Firmware Versions chapter in the
Nexans Switch Management manual and in particular the included remarks on the different firmware
images prior to performing a firmware update.

To start the update the devices must be selected in the Check column and the menu option Edit > Update

Firmware of checked Devices selected:

N Device-List - NEXMAM [Default]

File § Edit || Add/Remove Templates Inventory Logfile Help
[D Uncheck all Devices
Devic Check all Devices

Read Config of checked Devices into Database

Read CLI-Config of checked Devices into Database (only with pararmeters changed from Factory-Default)
Read CLI-Config of checked Devices into Database (with all parameters)

Read Local Logging messages of checked Devices into Database (via SCP)

Read Config of checked Devices into Database simultaneously

Read CLI-Config of checked Devices into Database (only with parameters changed from Factory-Default) simultaneously
Read CLI-Config of checked Devices into Database (with all parameters) simultaneously

Read Local Logging messages of checked Devices into Database (via SCP) simultanecusly

Stop simultaneous reading
Open Basic Configurator (Local Mode)

Acknowledge changes of checked Devices

Reset statistic counters of checked Devices

Update Firmware of checked Devices P

Update Firmware of checked Devices scheduled by Manager

Update Firmware of checked Devices scheduled by Device time client

After selecting the appropriate firmware file the device is automatically updated.
Important:

All device settings entered in firmware V1.xx or V2.xx will be retained during the update.

11.10. Starting the Device Editor and Configuring the Device

A double-click on the device in the device list will start the device editor.
Alternatively, this can also be done by right-clicking onto the device and subsequently selecting the Open

Device-Editor from Device menu option:
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A\ Device-List - NEXMAN [Default]

File Edit Add/Remove Templates Inventory Logfile Help
MOHS D% 54 B

Device-List 2 Device-List
All Devices [18
evices [ Drag 3 column here to group by this column
Unassigned Devices [ 18]
Check | Device | Alarms | Redundancy | PoEt | Fower Consumtion PoE | Input Voltage PoE | 1Pv4 Address | Active MAC Address | Name | Location| Description| Type | Mgmt Firmware Vers. | Mgm Hardware Voice VLAN | Def. VLAN |
Categories
4[24 Building A [-| -1-] v vy N i v Y N il u N N N
P Q141 N LG Dis=tied  |Po.. 23 ENE = cc02  [cocomzeus o PP P PP T ——p— P . o
4 CaRoor0[-|-1-1 : Open Device-Editor from Device I ™
[24 Room 001 [-| -] -] FRl svicn 0 [T OLH No. 0 [] 19216804  00:C02925:00:88 ol
= . Open Device-£ditor from Database
[ Room 002[ - -| - nsmcn 0 0 Port(s) bl CIND) 0 19216805  00:CO29:0B3AED o
4 BdFoori-[-]-] .

The editor first verifies the name and password in the Authentication dialog box for accessing the device

(factory default is "admin" and "nexans"):

Authentication - NEX

Please enter Name and Passwaord for Admin or User Account.

Mame:

Password:

NOTE:
If the Manager authentication mode is set to none in the device, the name and password need not be
entered, because the device will not perform any authentication. However, in this case a warning message is

displayed in the log window informing the user on the unsecure setting of the device:

Log Messages - NEX

READING Config from Device 252938470192 {68 0 11
Authenticating User via UDF] SECURITY WARNING (Name/Password ignored because "Manager authentication mode’ is set to "None”) I
Reading Config wia TFTF: ok’
Verfy Corfig: ok

Success|

Close this dialog box automatically if action
has finished without any warning or failure

If name and password are correctly entered, the device editor state page is displayed:
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|
IWEXANS. GOCOZIT0ALH 192 1RO
[EtBSwe]  [Qul]  [Read Cenligfion Devies]  [Wiike Configto Deviee]  Shew  Configuee  Database  Temsplate

BE L

e ieteevsl ocenasl | Marual tabaat TRHesd Potin Loenl Lig Show | Eremn

Pon Lk St

Gkl Sate
Tergarasos (T} s g 1) RN el Voage 20 DN P et Votage 0 N

Ugtra Odms Dlboun Mo b Tiere broem e sarver. Time Clert duabiand Total Booky: 17

Acteon WAL fckrens: DOCDZS 253043 Memory Caes b et
Furction byt St
Foctnbgt  Cpan Fercton kg igme. ot detned

On the state pages (Tabs "Global+Link State", "MAC+Security State" and "PoE State") always the current
state of the device is displayed, independent of whether changes have been made in the other tabs (Agent,
Access, Global, ...) and not yet transferred into the device.

Now the configuration settings of the device can be edited via the tabs (in the red box in the above figure)
and transferred to the device via the [Write Config to Device] menu button.

IMPORTANT:

All changes will be immediately applied by the device without rebooting.

NOTE:

The Management Module manual contains a detailed description of the device editor parameters. This

manual can be opened via the help menu Help & Manuals 2 Switch Firmware and Parameters.

After completion of the configuration you can quit the device editor via the [Exit & Save] menu button. The
current configuration is saved in the data base. You can leave the Device Editor without saving the
configuration by pressing the [Quit] button:

’ Device-Editor
NEXANS-00C029293A43] [192.168.0.3]
[Exit 8 Save] | [Quit] | [Read Configfrom Device] [Write Config to Device]  Show  Configure  Database  Template

4 State “ | | GlobalsLink State
Global+Link State
MAC=Security State Refresh interval (seconds): 1 TP-Head Position: Local Log: Show Entries:
PoE State Horizontal Log entries present 5
Radius State Port Link State

M :::;;2:: No | Description '_ © S _EZE'ISFP e Time since last li
Port 0 [MGMT] 0 MGMT
Port 1[TP-1] 1 |TP1 <none> Auto 802 3at High-Power Autoneg. 1000 FDX Mo alarm 0 days : 01 hours :
Port 2 [TP-2] 2 TP2 <none> Auto 802 3at High-Power Autoneg. 100 FDX Mo alarm 0 days : 00 hours :
Port 3 [TP-3] 3 TP3 <none> Auto 802 3at High-Power Autoneg. 1000 FDX Mo alarm 0 days : 00 hours :
Port 4 [TP-4] 4 TP4 <none> Auto 802 3at High-Power Autoneg. Mo alarm No change since |
Part 5 [SFP-5] 5 | SFP-5 <none> Autoneg. m Mo alarm No change since |
Fort & [SFP-6] E SFP-E <none> Autoneg. m Mo alarm No change since |

4 Management

NOTE:

Configurations already stored in the database will not be overwritten, but shifted to the History database. In
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the device editor these can then be loaded into the editor via the Database > Load Config menu and written

back into the device, if necessary:

[Exit & Save] [Quit] [Read Config from Device]  [Write Config to Device]  Show  Configure | Database | Template

4 State | Global+Link State Save Config
Global+Link State ) Load Config 3 1511.2018 11:42:54
MAC~Security State Refresh interval (seconds): 1 Manual Refresh 1511 2018 114223 Local Log: @

Log entri it
PoE State 15.11.2018 11:27:12 9 ertfies press
Radius State Port Link State
Nevira Tnfn

11.11. Configuration of multiple devices

11.11.1. Reading configuration of multiple devices

It is possible to read the configuration of multiple devices simultaneously. Start this action with Edit > Read

Config of checked Devices into Database simultaneously.

S Device-List - MEXMAMN [Default]

File | Edit

0o
Devicy

Add/Remove  Templates Inventory Logfile  Help

Uncheck all Devices

Check all Devices

Read Config of checked Devices into Database

Read CLI-Config of checked Devices into Database (only with parameters changed from Factory-Default)
Read CLI-Config of checked Devices into Database (with all parameters)
Read Local Logging messages of checked Devices into Database (via SCP)

Read Config of checked Devices into Database simultaneously

Read CLI-Config of checked Devices into Database (only with parameters changed from Factory-Default) simultanecushy

Read CLI-Config of checked Devices into Database (with all parameters) simultanecusly

Read Local Logging messages of checked Devices into Database (via SCP) simultanecusly

Stop simultanecus reading
Open Basic Configurator (Local Mode)

Acknowledge changes of checked Devices

Reset statistic counters of checked Devices

Update Firmware of checked Devices
Update Firmware of checked Devices scheduled by Manager

Update Firmware of checked Devices scheduled by Device time client

Update Firmware of checked Devices simultaneously
Stop simultanecus Firmware Update

Clear Firmware Update Column of checked Devices

Enable Scheduled Configuration Download

Disable Scheduled Configuration Download

Clear custom filters

Disable custom filters

Preferences

Next, enter the user credentials and the maximum number of simultaneous devices.
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Authentication - NEXMA

Please enter Name and Password for Admin or User
Account.

Admin Account

Admin Mame:

Admin Passwaord:

Maximum number of simultaneous devices
10 (1...100) [10]

Start Reading | | Cancel

After clicking start, a new column “File Transfer” will become visible, showing the progress of each device.

V" Device-List - NEXMAN [Default]
File Edit Add/Remove
OHdE 0 %W s

Device-List

Temnplates

Inventory  Logfile  Help
4 ¥ B
S Device-List

All Devices [ 18]

Unassigned Devices [ 2]

Categories
4 [ Building A[-|11] -]
4 CHFoor0o[2]7]-]
Cd Room001[2] -] -]
Cd Room 002[3 -] -]
4 CHFoorl[-|4]-]
Cd Room 103 [2] -] -]
CH Room 104[2] -] -]
4 [ Building B[-]5] -]
4 G Flooro[1]2]-]

Cd Mew Category [ 1] -

4 3 Foor1[1]-]-]
3 Mew Category [ -] -
4 3 Foor2[1]2]-]

[Cd Mew Category[ 1] -

File Transfer

Redundancy

0 Port(s) blocking

i W

III Data saved: 15.11.2018 15:23:21 Switch 0
| Data saved: 15.11.2018 15:23:30 Switch 0
u Data saved: 15.11.2018 15:23:46 Switch 0
Data saved: 15.11.2018 15:23:46 Switch 0

Data saved: 15.11.2018 15:23:42 Switch 0

Data saved: 15.11.2018 15:23:37 Switch 0

Data saved: 15.11.2018 15:23:43 Switch 0

Data saved: 15.11.2018 15:23:34 Switch 0

Data saved: 15.11.2018 15:23:39 Switch 0

Data saved: 15.11.2018 15:23:37 Switch 0

Data saved: 15.11.2018 15:23:45 Switch 0

Data saved: 15.11.2018 15:23:38 Switch 0

Data saved: 15.11.2018 15:23:38 Switch 0

Data saved: 15.11.2018 15:23:36 Switch 0

Data saved: 15.11.2018 15:23:36 Switch 0

Data saved: 15.11.2018 15:23:36 Switch 0

Data saved: 15.11.2018 15:23:36 Switch 0

Data saved: 15.11.2018 15:23:43 Switch 0
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11.11.2. Enable Scheduled Configuration Download

If you want to read the configuration of your devices frequently, you can set up a time via the Edit >

Preferences menu and navigate to the page “Global”.

[EE | | Giobal

Liewvice-List

Device-Editor
Access Save window sizes: [ Restore default sizes
Folders

Save Device-Editor docking state:

Mumber of retries for simultaneous reading/writing actions (1.0
Timeout for reading or writing Config (seconds) (30...120)
Timeout for writing Firmware (minutes) (2..10)

Timeout for status polling (seconds): (1.1

Dan't save Config to Database: [ Delete Database

Mazximum number of database history entries: 10 (0...100)

Menu language: ’English

MNEXMAN Theme lManagar Silver (Default)
Scheduled Configuration Download Time: 0 = 0 B (HH:MM)
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N Device-List - NEXMAN [Default]

File | Edit | Add/Remove Templates Inventory Logfile  Help

O [0 Uncheck all Devices
Check all Devices

Devic

Read Config of checked Devices into Database

Read CLI-Config of checked Devices into Database (only with parameters changed from Factory-Default) ﬂ et
Alarms e
Read CLI-Config of checked Devices into Database (with all parameters)
FR Read Local Logging messages of checked Devices into Database (via SCP) v v
. . . witch 0 0 Port(s
Read Config of checked Devices into Database simultaneously
) N ) . patch 0 0 Port(s
Read CLI-Cenfig of checked Devices into Database (only with parameters changed from Factory-Default) simultanecusly
Read CLI-Config of checked Devices into Database (with all parameters) simultaneously Az T
Read Local Logging messages of checked Devices into Database (via 5CP) simultaneously OED O M
Stop simultanecus reading ED M
a : : ich 0
Open Basic Configurator (Local Mode) ach |0 M
patc =
Acknowledge changes of checked Devices itch 0 m
Reset statistic counters of checked Devices .
witch 0 M
Update Firmware of checked Devices witch 0 M
Update Firmware of checked Devices scheduled by Manager bitch 0 M
Update Firmware of checked Devices scheduled by Device time client bitch 0 M
Update Firmware of checked Devices simultaneously pitch 0 M
Stop simultanecus Firmware Update witch 0 M
Clear Firmware Update Column of checked Devices witch 0 w
| Enable Scheduled Cenfiguration Download witch 0 M
Disable Scheduled Configuration Download witch 0 w
Clear custom filters Jasch |0 M

T Disable custom filters

Preferences

Via Edit > Enable Scheduled Configuration Download you can start the process. Afterwards the

configuration of each device in the current device list will be read into the database at the given time each

day. A notification inside the status bar shows whether the scheduled download is activated or not.

| Config save at: 2:00 Poll Interval: 1 seconds | Adjust Column Size |

11.11.3. Update firmware of multiple devices

To update the firmware of multiple devices simultaneously go to Edit > Update Firmware of checked

Devices simultaneously.
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N Device-List - NEXMAN [Default)

File
O

Devig

Edit

O

Add/Remove  Templates Inventory Logfile  Help

Uncheck all Devices

Check all Devices

Read Config of checked Devices into Database

Read CLI-Cenfig of checked Devices into Database (only with parameters changed from Factory-Default)

Read CLI-Cenfig of checked Devices into Database (with all parameters)

Read Local Logging messages of checked Devices into Database (via SCP)

Read Config of checked Devices into Database simultaneously

Read CLI-Cenfig of checked Devices into Database (only with parameters changed from Factory-Default) simultaneously
Read CLI-Config of checked Devices into Database (with all parameters) simultaneously

Read Local Logging messages of checked Devices into Database (via SCP) simultaneously

Stop simultaneous reading
Open Basic Configurator (Lecal Mode)

Acknowledge changes of checked Devices

Reset statistic counters of checked Devices

Update Firmware of checked Devices
Update Firrnware of checked Devices scheduled by Manager

Update Firmware of checked Devices scheduled by Device time client

Update Firmware of checked Devices simultaneously

Stop simultaneous Firmware Update

Clear Firmware Update Column of checked Devices

Enable Scheduled Configuration Download

Disable Scheduled Configuration Download

Clear custom filters

Disable custom filters

Preferences

Select the firmware image you want to use. Afterwards you have to enter the user credentials and the

maximum number of simultaneous updates.

If you like, you can set up a scheduler to have the update being processed at a specific time. Thereby the

image file will be transferred to the switch and the update will start at the given time.

Since the switch has to reboot to finish the update you can choose whether you want to wait until the switch

has rebooted or not. If you do not want to wait, the update process will be marked as finished right after the

update file has been transferred to the switch. To ensure that every is able to receive the complet firmware

image you should use a star topology. Otherwise a connection might get lost when a switch is rebooting.
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Please enter Name and Password for Admin Account.
Admin Accourt

Admin Name: admin

Admin Password:

Scheduler
[] Update Firmware by Device time client

Schedule Date:  Donnerstag, 15. November 2018 [~

Schedule Time: |15 f+: (HH:MM)

Mapimum number of simultaneous updates
10 (1..100) [10]

Update Firmware
[7] Don't wait for switch reboot

| StertUpdste | [  Cancel

The update process is shown in the ,File Transfer” column.

JV" Device-List - MEXMAN [Default]

File Edit Add/Remove Templates Inventory Logfile Help
OHE0 %S 4% TS
Device-List 2 Device-List

All Devices [ 18]
Unassigned Devices [2]

Categories
4 [ Building A[-11]-)
4 CHFooro[2])7]-)
Cd Room 001[2]-]-
CH Room 002 [3] -] -
4 CFFloorl[-[4]-]
Ed Room 103[2] - -
CH Room 104[2] - -
4 [ Building B[-|5]-]
4 CHFooro[1]2]-)

4 ChFloori[1]-|-1

4 CHFloor2[1]2]-]

CF Mew Category [ 1] -

Cd Mew Category [ - | -

CF Mew Category [ 1] -

File Transfer Device | Alarms

w W
Wrong firmware. Please retry update with correct firmware for this switch.  Syitch
| Switch
Switch
Switch
Switch
Switch
Switch
| Switch
| Switch
| Switch
Switch
| Switch
| Switch
| Switch
| Switch
| Switch
| Switch
Switch

FAILED: 0 Por

0 Port]

0 Paor

-

i |

[T — N — N — N — Y — N — TR — N — R — R — R — R — R — N — N — B — I (]
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If you have decided to wait until the switch has rebooted, a message is shown while the switch is flashing
and rebooting. The flashing process will be also underlined with a blinking check column. While rebooting the
switch is marked as "offline”.

When the update has finished a status massage is shown in the same column.

SV Device-List - NEXMAM [Default]
File Edit Add/Remove Templates Inventery Logfile Help
MO HE Q% 9% s ™ B

Device-List & Device-List

All Devices [ 18 ]
3 File Transfer M
W W v

Unassigned Devices [ 2]

Categories
4 @ Building A[-[11] -]

4 @Fooro[2]7)1] FAILED:  ‘wrong firmware. Please retry update with correct firmware for this switch.  Syitch 0 0 Port(s) blocking [H
Cd Room 001[2]-]-] Switch 0 0 Port(s) blocking |l
. 23 Room 002 [3 |- -] Switch 0 0 Port{s) blocking [
4 CZFloori[-|4]-]

i Foordl-14]-] Switch 0 [N [

4 Room 103 (2| -] -] - -
g Room 1042 [ -1 Switch 0 [ [
4 @euilding 81151 Switch 0 Disabled [
4 CdFoor0[1]2]-] Switch 0 [ [
3 Mew Category [ 1] -... EEEE— Switch 0 Disabled I

4 @@ Floori[l-|1] ) -
= I Switch 0 Disabled E

L3 Mew Category [ -] -~ o, - - B : -
4 Q Floor2[1]2]-] Flashing/Rebooting Device (can take up to 3 minutes) Switch 0 Disabled I
@ New Category [ 1] - Switch 0 Disabled r
Flashing/Rebooting Device (can take up to 3 minutes) Switch 0 Disabled I
Flashing/Rebooting Device (can take up to 3 minutes) Switch [eliili=l Deaktiviert E
Flashing/Rebooting Device (can take up to 3 minutes) Switch [ElilEY Deaktiviert E
Flashing/Rebooting Device (can take up to 3 minutes) Switch [eliili=l Deaktiviert E
Flashing/Rebooting Device (can take up to 3 minutes) Switch 0 Disabled H
| Flashing/Rebooting Device (can take up to 3 minutes) Switch 0 Disabled I
Switch 0 [ !

11.11.4. Copy Configuration Templates to checked Devices

By clicking on the Templates > Copy Configuration Templates to checked Devices menu you can copy

configuration templates like a master configuration to multiple devices simultaneously.

N Device-List - MEXMANM [My_Test_net]

File  Edit  Add/Remove ITempIates I Inventory  Logfile  Help
] | HE A ‘ [ENE: Edit Master-Config
Foireedis! Copy Master-Config to checked Devices
All Devices [1] Copy Master-Config to checked Devices scheduled 3
Unassigned Devices [1] Copy Master{:\;ﬂnfig and Configuration Templates to checked Devices simultaneously I
Categories Stop copying Configuration Templates

=3 i L L L L

A Mevws Caty (L-1-1-1
Ll New Category[-]-]-] I . .. - . [ .

Enter the user credentials and select a file to be copied to all checked devices. Change the number of
maximum simultaneous actions if needed and click “Copy” to start. The status of each process is shown in

the “File Transfer” column.

- 68 -



Nexans Advanced Networking Solutions LANactive Manager

- B

Copy Configuration Templates - NEXMAN

Please enter Mame and Passward for Admin Accourt.

Admin Account

Admin Mame:

Admin Passwaord:

Select Configuration Files

Master Config: Deselect

Script File: Select Deselect

Customer Default CLI Corfig:

i
II

Customer Reboat CLI Corfig: Select Deselect

Running CLI Corfig:

i
a2

Leave empty to keep cument configuration

Maximum number of simultaneous updates

10 (1..100) [101
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12. Basic Configurator

12.1. Functional overview
Nexans Basic Configurator is part of LANactive Manager (LANactive Manager).

It provides the basic configuration of the switch and includes the following parameters:
e Switch description (name, location, contact)
¢ |P parameters (DHCP, IP address, netmask, gateway)

e Trunk uplink parameters (trunk port, mgmt VLAN-ID)

Note: By factory default the switch is set to DHCP and thus can receive its basic configuration directly from a
DHCP server. Detailed information on the automatic configuration via BOOTP/DHCP can be found in the

Firmware Manual.
The Basic Configurator supports two different operating modes:
e MAC Address Mode

The (MAC Address Mode) has been designed for the centralized configuration of the switch
parameters within the LANactive Manager 'Autodiscover Devices on local segments (Layer-2)'
feature and consequently can only be called from LANactive Manager.

¢ Local Mode
The (Local Mode) has been designed for the local on-site configuration of the switch parameters.
This requires the PC to be directly connected via the network cable with the first Twisted Pair port
(TP1) of the switch.

After completion of the basic settings via the Basic Configurator any further configuration can be executed

via the Device-List of the LANactive Manager (LANactive Manager).
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12.2. Basic Configurator in (MAC Address Mode)

12.2.1. Basic configuration via Autodiscovery (MAC Address Mode)

The (MAC Address Mode) of the Basic Configurator primarily serves to centrally configure the switch

parameters within the Autodiscover Devices on local segments (Layer-2) L ANactive Manager function.

Switches which have been detected using the Autodiscovery feature (also those without an IP address) can
be configured in (MAC Address Mode) with their basic parameters from a central location. In this case Basic

Configurator is called directly from the Autodiscovery Layer-2 window of LANactive Manager.

Further information can be found in the in chapter 12 Quick Start.

12.2.2. Basic configuration via Device-List (MAC Address Mode)

A switch, which has already been included in the Device List, can later be reconfigured by right-clicking on

the corresponding line and selecting the Open Basic Configurator from Device (MAC Address Mode)

menu option:

N Device-List - NEXMAM [Default]
File Edit Add/Remove Templates Inventory Logfile Help
MOHSD 5SS B
Device-List =3 Device-List
All Devices [17 ]

Drag a column here to group by this column.
Unassigned Devices [2]

Input Voliage PoE |  IPv4 Address | Active MAC Address |

Categories
4 [ Building A[-[10] -] L o i L
4 |_] FloorD[2]6]-] Open Device-Editor from Device
Cd Room 001 [1 -] -] ned

Open Device-Editor from Database

£ Room 0023 | - | -] uSwitch =

4 A Foord[-|4]-] Open WEB Browser
Hifoara[-[4-1 = EZ P ! ned
A Room 103 [2]-]-] u Switch Open WEB Browser (HTTPS) -
3 Room 104 (2] - -] pnic: ) - :
. - . ) Cpen Telnet Client [MEXMAN default client]
4 [ BuildingB[-|5]-1 uSwm:h ned
4 EFFooro[1]2]-] u Switch Open SSH Client [MEXMAN default client] —
i [ New Category [ 1] -.. u Switch i Show Local Logging messages ned
4 [ FAoor1[1]-]-] )
21 New Cat = u Switch Read Local Logging messages from Device into Database (via SCP) ned
ew Category [- | -
4 [CHAoorz[12]-] u Switch Read CLIConfig from Deviceinto Database (only with parameters changed from Factory-Default) ned
I3 Mew Category [1] - u Tzl Read CLI-Config from Device into Database (with all parameters) =

u Sl ! Open CLEConfig from Database =
= EZ
u Switch ‘Open Basic Configurator (MAC Address Mode) N | |!ed
u Switch Copy IP address to clipboard 19216803 ned
u Switch Copy Active MAC to clipboard 00:C029:29:3A:43 o
| u Switch Copy Active MAC to clipboard 00C0.2929.3443 ned

Copy Active MAC to clipboard 00C029293A43

Update Firmware

Activate maintenance mode
Go to category: Building A\Floor 0\Room 001

Check selected Devices

Unicheck selected Devices

Copy '64' to clipboard
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12.3. Basic Configurator in (Local Mode)

12.3.1. Functioning Principle (Local Mode)

The (Local Mode) has been designed for the local on-site configuration of the switch parameters. This
requires the PC to be directly connected via the network cable with the first Twisted Pair port (TP1) of the
switch. And the Admin Name, Admin Password and the VLANSs need to be set to Factory Default.

Any parameters which are written via the Write Setup to Device button into the switch will be immediately

activated. There is no need to subsequently reboot the switch.

IMPORTANT NOTE:

If the switch was booted (via the configuration switch) using the fixed IP address 172.23.44.111, the switch
will answer to the Basic Configurator (Local Mode) queries on all switch ports (also on the Uplink Port).
Booting the switch using a fixed IP address should thus be avoided and is practicable only in exceptional

cases (e. g. after modification of the VLAN settings).

12.3.2. Starting the Basic Configurator (Local Mode)

Starting the Basic Configurator in (Local Mode) can be performed in two ways:

¢ Within LANactive Manager through menu Edit > Open Basic Configurator (Local Mode):

S Device-List - NEXMAN [Default]

File | Edit | Add/Remove Templates Inventory Logfile  Help

[D Uncheck all Devices
Devic| ] Check all Devices

Read Config of checked Devices inte Database

Read CLI-Config of checked Devices into Database (only with parameters changed from Factory-Default) Pvd Add
w4 Address
Read CLI-Config of checked Devices into Database (with all parameters)

Fl Read Local Logging messages of checked Devices into Database (via SCP) ¥ ¥
) . . 152.168.0.3
Read Config of checked Devices inte Database simultanecusly
152.168.0.4
Read CLI-Config of checked Devices into Database (only with parameters changed from Factory-Default) simultaneously
Read CLI-Config of checked Devices into Database (with all parameters) simultaneously 1521620.70
Read Local Logging messages of checked Devices into Database (via SCP) simultanecusly BRI
192.168.0.72

Stop simultaneous reading

4 192168073
Open Basic Configurator (Local Mode)

I 192.168.0.74
Acknowledge changes of checked Devices b 192 162.0.75
Reset statistic counters of checked Devices 182 168,078
Update Firmware of checked Devices 152 162.0.79
Update Firmware of checked Devices scheduled by Manager 197 162.0.20
Update Firmware of checked Devices scheduled by Device time client 192 163.0.82
Update Firmware of checked Devices simultaneously 192.168.0.83
Stop simultaneous Firmware Update 152.168.0.84
Clear Firmware Update Column of checked Devices 192.168.0.85
Enable Scheduled Configuration Download 192.168.0.86
Disable Scheduled Configuration Download 182.168.0.12

Clear custom filters

T}; Disable custom filters

Preferences
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¢ Via the Windows start menu:

- Mexans Device Manager (MEXMAN) - 5t =
JV Mexans Device Manager (MEXMARN)
|| Mexans Homepage
SV Mexans Switch Basic Configurator (L
ﬁ! Uninstall Mexans Device Manageﬂrlj

Upon the first start of the (Local Mode) an empty configuration page is displayed:

-
B Basic Configurator (Local Mode) - NEXMAN

E=ETS)

— Device Info

Description:

Part Mumber (P/N):

Production Lot:

Serial Number (5/N):

Firmware Version:

Active MAC Address:

— Device Setup

an

=
=
=
=

=
=]
=
=)

=
=
=
=

ol

— User Defaults

|
|
-
-

=
=}
=]
=

=
=1
=]
=

=
=
=]
=

Disable IPvE access

IFIOFIE & I
|1—

Save Defaults |

Load Defaults |

Read Device (via first TP Port)

Exdt

12.3.3. Reading the Switch Configuration (Local Mode)

In order to configure a switch, the currently installed configuration needs to be read first.

To do so the following requirements must be fulfilled:

e The PC needs to be connected to the first Twisted Pair Port (TP1) of the switch.

e The switch VLANSs need to be set to Factory Default.

To read the switch, click the Read Device (via first TP Port) button:
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B Basic Configurator (Local Mode) - NEXMAN

=@ = )

— Device Info
Description: |GigaSwitch V3 TP SFP-l 48V ES3
Part Number (P/N);  |88303855
Production Lot: IBE?B
Serial Number (S/N): ~ [0911
Fimuare: Version: |HW3-F21-PO6-OFFICE-VEO1bn
Active MAC Address:  [00:C0:29:26:3D 1
— Device Setup — User Defaults
Name: |NEXANS-00CD29263DE [
Location: |ot defined [
Contact: Inot defined |
IPvd Access enabled: ¥ r
DHCP IPvd enabled: W gl =
IP Address: jooo0 _| Joo.00
Netmask: joooo © Jr.o.00
Gateway: Jo.o.00 Jo.o.00
IPv6 Address Mode: IDisabIe IPvE access ;I IDisabIe IPvE access j
IPvE Address: B [
Prefix Length: 32 32
|PvE Gateway: IZZ I::
Trunk: Port: Im Inone vI
Mgmt VLANID: [T [i
Write Setup to Device | Save Defaults | Load Defaults |
Read Device (via first TP Port) || Exit |

Used network interface: [192.168.13.1] ASD{ AXBE179 USBE 3.0 to Gigabit Ethernet Adapter

If the configuration has been correctly read, the respective values will be displayed in the Device Info and

Device Setup fields and can be modified. The data in the Device Info window is Read-Only and meant for

your information only.

If multiple switches shall receive a similar configuration, a general basic setting can be defined in the User

Defaults field and copied via the & button into the Device Setup field. Via the Save Defaults or Load

Defaults buttons any template can be saved to or reloaded from the pc file system.

-74 -



Nexans Advanced Networking Solutions

LANactive Manager

-
. Basic Configurator (Local Mode) - NEXMAN

:.IEIQ

— Device Info
Description:

Part Mumber (P/N):

|GigaSwitch V3 TP SFP- 48V ES3
|88303855

Production Lot: IBS?B
Serial Number (S/N): 0911
Fimware Version: |HW3-F21-POS-OFFICE-V6.01bn
Active MAC Address:  |00C0:29:26:3D:E1
— Device Setup [~ OEEr D auns
Name: |NEXANS-00CD29263DE |sw-B221
Location: fret defined |Room-221
Contact: frct defined |Employes B
IPv4 Access enabled: W 2
DHCP IPv4 enabled: ¥ | | r
IP Address: Jo..00 g| |192.168.0.5
Netmask: Jo..00 |255.255.0.0
Gateway: Jo..00 [192.168.0.1|
|PvE Address Mode: IDisabIe IPvE access ;I IDisabIe IPvE access ;I
IPw6 Address: I I::
Prefix Length: J32 |32
IPvE Gateway: I I::
Trunk Port: m Inone j'
MgmtVLANID: [T [
Write Setup to Device | Save Defaults | Load Defaults |

Read Device (via first TP Port)

Exit

Used network interface: [192.168.13.1] ASIX AXB88179 USE 3.0 to Gigabit Ethernet Adapter
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12.3.4. Writing the Switch Configuration (Local Mode)

In order to write the configuration after successful reading and modification back into the switch the admin
name and the admin password must be set to Factory Default (hame = admin, password = nexans). This
restriction is a safety feature in order to prevent installed switches, which have been assigned a customer-
specific password, from being modified by the Basic Configurator.

After entry of the desired parameters a click on the Write Setup to Device button will transfer the

configuration into the switch. The configuration will take immediately effect without rebooting:

-

[ Basic Configurator (Local Mode) - NEXMAN =B =
Device Info
Description: |GigaSwitch V3 TP SFP- 48V ES3
Part Number (P/N):  |38303855 Infa x
Production Lot: |55T9 _
Serial Number (S/N):  [0911 0 Wiite successiul.
Fimware Version: |HW3-F21-POS-OFFICE-VE.01bn SR
K
Active MAC Address:  |00:C0:29:26:3D:E1
Device Setup User Defaults
Name: |5wW-B221 |sw-B221
Location: |R00m—221 |F~!nnm—221
Contact: |Er|1|:||01_.fee B |En'|p|01_.fee B
IPv4 Access enabled: | v
DHCP IPvd enabled: [ Q -
IP Address: [192.168.05 o |192.168.0.5
Netmask: |255.255.0.0 |255.255.0.0
Gateway: [192.168.0.1 |192.188.0.1
IPv6 Address Mode: |Disable IPvE access j |Disable IPvE access j
IPvE Address: |:: |::
Prefix Length: |32 |32
|PvE Gateway: |ZZ |::
Trunle Port: none - none :‘v
Mgmt VLANID:  [i L
Write Setup to Device | Save Defaults ‘ Load Defaults ‘
Read Device (via first TP Part) ‘ Bxit |

Used network interface: [192.168.13.1] ASLX AXEE179 USE 2.0 to Gigabit Ethernet Adapter

A message in the left lower corner informs about the successful completion of the write operation.

After completion of the basic settings of the switch via the Basic Configurator any further configuration can

be executed using LANactive Manager.
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12.4. General Features

12.4.1. Configuring the Trunk Port and the Mgmt VLAN ID

If a firmware release V3.30 or higher is installed on the respective device, the Management VLAN-ID and the
Trunk Port can be configured, too. If a device with an older V3 firmware release is read, the two 'Trunk Port'
and 'Mgmt VLAN ID' input fields are inactive.

When writing the device setup two different cases are to be considered:

¢ Trunk Port = none

e Trunk Port = Port x

Trunk Port = none:

Trunk, Part IW TI
Mamt WLAM D |-|

If Trunk Port is set to none, the VLANSs of the device will be set to Factory Default. That means that trunking
is disabled on ALL ports and the 'Default VLAN ID' is set to 1 (including Management Interface).
Trunk Port = Port x:

Trunk Part Ipmt 5 'I
Marnt VLAM (D |-|-|2|

If a port number has been selected for Trunk Port (normally the desired Uplink Port), the Trunking Mode for
this is set to 'IEEE802.1Q Tagging'. Moreover, the Management Interface is set to the VLAN-ID indicated in
the 'Mgmt VLAN ID' field.

Important:

Only the packets of the Management Interface are tagged with the configured 'Mgmt VLAN ID' to the uplink.
This will ensure that at least the Management Interface can be reached via a tagged VLAN via Trunk Port.

After writing the configuration using the Write Setup to Device button the Management Interface can only

be reached via the configured 'Mmgt VLAN ID' and via the configured 'Trunk Port'.

Note:

The 'Default VLAN-ID' of all Ethernet ports (including Uplink Port) is principally set to '1'. This means that the
data packets of all user ports are forwarded untagged to the uplink and thus all users are located in the
Default VLAN. Any configuration, if necessary, of the user ports with other VLAN-IDs can subsequently be

performed via LANactive Manager, WEB, Telnet or SNMP.

12.4.2. Saving the Basic Configurator Settings

All settings in the User Defaults field will be saved and reloaded with the next restart of the Basic

Configurator.
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13. Device-Lists

In a device list several devices can be combined to form a group. It is possible to create any number of lists
in order to sort the devices by floors, buildings, etc. The groups are managed via the File menu:

N Device-List - MEXMAN [Default]

File | Edit Add/Remove  Templates  Inventc

[ Open EF |
'H Save Device-
1 Mew -

Save as E

Save as (checked Device only)

X Exit

13.1. Device-Category

To the left of the device list you will find the categorization of devices. There are following categories:
e All Devices - List of all switches
e Unassigned Devices - List of all switches that have not yet categorized
e Categories - User Specific Categories

The number in brackets after All Devices and Unassigned Devices represents in each case the total

number of devices in the appropriate category.

The Categories tree is always if new an empty list which can be created user-specifically. The user has the

option to categorize their devices with their own tree structure itself.
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Switch ER e tsi0) OOCOIMIRIAL]  HEXANS-DOCONIAGMY it delned hpawinch V3 SPP-0 S0 T M S 0 210
Sk ] WINEDL  OCOMMNOOEE  NEXANSOOCHMISCORE resedrad Vwizh (3 104364 SFF. 1 FRO3 % i
Gasteh, e 8 SHEm Floam 201 gaSeitch MOLE SFROMPRO 20 1%
ot i 1 NELEOLOIMFE et debred GuguSwinh VI TP SX G C i
Switch d oot dekened et tebrmt w© aw
Set ot ot ket et ebred ® am
Stz i et ] L aw
Set ot ot ket et wbred ® am
Satch § abied farre et arbt e debend w® 10
Sk i » ok deened ] 6t in
Surtch d Mt i et ke e debend & aw
Sactch ] Mt ok pabewt e ekt 6t 1]
et et dainas o dainad 2 13
Sach sabint 20t deficed ot sekrad @ i
Szt aatint et ket ot pebrad Cugauch = e 1
Sstch § 4 COCHHETE0 ot delined o Selined Gigaach V3 TP SR 4BV 53 & am
Saitch § COCHIIAMOND  cotdelnad ot ek Gepalbaatch V3 SFP-70 40 53 a 3
Saich § COCHTIOCORS)  WEXANS-COCIROCINN i seined gutaitch WA B+ FPSAPRO] a0 1
Fingistoved for Moemars, B Tonmsing  Chockedt Deces: 1 Pedlerval | seeends Ayt Comemn st

13.1.1. Create Category

With a right click of the mouse in the "Categories" section a drop box opens to Add Root Category, Add
Sub Category or Delete_Category.

J Device-List - NEXMAN [Default]

File Edit Add/Remove Templates Inventory  Logfile  Help
MO HZ Q49 st )

Device-List ] Device-List

All Devices [0]
Unassigned Devices [0 ]

Alarms | Redundancy

Categories
W W W8
Add Root Category -
Add Sub Category b

Rename Category
Delete Category

Import Device-List into this Category

T

At the beginning of a new list it is only possible to create a new root category. When you Add Root
Category, a new folder appears, which by default is called "New Category". You can rename this folder as
for example "Building A". If you continue to create root categories, these are named "New Category X". "X"

represents a sequential number.
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N Device-List - MEXMAN [Default]

File Edit Add/Remove Templates Inventory Legfile Help
MO HES Q|29 e T

Drevice-List T Device-List
All Devices [ 0]
Unassigned Devices [0 ]
Categories
W W '

[t ew Category)

After creating a root category, it is possible to Add Sub Category. This will always be created in the

currently selected category, with the same notation "New Category". As seen in the image, a folder has

emerged, which is assigned to "Building A".

N Device-List - MEXMAN [Default]

File  Edit Add/Remove Templates Inwventory Logfile  Help
MOEHS Q|35 s T

Device-List 2 Device-List
All Devices [0]
Unassigned Devices [0 ]
Categories

4 [J Building A[-| -] -] v ¥

[ flhew Category

Next to the folder "Building A" a small arrow sign has appeared. When you click this sign all subcategories of
the root category will hide. You can create as many sub-categories as you like, which will all depend on the

context of the respective upper and subcategories.

The purpose of this tree could for example be the following categorization. You have a top category
"building”, which has a sub-category "floor", which in turn has a sub-category of "room". Each of these

categories is now able to manage devices in order to obtain an improved and simplified overview.
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(' Device List - NEXMAN [Default] o B R
File Edit Add/Remove Templates Inventory Logfile Help
2w~ = T e % ]
Device-List 2 Device-List
‘ L,J B.ji;;:fn[[ ,‘| ,‘| O [“J Svitch 0 Disabled Powered [ ENN | 122 16303 00:C0:25:22:34:43  NEXANS-00C029293A43 not defined
23 Room 001 [ - - -] E B locking [ [] 19216804  OD:CO2925:D0:8B  NEXANS-00C02925D0BB ot defined
_ ERoom 002 -] -1-] s 0 [T Notinst 0 0 19216805  ODCO230B3AED  SW-E221 Room-221
4l T:;;D[m'w'” i Kl R 192168070  DD:CO2924F551  NEXANS-DOCO2324F551 not defined
S foom 1041111 Bl s 0 192168071 00CO2925:0283  nct defined it defined
4 Cd Building B[~ -] -1 “wmh 0 _ 19218&0?2 00:C029:25:0C:17 ot defined not defined
4 2 Floor 01 -] -1 -1 Kl R > 5:072  00C02924FA ot defined ot defined
| DNewCategary[-1 -1 -] | = B B -2 c307¢  00CO25250C1A  not defined ot defined
4l ZDLQ\E ('Et:gm e “ Switch 0 _ 0 192168075  00:CO292524BB ot defined not defined
4 CFoor 2114141 ’ - - o [] 192168078 OD.CO2826:47F5  not defined ot defined
2 New Category [-| | -] s - 0 0 192168079  OD:CO2924EB56 ot defined not defined
Bl 0 R i 0 ] 192168080  OD:CO292547CE  not defined ot defined
- EEEEE N > 53022 000025257504 notdefined ot defined
K- EEEE R > 5:052 000029258100 ot defined ot defined
-0 T 192168084 OD:CO292575A3  not defined ot defined
- EEEEES R > 53055 000025257500 ot defined ot defined
N R 192168086  OD:CO29:25:8080  not defined ot defined
s 0 Notinst. 0 ] 1921680212 00:CO23.0C0B:80  NEXANS-D0CO230C0BE0 ot defined
4 L) »
Registered for Nexans, Nexans Training  Checked Devices: 0 Poll Interval: 1 seconds | Agjust Column Size |

13.1.2. Allocating Category

After successfully creating the categories (see chapter 14.1.1 Create Category), it is now possible to

associate the devices into their respective folders with drag-and-drop.

Hold the left mouse button on the device and pull it over to the folder you like to associate and release the
mouse button. To associate multiple devices into a category, you have to select them each with the CTRL
key and then drag them with the left mouse button over. For several following devices hold the SHIFT key,

click on the first device and the last and pull the last device into the folder.

( SV Device-List - NEXMAN [Default]
File Edit Add/Remove Templates Inventory Logfile Help
MO HED % % 5% B
Device-List g Device-List
SlrlmaD;:::ec Drag a column here to group by this column
‘

Power Consumption PoE | Input Voltage PoE | |Pv4 Address
Categories

4 3 Building A[-|1]-]

s CdFoor0[-]1]-] I s
| [ Room 001 [11-1-1 | nsmch
53 Room 002 [-|-|-] “Smtch
4 ChFoor1[-|-]-]
L3 Room 103 [-] - | -]
[23 Room 104 [-| - | -] “Smtch

4 23 Building B - -] W s
I . .

P

19216803 00:C0:29:25:34:43  NEXANS-00C029253443
192.168.0.4 00:C0:29:25:D0:BB  NEXANS-00C02825D088
192.168.05 00:C0:29:0B:3AE0  Sw-B221

192.162.0.70 00:C0:29:24:F5:51  NEXANS-00C02924F551

192.168.0.71 00:C0:29:25:02:89  not defined

192.168.0.72 00:C0:29:25:0C:17  not defined

Powered [
Notinst. 0
Notinst.. 0
ouster v [

Disabled
Disabled 0
P—

shEN = =N = ==

When a device is assigned to a category, the category name appears behind the statistics in brackets.

The left column represents the number of devices in this category alone.

The middle column represents the total number of devices that are included in the sub categories (added to
the category of their own).
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The right column shows the number of alarms available in the respective category (see next chapter 14.1.3

Category Alarm)

V' Device-List - NEXMAN [Default]
File Edit Add/Remove Templates Inventory Logfile Help
FOES0 %% 4% T8
Device-List 2 Device-List
All Devices [18]

Unassigned Devices [2]
Categories

4 [CF Building A[-|11] -]

Drag a column here to group by this column.

v v v v v v v v

v v

2 CdFoor0[2)7] ] | m LR viscbied  [Povered [ 47 192168084  00:CO292575:A3  notdefined notdefined GigaSwitch V3 TP SFP-l 48V ES3
24 Room 001 (2] -|-] = B 0 192168085  00CO29257500  notdefined notdefined GigaSwitch V3 TP SFP-| 48V ES3
3 Room 002[3 |- -]

4 DI Foorl[-]4]-]
23 Room 103 [2 -] -]
3 Room 104 [2 |- -]

4 [ Building B[- 5] -
b CdFooro[1]2]-]
b CgFoor1[1]-|-]
» CdFoor2[1]2]-]

13.1.3. Category Alarm

If a device sets an alarm, it will be directly symbolically shown in the User-Defined list.

By opening the respective categories you will find that the device reports an error.

e

N Device-List - MEXMAN [Default]

Edit Add/Remove Templates Inventory Legfile  Help
- L ora T h Ly W

O\ E O ¢ s & B

J| |Device-List g Device-List

All Devices [ 18]
E Drag a column

Unassigned Devices [ 2]
Device Redundancy PoE Power Consumption PoE | Input Voltage PoE I

Categories
1 4§ Building A[-| 11 -]

W

W AT W
@roomoor(2]-11] || [ svitch [ERIEY 0 Portis) blockieren Nichtinstalliert 0 0 1
£ Room 002 [3 |- -]
F] ;_‘_JF|DDI'1[-|4|-:
i £ Room 103[2] - -]

After you have corrected the error the number of errors and the symbol representing it, independently

change to its normal state again.

13.1.4. Reordering Categories via Drag&Drop

Categories can be reordered by dragging them into a new position. If a Category is dragged directly onto
another Category, it will become a new subcategory of that position. In order to prevent reordering by
accidently clicking on the category tree, you can lock or unlock the reordering using the ‘Lock/Unlock’ button.
Drevice-List 2
All Devices [ 4]

Unassigned Devices [ 4]

Categories
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13.2. Automatic polling of Device-Lists

Depending on the configured polling interval the contents of the device list is automatically updated in
periodic intervals. If it is a Nexans device and if this device is reachable via UPD port 50266 (a firewall might
block this port), the Check field is indicated in dark green and all fields will be updated with the
corresponding values of the respective device. All fields which have changed their values will be indicated
with a yellow background colour.

[ SV Device-List - NEXMAN [Default]
File Edit Add/Remove Templates Inventory Logfile Help
B0 HS0 %555 TS
Device-List 2 Device-List

Al Devices [ 18]

Unassigned Devices [2]

Drag a column here to group by this column

Dovce|Hams| ooy | FiE | PorrCoroupi o | b Vla P | Pot s |divoiCAdiess] s | Locsim | |
¥ W v

Categories
4 [CJ Building A[-[11]-] X} u g
4 B3 Foor0[2]7]-] = B & 19216803 [oo:cozeasanaa | | swe2z0 Room £220 e
Earoomootrz|-i-1 | | [ I swich o0 Netinstalled 0 0 19216804 00:C0:28:25:00:88 L MEANS.ONCID0ENNER oo dsfined id,
‘ -—J Room 002 (31-1-] = B Motinstalled 0 0 19216805  00CO280B:3AE0D  SW-B221 Room-221 iGi

The Edit > Acknowledge changes of checked Devices menu can be used to remove the yellow

background colour of the fields:

Note: In order to update all fields during polling, firmware version 3.64 or higher needs to be installed on the
device. If an older firmware should be installed, some fields may be empty or marked with a '?".

If the device does not answer on UDP port 50266, but only to a ping (e. g. because a firewall is blocking Port
50266), the Check field will be displayed in light green:

N Device-List - MEXMANM [Default]

File Edit Add/Remove Templates Inventory Logfile  Help
MO HEE Q|45 9 e f ]

Device-List g Device-List

All Devices [ 18]
Unassigned Devices [ 2]

Redundancy Power Consumption PoE | Input Voltage §

Categories
4 @ Building A[-|11]-] : 5 N i v
4 @@ Flooro[2)7]-] Spuitch [alivEay i Deaktiviert Eingeschaltet 0 0
@ room 001 (2] - -] Spitch Rl nnl:,'kel Port(s) blockieren Micht installiert 0 0
@ room 002[3]-]1] Shitch Device only responding to Ping! 0
I Poszible reasons:
F] Floor1[-|4]- .
o (=12 1-] il = EIE > UDP Port 50266 blocked by firewall 0
0 Room 103 [2]-]2] u cliitch = Device runs not V3 firmware 0
4 Room 104 [2] -] -] > Unkown third-party Device
4 [ Building B[-|5] -] u Spatch > Firmware damaged. Please retry update. ]
4 CQFlooro[1]2]-] ok Daakiiia Engeschalig: |01 0

If the device answers neither on port 50266 nor to a ping, the Check and Alarm fields will be displayed with

red background:
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JV Device-List - NEXMAN [Default]

File Edit Add/Remove Templates Inventory Logfile  Help
MOHE Q|25 % e d B
Dievice-List i Device-List

All Devices [ 18]

Unassigned Devices [ 2]
Redundancy FPoE Powe

Categories
4 @ Building A[-|11]-] N - ! ’
4 ﬁFInnrD[EI?IEZ Switch [ElGE 8 Deaktiviert Eingeschaltet 0
@ room 00172 -] -] Switch 0 Port(s) blockieren Nicht installiert 0
@ Room 002[3 -] 2] icht installiert 0
4 @proori[-|4]-)
@ room 10372 -12]
@ Room 104[2]-|2]
4 @@ BuildingB[-|5]-]
4 @@Fooro[1]2]1)

I -

Hingeschaltet 0
Hingeschaltet

ingeschaltet

n Swatch Deaktiviert Eingeschaltet

[ R e Y e

13.3. Saving the Device List under a New Name
After the first start of LANactive Manager the device list "Default.xml" is created by default. If you want to
save the device list under a new name, select the File menu:

N Device-List - NEXMAN [Default]

File | Edit Add/Remove Templates Inventory Logfile  Help

£ Open )
e Save Device-List
1 Mew -

Save as

Power Consumption PoE | Input Voltage PoE |  |Pv4 Address
Save as (checked Device only) h |

A Exit v b
4 L Foor0[2(7]-] ﬂs'”itCh 0
G Room 0012 |- | -] uSwitch o
[d Room 002 [3 | -] -] uSwitch 0

W W v

v ¥
Notinstalled 0 0 192.168.0.4
Notinstalled 0 0 192.168.0.5

In the subsequent file browser window, the desired name for the Device List can be entered:
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Save Device-List as

,_" - . C\Users\Test\Documents\MEXMAN device-lists - -|| device-lists durchsuch

Organisieren v Meuer Ordner == - @

.. Benutzerc + MName Anderungsdatum Typ Griafe
== || Defaultxml 1511.2018 13:10 XML-Dokument 25 KB
. Documer
. Grafiken
., DSExpress
. Meineen
| My Web H [
. MNexans
L NEXMAMN
. basic-c
. databa:
. device-

. firmwan

-

.

Dateiname: Mew Listxml -

Dateityp: | Device-List files (*xml) v]

# Ordner ausblenden [ Speichern ] ’ Abbrechen ]

NOTE:

The directory shown for Save as or Open has been specified during the installation procedure and is set to

"C:\Program Files\Nexans\LANactive Manager\device-lists" by default. You can modify this directory via the

Edit > Preferences menu and for example enter a server directory.

After the device list was stored under a new name, this list will be loaded as the current device list and
indicated in the header:

' Device-List - NEXMAN [Default]

File Edit Add/Remove Templates Inventory Logfile Help
MO dE0 %S 4% B
Dievice-List e Device-List

All Devices [ 18] |
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13.4. Importing Device Lists

The Add/Remove menu allows you to import existing device lists. The imported device lists are added to the

device list which is currently open:

N Device-List - MEXMAM [Mew List]

File  Edit | Add/Remove | Templates Inventory  Logfile  Help

[] |[g| Y Autodiscover Devices on local segments (Layer-2)

Device-List | B Autodiscover Devices by IP address range (Layer-3)

All Devig .,  Manual add single Device
Unassig| 4+, Manual add range of Devices

Add fixed IP172.23.44.111

Add Devices from Device-List

47  Remove checked Devices from Device-List
Femove checked Devices from Device-List and Database

Remove unknown Devices from Device-List

Mowve checked Devices to Unassigned Devices

The following import functions are available:

e Add Devices from Device-List

This function allows you to load device lists which have been created using LANactive Manager.
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14. Master Configuration

A master configuration is used for distributing uniform basic settings to one or more devices of a device list.
The master configuration offers the advantage that the administrator can choose which parameters to
distribute. For example, you would be able to create one master configuration where only the SNMP settings
are modified and another where only the RADIUS parameters are set. You could also create a master

configuration for each department, if they require different settings.

14.1. Creating a Master Configuration

Before distributing a master configuration, a template has to be created and edited. To do so, a device of the
corresponding device type needs to be loaded into the device editor, e.g. by selecting a device from the
device list by double-clicking on it.

Afterwards select the Templates > Save as Master Config menu option:

[KKM-?7] [10.242.1.158]

Juit]  [Read Config from Device]  [Write Configto Device]  Show  Configure  Database | Template
Global+Link State | Save as Master-Copfig |
1k State Update existing Master-Configs with new Firmware features of this Device
N Refresh interval (seconds): 1 Manual Refresh T ToT —

arity State | ————
Log entries present 841

te Part Link State

No | Description Time since last link change E:L)l:t«r :;:i:nt'"
MT]
1 1 TP <none> Autoneg. m— 627 days : 00 hours : 23 min : 29 sec 0 Disabled 4

In the file browser window, which opens afterwards, a name for the master configuration needs to be

entered. You should choose a mnemonic hame describing the function of the master configuration:

J Save as Master-Config file

s'ev o DSDi(:) » Benutzer » alschnei » Eigene Dumente » NEXMAMN » master-configs | | mast:

Organisieren v Meuer Ordner

. Grafiken = MName Anderungsdatum Typ

J OSExpress

., Meine en

) My Web!

, MNexans

J NEXMAN
J basic-c :‘
| databasl

Es wurden keine Suchergebnisse gefunden.

) device-
) firmwal
. invento
. master-

; tmp

[P Y Sy

—
I Dateiname: I

Dateityp: ’Master-Config files (*.dat)

“ QOrdner ausblenden [ Speichern ] ’ Abbrechen l

NOTE:
The directory shown has been specified during the installation procedure and is set to "C:\Program
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Files\Nexans\LANactive Manager\masters" by default. You can modify this directory via the Edit >
Preferences menu and for example indicate a server directory.
If you want to edit the master template you need to exit the device editor and select the Templates 2> Edit

Master-Config menu option:
IV Device-List - MEXMAM [Mew List]
File Edit Add/Remove Inventory  Logfile  Help

O\ S Q| ey Edit Master-Config I |
Device-List Copy Master-Config to chech(ed Devices
All Devices [4] Copy Master-Config to checked Devices scheduled
[Write
Unassigned Devices [4] Copy Configuration Templates to checked Devices m
¢ State

Select the previously stored master configuration in the next file browser window:

S Open Master-Coenfig file

Organisieren v Meuer Ordner

=] Eigene Dokumente “  MName Anderungsdatum Typ
. Benutzerdefinierte Office-Verlagen

| =] raidus.dat 10.11.2018 14:44 DAT-Datei

o ocap
. Documentation
. Grafiken
. OSExpress
- Meine empfangenen Dateien
. My Web Sites
. MNexans
. NEXMAM
. basic-configs
. database
. device-lists
. firmware-images
| inventory-lists

.. master-configs

o tmp 3

Dateiname: raidus.dat [ Master-Config files *.dat) v

[ [_J‘Ffrken |v] ’ Abbrechen ]
lag”

After selection of the master configuration a message is displayed first:
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B8 Device-Editor
Master-Config [raidus]

[Exit & Save]  [Quit]  [Check all parameters]  [Uncheck all parameters]  Master-Config
Device Info Device Info
4 Port Setup
Port 0 (MGMT] Management Info
Port 1 [TP-1]
Port 2 [TP-2] | Management Firmware Version: HWW3/ENHANCED/SECURITY/V4.10C |
Part 3 [TP-3]
Part 4 [TP-4]

Port 5 [UPLINK]
4 Management

1Pv4 / IPVE Setup

Agent

Local Accounts

Device Info

I Device-Type: o7 I

Access Global
Access SNMP

Access IEC61850 If you need a Master-Config with features from another Management Firmware Version and Device-Type.
open Device-Editor for a Device with the needed Management Firmware Version and Device-Type
and select menu "Master-Config-> Save as Master-Config”

This Master-Config was stored from the above Management Finmware Version and Device-Type.

Banner
Global
4 WLAM
VLAM Setup
VLAMN Table
Discovery
Priaritisation / CaS
4  Alarms
Alarm Destinations
Global Alarms
4 Security
Security Setup
RADIUS Global Auth. %

This message reminds you that the master configuration was created for a particular device type (in this
example for Device Type 34; the respective device type is indicated on the Info tab).

Although this master was stored for device type 34 (as an example), it nevertheless can be transferred to
other device types, if all device types contain the selected parameters (e. g. SNMP parameter). However, if
you want to distribute special settings, such as Speed/Duplex, you have to consider, that these are different

for each device type, since each device type has a different number of ports and/or port arrangement.
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The master editor differs from a normal device editor in that is has no state page and that it offers additional

check boxes preceding the individual parameters:

Bl Device-Editor

Master-Config [raidus]
[Esait & Save]  [Quit]

Device Info
4 Port Setup
Port 0 [MGMT]
Part 1 [TP-1]
Fort 2 [TP-2]
Fort 3 [TP-3]
Fort 4 [TP-4]
Port 5 [UPLINK]
4 Management
IPv4 / IPvE Setup
Agent
Local Accounts
Access Global
Access SNMP I}
Access [ECA1850
Banner
Global
4 VLAN
VLAN Setup
VLAN Table
Discovery
Prioritisation / CaS

b

Alarms
Alarm Destinations
Global Alarms
Security
Security Setup
RADIUS Global Auth.
RADIUS Management Auth.
RADIUS Accounting
IEEEBDZ.1X
Multicasts
Time Client
SMNTP Setup
Powersave Setup

[N

[N

[N

Redundancy
Spanning Tree
Multiple Spanning Tree
Link Aggregation

[Check all parameters]

-

[Uncheck all parameters]

Agent

Master-Config

= ER
v E2

Reset Setup
O | ResetAction:
Memary Card Mode:
MName Setup

O Name:

O Location

O | Contact

O Domain
Layerj2 Functions

Corfiguration Switch Setup
O |FixedIF:

O |Factory Reset:

I None

[Get Name from C5V file by MAC Address fotzococaocoion Name)

Filename: | Browse

Teekueche|

not defined

(max 50 chars)
(mazx 50 chars)

(mazx 50 chars)

O | Lifeldutodiscover Packet Rate: IH} min

V] Basic Configurator Access: | Enabled -

[Enabled

[Enabled

Check zll parameters of this page

Uncheck zll parameters of this page

0 parameter total checked for copy

These check boxes allow you to choose which parameters are to be distributed to other devices. No other

parameters will be changed in the target devices, i.e. the settings for theses parameters are irrelevant as

long as the respective box is not checked.

When you first open the master configuration no parameters are selected. This is confirmed by the counter in

the left lower corner which indicates: "0 parameters checked for copy".

If you want to select/deselect all parameters for the whole switch or a single page you can do that simply via

the menu options [Check all parameters], [Uncheck all parameters], Check all parameters of this page

or Uncheck all parameters of this page respectively:
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aDeﬂzloe-Edltcr [E ER

Master-Config [raidus] = &

[Exit 8 Save]  [Quit] I[ChEck all parameters]  [Uncheck all parameters] I Master-Cenfig

Device Info = || Agert |

4 Port Setup Reset Setup
Port 0 [MGMT]
Port 1 [TP1] O ResetAction IN""E
Port 2 [TP-2] Memory Card Mode:
Port 3 [TP-3]

Fort 4 [TP-4]
Part 5 [UPLIMK] m} Name: lGet Mame from C5V file by MAC Address foccezococacc: Name)

4 Management
Filename:
ot 1 Setep (a2men)
Agent O  Location Teekchead (max 50 chars)

Local Accounts

Name Setup

Access Global O Contact: not defined (max 50 chars)

Access SNMP | Domain (max 50 chars)
Access IEC61850
Banner Layer-2 Functions
Global
4 VLAN O  Life/Autodiscover Packet Rate: [ 10 min '] Basic Configurator Access: | Enabled -
VLAN Setup Configuration Switch Setup

VLAN Table O  Fixed IP: [Enabled -
Discovery

Prioritisation / CoS O Factory Reset: [Enabled -]

[N

Alarms
Alarm Destinations
Global Alarms
Security
Security Setup
RADIUS Global Auth.
RADIUS Management Auth.
RADIUS Accounting
IEEEB02.1X
Multicasts
Time Client
SMTP Setup
Powersave Setup

[N

N

4 Redundancy

Spanning Tree

Multiple Spanning Tree
Link Aggregation - | Check zll parameters of this psge Uncheck zll parameters of this page | 0 parameter totzl checked for copy

In the following example we want to create a master for the RADIUS settings. So we select the RADIUS

Global Auth. tab and check the relevant boxes:
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s Device-Editor = ER
Master-Config [raidus] <
[Exit & Save] [Quit] [Check all parameters]  [Uncheck all parameters]  Master-Config

Device Info “ | | RADIUS Global Auth
4 Port Setup Global Authentication Server Setup
Part D [MGMT]
Port 1 [TP-1] bl | Server 1 Address 192.168.0.20
it O sarver2sas
Part 3 [TF-3) rver ress i
Port 4 T4 O Server 3 acress
Part 5 [SFP-5]
Part & [SFP-6] m} Server 4 Address:
4 Management | Authentication UDP Port 1812 (0..65535)
IPv4 / IPv6 Setup
Agent M | Shared secret: [max 50 chars)
Local Accounts -
Access Global Confirm shared secret:
Access SNMP [0  Reguesttimeout (seconds): 5 (1..255)
Access [ECE1850
Banner A [0  Request retries: 2 (0...255)
Global 7
4 VLAN [0  VLAN atiribute: [IETF Tunnel-Private-Group-1D with VLAN-ID or VLAN-Name v]
VLAN Setup [0  Cisco device-traffic-class mede: [Use device-traffic-class=voice to set Voice-VLAN to received VLAN-ID v]
VLANTable [0  Server reguest algorithm: [Smd'P”Uﬁt)' ']
Discovery
Prioritisation / CoS MAC Based Portsecurity
4 Alarms m} MAC address separator: (max 1 char)
Alarm Destinations 0 DT e ’[MHE[):( ;gdci:-rs leave empty to use
Global Alarms
Alarm Inputs O  Stertup VLAN-ID: Linsecure VLANAD -
SFP Alarms O Portsecurity realm: (max 50 chars)
4 Security o
Security Setup Management Authentication
| repwsGiobatauth | O Management realm {max 50 chars)
RADIUS Management Auth.
RADIUS Accounting ol s
IEEEB02.1X O  Realm location: Suffie -
Multicasts O Real e
4 Time Client \ezlm separator: {max 1 char)
SNTP Setup
Powersave Setup
4 Redundancy - Check sll parameters of this page Uncheck sll parameters of this page I 3 parameter total checked for copy I
CAU: EXM. 9! dat/ xml

Some settings, i.e. some tables, can only be selected as a whole. For that reason the check mark will apply
to the whole table.

At the bottom you can see that 4 parameters have been selected.

Exit the master editor and save the configuration via the [Exit & Save] menu option.

14.2. Distributing a Master Configuration

You can only distribute a master configuration, if you have first created and edited the respective master (see
previous chapter).
All devices, which shall receive the master configuration, must be selected in the Check column of the

device list. Distribution is started by selecting the menu option Templates > Copy Master to checked

Devices:

N Device-List - MEXMAM [Mew List]

File Edit Add/Remowve | Templates | Inventory  Leogfile  Help

O -G Q) @ Edit Master-Config
B Copy Master-Config to checked Devices I
All Devices [4] Copy Master-Config to checked Devices scheduled ™ 1
: - - [Write Con
Unassigned Devices [4] Copy Configuration Templates to checked Devices m—
| e

Tt i |
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Note:
By selecting the menu option Templates > Copy Master to selected Devices scheduled a scheduled

distribution is possible.
After selecting the desired menu option a confirmation query is displayed indicating the selected devices:

- -\.

Info - NEXMAN

You have checked 4 Device(s). Are you sure?

Uncheck successful devices

ves | [ we

Note:
By checking the box Uncheck successful Devices the check mark in the Check column will be removed for

all devices, to which the master has been successfully copied. Thus after completion of the distribution only
those devices still have their check mark in the device list, for which the distribution has failed. So you do not
need to look for them in the log book. By clicking on the Check column title these devices are moved to the
top of the device list.

When you have answered the query with Yes a file browser window opens for selecting the previously

created master configuration:

J Open Master-Config file

e\‘_“@)v .« 05Disk (C:) » Benutzer » alschnei » Eigene Dokumente » MEXMAN » master-configs - || mast:

Organisieren * Meuer Ordner

-

| Eigene Dokumente Mame Anderungsdatum Typ GroBe

. Benutzerdefinierte Office-Vorlagen

| =] raidus.dat I 10.11.2018 14:56 DAT-Datei 21 4

| cap

. Documentation

J Grafiken

, OSExpress

. Meine empfangenen Dateien

, My Web Sites ‘

J Mexans

m

, NEXMAN
. basic-configs
| database
) device-lists
, firmware-images
J inventory-lists

. master-configs

. tmp - < 1 | 3

Dateiname: raidus.dat - ’Master-Configfiles(*.dat) VI

[ Offnen |v] ’ Abbrechen ]

Now there is again a confirmation request displayed indicating the selected parameters:

-03 -



Nexans Advanced Networking Solutions LANactive Manager

-

Question E3

@ You have checked 3 parameter(s) for copy. Are you sure?

Yes Mo

Prior to the distribution the name and password of the Admin account have to be entered:

Please enter Name and Password for Admin Account.
Current
Ldmin Mame: admin |

————

HLdmin Password:

[] Admin-Name/Password changes after writing Device

WEWW

Ldmin Mame:
Admin Password:

Write Corfig to Device
[] Don't read back Config after writing Device

[ Copy Master ] [ Cancel

Note:

If the master configuration changes the Admin account, both the current Admin account and the new Admin
account must be entered. In this case the box "Admin-Name/Password changes after writing Device" must
be checked.

After pressing Copy Master the distribution is started.

The progress can be monitored in the log window. After completion of all devices a summary is displayed at

the end of the log book:
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-

Leg Messages - NEXMAN

WRITING Config to Device [SW-B221][192.168.0.5]

Authenticating User via UDP: UDP authentication not allowed. Retrying with SCP authentication...
Writing Config via SCP: ok

Activating new Corfig: ok

Authenticating User via UDP: UDP authentication not allowed. Retrying with SCP authentication...
Reading Config via SCP: ok

Verify Corfig: ok

Success

ISUMMARY"

Time started: 15.11.2018 13:.43:16
[Time finished: 15.11.2018 13:44:33
Devices success: 3

Devices failed: 0

m

1

14.3. Distributing of Name and Location via Master Configuration

The name and the location of a device are typically assigned individually. That is why the standard procedure
(as described above) with direct indication of a name or a location in the Master Editor cannot be used.
Instead, in the Master configuration a reference can be made to an external CSV file from which the name
and the location, if required, can be derived from the MAC address.

In the Master Editor you can choose among the following four procedures:

MName Setup

@ Name:

O  Location: Rod

Get Name from C5V file by MAC Address {ococoococococ; Name)

by MALC Address focaocococxae: Name]
Get Name from C5V file by MAC Address {ocooccoocoocName)
Get Name//Location from C5V file by MAC Address fot2ecxosocoe:; Name; Location)
Get Name/Location from C5V file by MAC Address fecocccooooce:;Name; Location)
Get Name/Location/Contact from CSV file by MAC Address focxococesoco; Name; Location Contact )
Contact: ot Get Name/Location/Contact from CSV file by MAC Address focccccoccocd: Name; Location:Contact)

- Get Name./Location/Contact/Domain from CSV file by MAC Address oo socaacaoc: Name: Location:Contact: Domain)
Get Name/Location/Contact/Domain from C5V file by MAC Address {c :Name; Location;Contact; Domain

O

O Domain:

The corresponding format of the CSV file is indicated in brackets. A file for the selection of "Get

Name/Location from CSV file by MAC Address (xx:xx:xx:xx:xx:xx;Name;Location) could look as follows:

mj MNam-Loc.txt - Editor | == T ™™

Dater Bearbeiten Format Ansicht 7

00:C0:29:24:F5:51;5wW-B220; ROoom-B220
Q00:C0:29:24:F2:C7;5W-B221; ROoOm-B221
00:C0:29:24:FB:55;5W-B222;Floor-g222

Note: Possible letters in the MAC address are accepted as upper- and lower-case letters.

Afterwards the created CSV file must be selected in the Master Editor via the Browse button and the Master
check mark be set:
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MName Setup
@ Mame: [Ge{ MName from CSV file by MAC Address {ox 2oca0c000c0; Mame) -
Filenamel Brm‘si | Open I C:\Users'\Administrator Documents \NEXMAN\master-corfigs\Nam-Loc bd|
O Location: Room B220 (max 50 chars)
O Contact: not defined (max 50 chars)
O  Domain: (max 50 chars)

A template for the CSV file can be automatically created using the Manager. To do so select the desired
devices in the Check column of the Device List and then select the menu item
Inventory = Create CSV MAC-Address-List for Master-Config from Database

(XXEXXXXXXexx:xx;:Name) or Inventory = Create CSV MAC-Address-List for Master-Config from

Database (xxcxxaxx:xx:xx:xx;Name;Location):

U Device-List - NEXMAN [Default]
File Edit Add/Remove Templates [m Logfile  Help
O HdE Q|4 s s @ Read Config of checked Devices into Database
Devicellist E Create Excel Inventory-List of checked Devices from Database
All Devices [18] Create Excel Inventory-List of checked Devices from Database (including Device SFP information)
Unassigned Devices [ 2] Create XML Inventory-List of checked Devices from Database
Categories | Create CSV MAC-Address-List for Master-Config from Database (omomonomenog Mame) .
4 [ Building A~ 11| -] Create C5V MAC-Address-List for Master-Config from Database (ooocomescsogMame;Location) I/}
4 B Floor0[2]7]-1 Create C5V MAC-Address-List for Master-Config from Database (ooocemescsogMame;Location; Contact) 0:29:29:3A:43
Cd rRoomoo1[2]-]-] Create C5V MAC-Address-List for Master-Config from Database (omomomesoco;Name Location; Contact Domain) 0:79:25:00:BB
CH Room 002 [3]-|-] Open Inventory-List 0:29:08:3A-E0
- :H:D:n[r;ljnlq'[zj O n ECXI o> 192168070  00:CO28:24:F5:51

Now you can directly edit the created CSV file:

- -

Question 2
i
I“ MAC-Address-List for Master-Config successfully saved. Do you want to open the List now?

Yes Mo

Alternatively, the CSV file can also be opened directly from the Master Editor via the Open button:

Mame Setup

[l Mame: [Gei Mame/Location from CSV file by MAC Address focood oo 000 Name; Location) -

i
Filename: [ Browse ]l[ Open ] C:hUsers' Administrator.Documents \MexManmaster-configs\Nam-Loc td

After saving the Master configuration can be distributed (see previous chapter).
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Note:
The log book shows whether the Manager has found the respective MAC address of the device during the

distribution of the Master configuration. The executed changes are documented:

Verfy Config: ok
Success

COPY MASTER [C:\Users*alschnei®\Documents \MEXMAN master-corfigs raidus dat]
to Device [SW-BZ21][192.168.0.5]

READING Config from Device [SW-B221][192.168.0.5]
Authenticating User via UDP: UDP authentication not allowed. Retrying with SCP authertication...
Reading Config wia SCP: ok
Werify Config: ok
Success
Reading Device-Mame from file 'C:\Users\alschnei\Documents ' NEXMAN \master-configs’\Mam-Loc "
Change Name from’SW-B221" to "SW-B221"

WRITING Config to Device [SW-B221][192.168.0.5]
Authenticating User via UDP: UDP authentication not allowed. Retrying with SCP authentication...
Writing Corfig wia SCP: ok

If the respective MAC address is not found in the CSV file, a corresponding error message is returned and
the name or location will not be changed. However, all other parameters of the Master configuration, which

have been selected by Master check marks, will be accepted:

Log Messages - NEX

COPY MASTER [C:\Users'alschnei*Documents\NEXMAN \masterconfigs raidus.dat]
to Device [NEXANS-D0CO2924F551][152.168.0.70]

READING Config from Device [NEXANS-D0C02924F551][192.168.0.70]
Authenticating User via UDP: UDP authertication not allowed. Retrying with SCP authentication. ..
Reading Config via SCP: ok
Verify Corfig: ok
Success
B ers*alschnei'\Documents \MEXMAN \master-corfigs\Nam-Loc ™
MALC Addrezs not found

WRITING Corfig to Device [NEXANS-00C02524F551][152.168.0.70]
Authenticating User via UDP: UDP authentication not allowed. Retrying with SCP authentication...
Writing Corfig via SCP: ok
Activating new Corfig: ok
Authenticating User via UDP: UDP authentication not allowed. Retrying with SCP authentication...

14.4. Distributing of IP Address via Master Configuration

In the same way as described in the previous chapter you can distribute the IP Address, Netmask and
Gateway by using a .csv file. Therefore, click the check box next to the IP Address on tab ‘IPv4 / IPv6 Setup’
in the Master Editor.

-97-



Nexans Advanced Networking Solutions

LANactive Manager

[w] IPv4 Address:

Get |P-Address/Netmask Gateway from CSV file by MAC Address
o oo 000 | P-Address ; Netmask Gateway)

[ Browse ] [ Open ] CUsershPublicDocuments ' WEXMAN Cliert mastercorfigs \autoconfigtest cev
Metmask: 2552552550
Gateway Address: 0.0.0.0

The checkboxes for netmask and gateway will become disabled after selecting the IP Address, because

these values are also taken from the .csv file. In this case, the file must have the following format:
MAC Address ; IP Address ; Netmask ; Gateway

Use the Browse button to select an existing file and the Open button to modify it.

14.5. Rebooting switches via Master Configuration

A reboot of single or all switches without changing the configuration can be performed via the Master

configuration.

To do so, the Master check mark is set on the Agent tab and the Parameter check mark for Reboot.

Please take care that this is the only Master check mark set (see indication in the footer):

Agent |

Reset Setup

@ Reset Action: None

O Memory Card Mode: Reboot (Cold Start)

Reset Total Boots Counter

Reboot with Factory Default (Except IP Parameters)

Reset Total Boots Counter, Port Counters, Total Operation Time and Local Logging

ISR S Cliars]

T Reset Port Counters
O  Name: Reset Total Operation Time
Reset Local Logging
Filename: E Reboot without cutomer reboot settings
) Reboot with customer default settings
O Lecation: Hoom B
O Contact: not defined
O Domain:
Layer-2 Functions

(max 50 chars)

(max 50 chars)

O  Life/dutodiscover Packet Rate: [‘I min

V] Basic Configurator Access: | Enabled hd

Corfiguration Switch Setup
O  Fixed IP: [Enabled -
O  Factory Reset: [Enabled ']

When this Master configuration is distributed, a single switch is rebooted at a time and then the process is

paused until this switch is online again, before the next switch is addressed. The current configuration of the

switches (after rebooting) is saved to the database so that possible changes in the configuration are

recorded by DHCP/BOOTP.
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15. Data Backup

In order to perform a data backup, the folders indicated during installation must be saved. By default these
folders are created in the following path:

C:\Users\[your username]\Documents\LANactive Manager

If these folders were modified during installation, the paths can be verified in the Device-List in the “Edit >

Preferences > Folders” menu.

.- J Preferences - NEXMA

Global Folders |
Device-List

Es:':;‘Ed“‘” Application data folder (%) C:\Users\alschnei\Documents\NEXMAN

% Database: C:\Users\alschneit Documents\NEXMAN database
Browse

Master-Configs: C:\Users'alschneit Documents\ MEXMAN \master-corfigs
Browse

Basic-Configs: C:\Ueers'alschneit Documents\WEXMAN' basic-corfigs
Browse

Firmware-Images: C:h\Usershalschnei®Documerts ' MEXMAN \fimware-images
Browse

Imventory-Lists: C:\Usershalschnei® Documerts ' MEXMAM \invertonyists
Browse

Device-Lists: C:\Users\alschneitDocuments \ NEXMAN device fists
Browse

[*) Execute NEXMAN setup to change this folder

| Save || Cancel

For a data backup the following folders should be saved:

|/ basic-configs
. database
| device-lists

| firmware-images
| inventory-lists
.| master-configs

B tmp

For a new installation or transfer of data to a new computer the existing folders can be replaced by the saved
ones.
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In order to import all settings made under Preferences, the LANactive Manager configuration file must be

saved. This file is located in the main directory, where also the folders are placed.

= NEXMAM.config 10.11.2018 14:56 COMFIG-Datei 17 KE

This file contains the paths of the configuration folders. It might be necessary to modify them.
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16. Multi-User capability

Multi-user capability is particularly useful if the Manager is installed on different computers and these access
the same server directories for database and device lists. Another application would be launching the

Manager several times on the same computer.

16.1. Terminal Server Support

All common terminal servers are supported. This allows several users to execute the Manager

simultaneously on a computer.

16.2. Device-List

As precondition an interval should be configured for automatically saving the device list under menu item Edit
> Preferences > Device-List using the Autosave Device-List configuration setting. Here the device list is only
saved, if changes have been performed on the list. If a second Manager has opened the same device list in
parallel and wants to add or remove devices, it will recognize the changed and automatically saved device

list of the first Manager and issue an appropriate warning:

Warning

The Device-List has been changed by another Manager.
[ Do wou wank to load the changed Device-List before continue ackion?

la ] [ Mein

16.3. Device-Editor

As soon as a device is opened in the Device-Editor for editing, the Manager creates a Lock file for this device
in the Database directory. If then a second Manager tries to edit the same device in parallel, an appropriate

warning is issued indicating user name, PC name, date and time:

Device Lock Info - MEXMAMN

User [NEXANSDOMAINElschne]
on PC [wT10RHN2113920]
is just editing this Device since [15.11.2018 14:02:23].

[ Ignore and start Device-Editor ] [ Cancel ]

After leaving the editor the Lock file is deleted again.
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17. Preferences

The basic settings for LANactive Manager can be entered via the Edit > Preferences menu:

N Device-List - MEXMAN [Mew List]

File | Edit | Add/Remove Templates Inventory Logfile Help

[0 Uncheck all Devices
Check all Devices

Devic
Read Config of checked Devices into Database

Read CLI-Config of checked Devices into Database (only with parameters changed from Factory-Default)
Read CLI-Config of checked Devices into Database (with all parameters)

Read Local Logging messages of checked Devices into Database (via SCP)

Read Config of checked Devices into Database simultanecusly

Read CLI-Config of checked Devices into Database (only with parameters changed from Factory-Default) simultaneously
Read CLI-Config of checked Devices into Database (with all pararmeters) simultaneously

Read Local Logging messages of checked Devices into Database (via SCP) simultaneously

Stop simultaneous reading
Open Basic Configurator (Local Mode)

Acknowledge changes of checked Devices

Reset statistic counters of checked Devices

Update Firmware of checked Devices
Update Firmware of checked Devices scheduled by Manager

Update Firmware of checked Devices scheduled by Device time client

Update Firmware of checked Devices simultanecusly
Stop simultaneous Firmware Update

Clear Firmware Update Column of checked Devices

Enable Scheduled Configuration Download

Disable Scheduled Configuration Download

Clear custom filters

:‘5;. Disable custom filters

Preferences M |
Ly

In the displayed dialogue box you can now select an appropriate category in the selection menu on the left

side:
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Global |

Device-List

Device-Editor

Arccess Save window sizes:

Folders
Save Device-Editor docking state:
Mumber of retries for simultaneous reading/wniting actions
Timeout for reading or writing Config (seconds)
Timeout for writing Firmwars (minutes)
Timeout for status polling (seconds):
Don't save Config to Database:
Maximum number of database history entries:
Menu language:
MEXMAN Theme
Scheduled Configuration Download Time:

17.1. Global

The global settings are defined in this category:

Global

Save window sizes: Restore default sizes

Save Device-Editor docking state:

Don't save Config to Database: Delete Database

IDHH

Maximum number of database history entries: 10 (0. 100)

Menu language: English w
LAMactive Manager Theme Manager Sibver (Default) e
Mumber of retries for simultaneous reading/writing actions (1..10])

Sleep between retries (seconds) (1...600)

Timeout for reading or writing Config (seconds) E (30,1200

Timeout for writing Firrnware (minutes) (3...100)

Timeout for status polling (seconds): 1.0

Scheduled Configuration Download Time: 0 = : |0 = | (HH:MM)

-103 -



Nexans Advanced Networking Solutions LANactive Manager

17.1.1. Save Window Sizes

If this box is checked, the window positions and sizes of the device list, the device editor and the master
editor are saved and reloaded with each call. If this box is not checked, the default size and positions will be
used for each start. Pressing the Restore default sizes button will reset the saved values to the default

values.
17.1.2. Save Device-Editor docking state

If this box is checked, the docking state of the device editor and the master editor is saved. That means,
depending on the state of the last closed editor new editors will be opened as floating windows or tabbed to
the main window. If this box is not checked, new editors will be tapped to the main window. In this case,

saved window sizes have also no effect on new editors.

17.1.3. Number of retries for simultaneous reading/writing actions

This value defines how often the LANactive Manager retries to connect to the switch during any
simultaneous action if any connection error occurs.
These actions are described in chapter 12.9 Configuration of multiple devices.

Note: This setting has been moved to Controller Settings in the Client/Controller version.

17.1.4. Sleep between retries (seconds)

This value sets the time to wait before retrying any reading/writing action after the previous one has failed.

Note: This setting has been moved to Controller Settings in the Client/Controller version.

17.1.5. Timeout for reading or writing Config (seconds)

While reading or writing a configuration to the device, LANactive Manager is waiting for the indicated period
of time, until the device activates the configuration. The default value is 30 seconds. This default value
should be changed in exceptional cases only (e. g. if after a reboot of the device and the related link loss a
very long dead time would be added by the core device).

Note: This setting has been moved to Controller Settings in the Client/Controller version.

17.1.6. Timeout for writing Firmware (minutes)

While updating the firmware, LANactive Manager is waiting for the indicated period of time, until the device
has booted with the new firmware. The default value is 3 minutes. This default value should be changed in
exceptional cases only (e. g. if after a reboot of the device and the related link loss a very long dead time
would be added by the core device).

Note: This setting has been moved to Controller Settings in the Client/Controller version.

17.1.7. Timeout for status polling (seconds)

This is the period of time used for waiting for an answer from the device during status polling until it is

considered offline. This applies both to polling the devices in the Device List (Stand-Alone version) and to
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polling within the Device Editor. The default value is one second. This value should be changed in
exceptional cases only (e. g. if the connection to the device is made via a very slow dial-up connection).

Note: This setting has been moved to Controller Settings in the Client/Controller version.

17.1.8. Don't save Config to Database

If this setting is enabled, binary and CLI configurations are prevented from being saved in the database. This
makes particular sense, if for reasons of security the switch configuration must not be saved to a data

storage medium.

17.1.9. Maximum Number of Database History Entries

This value defines the maximum number of configurations which can be archived for each individual device
in the database folder. After each save operation of a modified configuration to the database a new archive
entry is created and excess entries, if any, deleted. These archived configurations can be loaded into the

device editor via the Database > Load Config menu:

s Device-Editor

[Sw-B220]1[192.168.0.3]

[Exit & Save] [Quit] [Read Config from Device]  [Write Config to Device]  Show  Configure [ [atabase l Template
4 State | Globalslink State Save Config
Global+Link State Load Config  » | 15.11.2018 13:55:21
. Refresh interval (seconds): 1 Manual Refresh Local Lo
MAC-Security State 1511.2018 13:43:31
PoE State 15.11.2018 13:19:32 Log ertr
Radius State Port Link State

15.11.2015 11:42:54

Device Info . g

X - Power I oy Link/SFH
4 Port Setup Mo | Description Setup 15.11.2018 11:42:23
Part 0 [MGHT) 5 15.11.2018 11:27:12

Port 1 [TR-1] 1 TP-1 <none> Auto 802.3at High-Power Autoneg. 1000 FDX No alarm

Port 2 [TP-2] 2 | TP2 <none> Auto 802 3at High-Power Autoneg. 100 FDX No alar

Port 3 [TP-3] 2 [TPa eranes Ao 00D 2o Lk Do JLre— ETTS o 1. =i

Moreover, the most current configuration in the database can be loaded into the device editor by selecting

the Open Device-Editor from Database menu option from the right-click menu:

N Device-List - MNEXMAN [Default]
File Edit Add/Remove Templates Inventory Logfile  Help
MO HS Q| %6 s B
Device-List 2 Device-List

All Devices [18 ]
[18] Drag a column here to group by this column.

Unassigned Devices [2]
N PoE Power Consumption PoE | Input Voltage PoE | IPv4 Address | Active MAC Address
Categories

4 23 Building A[-[11]-] w W ¥ ¥ v v
: i : E—— ——
> 71-1 Switch 0 Disabled
<14 fl\oor or2i7i-l “ Open Device-Editor from Device
Earoomootrz|-|-1 ||| [ sviteh 0 0 Port(s) bIDcI:
- R Open Device-Editor from Database
3 room 00231 -1 -1 /| I Suitch 0 0 Port(s) bloc!- I ot
4 CdFloor1[-]4]-] "
‘—J.\DDF: ! '1[)'3 S | = EZEN Disabled Open WEB Browser =3
fi" oam 103 [2]-1-] u Switch D Open WEB Browser (HTTPS) =
3 Room 1042 -| -]
4 B Building B[~ 5] -1 u Switch 0 Open Telnet Client [NEXMAN default client] ot
4 ChFloor0[1]2]-] u Switch 0 Open 55H Client [NEXMAN default client] ot

Any configuration, which has been loaded in such a way, can be written back to the device using the Write

Config to Device function.

Another possibility of using the database is the simple replacement of a device. For example: The

replacement device can receive the configuration of the old device prior to installation without having to be

- 105 -



Nexans Advanced Networking Solutions LANactive Manager

activated with its final IP address in the network. To do so, you just have to boot the device with the fixed IP
address and subsequently write back the configuration, which was loaded into the device editor via the Open
Device-Editor from Database menu option, via the Configure Device > Write Config to Device with fixed
IP172.23.44.111 menu:

Ui Device-Editor
1

[SW-B220][192.168.0.3]
[Exit & Save] [Quit] [Read Config from Device]  [Write Config to Device]  Show | Configure I Database  Template

4 State 4 | Global+Link State Read Cenfig from Device
Global+Link State . Write Config to Device |
MAC=Security State fiekeshineand Geconds} 1 @ﬁ Wirite Config to Device with fixed P 1722344111 jp &
POE State 55 2
Radius State Port Link State BT AL

Device Info Open WEB Browser (HTTPS) [Port 443]

4 Port Setup No | Description Name Open Telnet Client [NEXMAN default client]
Part O [MGMT] 0 MGEMT Open 55H Client [NEXMAN default client]
Part 1 MR . —_

17.1.10. Menu language

You can here change the language of LANactive Manager. The following languages can be selected:

e English
e Deutsch
e Francais

17.1.11. LANactive Manager Theme

The following themes can be chosen:
¢ LANactive Manager Silver (Default)
e Windows 7
e Desert
e Metro Blue

e Metro

17.1.12. Scheduled Configuration Download Time

Set the time for frequent configuration download. See chapter 12.9.2 Enable Scheduled Configuration
Download for details.

Note: This setting has been moved to Controller Settings in the Client/Controller version.
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17.2. Device-List

These basic settings only apply to the behaviour and the appearance of the device list:

Device-List

Adjust celumn size on category change:

Enable custom filters:

Use fast scrolling: EbDTEt;r:SD;lirdgies;}’:i:;g)lms orif all
Column order: Restore defaults

Poll interval (seconds): {0 for disable )
Simultaneously polls: (1.18)[2]

Enable Excel-like filtering: O
Show Devices from Subcategories:
Autosave Device-List (minutes): D (O for dizable )
Save columns 'Uptime' and 'Last seen’ to Device-List: O

17.2.1. Poll interval (seconds)

This period of time defines the intervals at which the devices in the device list are polled via UDP port 50266.

This setting does not exist in Client/Server version.

17.2.2. Poll Controller interval (seconds)

This period of time defines the intervals at which the client polls the controller for any new information, for
example Device-List updates or new log messages.

This setting does not exist in the Stand-Alone version.

17.2.3. Simultaneously polls:

Here the number of parallel queries of several switches contained in the Device List is set. In particular for a
large number of devices this provides the advantage that the switch status will be refreshed more quickly.

This setting does not exist in Client/Server version.

17.2.4. Autosave Device-List (minutes)

Here an interval for automatically saving the Device List can be configured. The device list is only saved, if
changes have actually been performed on the list.

This setting does not exist in Client/Server version.

17.2.5. Save columns 'Uptime' and 'Last seen' to Device-List

In the Device List the Uptime column shows the time since the last booting of the device. Moreover, in the
Last seen column the date and time of the last received response of the device is listed. By default these
two columns are not saved in the Device List file.
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If the Device List shall display the current values for these two columns immediately after opening, the Save

columns 'Uptime' and 'Last seen' to Device-List option is to be checked. However, now with each change

of the Device List and each shut down of the Manager a message will be displayed reporting the change in
the Device List and asking, whether it shall be saved or not. Since both columns are principally updated with
each polling run of the Device List and thus the Device List contents is changed, the above message is

bound to be displayed.

17.2.6. Adjust column size on category change

If the check mark is set for this function, the sizes of the columns in the device list will be automatically

adjusted to the contents of the fields, when the category is changed. However, for the first polling run of the
devices in the device list the sizes of the columns are principally determined automatically. If this function is
disabled, the size of the column can be changed by drawing the column header after the first polling run, or

by selecting “Adjust Column Size" below the device-list.

17.2.7. Enable custom filters:

When this function is disabled, the Custom Filter line is removed from the Device List.

17.2.8. Available Columns / Displayed Columns

These two selection fields allow you to define which columns shall appear in the device list. Only those
columns will be shown which are indicated in the 'Displayed Columns' field. Via the 'Add' and 'Remove'
buttons you can then add or remove columns. Moreover, the two green buttons enable you to configure the

order of the columns.

17.2.9. Use fast scrolling

Selecting this function will enable fast scrolling.

17.2.10. Enable Excel-like filtering

Enable Excel-like filtering for the Device-List. By doing so, the filtering row disappears and a filter button in

the header cell is visible, opening a dialog showing all possible values in this column.

17.2.11. Show Devices from Subcategories

After this setting is enabled, selecting a parent category does not only show its Devices, but also the Devices

located in all subcategories.

17.3. Device-Editor

These basic settings determine the behaviour of the device editor:
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Device-Editor

Refresh interval for State tabs (seconds): (0 for disable )
Refresh interval for Show buttons (seconds): (0 for disable )
Maximum number of opened Device-Editors: (1.10)[4]

17.3.1. Refresh interval for State tabs (seconds)

This period of time defines the intervals at which the 'State’ tabs in the device editor are automatically
updated. If this value is set to '0', no automatic update will be made. Pressing the Manual Refresh button will

initiate an immediate update:

B4 Device-Editor

[Sw-B220][192.168.0.3]
[Exait & Save] [Quit] [Read Config from Device]  [Write Config to Device]  Show  Configure  Database  Template

4 State | | Global+Link State
Global+Link State X = e » .
MAC- Security State Refresh interval (seconds): 1 TP-Head Position Local Log Entries
PoE State Horizontal Log entries present 22
Radius State Port Link State
Device Info . S
S 3 LinkISFP S
4 Port Setup No | Description Se Alarm State Time since last link chy
Port 0 [MGMT] 0 MGMT
Port 1 [TP-1] 1TP <none> Auto 802 3at High-Power Autoneg 1000 FDX. No alarm 0 days : 03 hours : 44

17.3.2. Refresh interval for Show buttons (seconds)

This time period defines at which intervals the windows appearing after pressing a 'Show' button will be
automatically refreshed. If this value is set to '0', no automatic refreshing will take place. In this case pressing

the Manual Refresh button will trigger an update:
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l N Spanning Tree State - NEXMAN [SW-B220][192.168.0.3

Spanning Tree State

Bridge Addr./Prio: 00c029293a43/32768 (32768 aysid 0)
Foot Bridge Address/Priority: 00c0290b3aed/32768 (32768 aysid 0)
Cost to Root: 20000

Max Age configured [Oper.]: 20 [50]

Hello Time configured [Oper.]: 2 [2]

Fwd Delay configured [Oper.]: 15 [30]

Topology Changes (Time): 1 {0 day=s : 0 hours : i : 15 sec)

Design.
P2P Category

Forwarding Designated 20000 12871 20000 ¥Yes Edge
Forwarding Designated 200000 128/2 20000 Yes Edge
Forwarding Root 20000 128/3 4] Yes RSTP
[no Link]
[no Link]
[no Link]

Refresh interval (seconds): 1

| Manual Refresh | [ Close

17.3.3. Maximum numer of opened Device-Editors

Defines the maximum number of simultaneously opened Device-Editors.

17.4. Access

This category summarizes basic settings for access via external programs:
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Access

Manager access mode: ILIDF';"TI-—I'F' first, then SCP TI

Protocol version: I [Pv4 oniy - I

WEB browser TCP port: 20 (1...65535) [B0]

WEE browser HTTPS TCP part: 443 (1...65535) [443]

Telnet cliert: INEXMAN default client "I
Browse

55H client: NEXMAN default client -
Browse

17.4.1. Manager Access Mode

The Manager Access Mode defines which protocols the Manager uses to read or write the switch
configuration.
This includes the following actions:

- Reading the binary configuration

- Writing the binary configuration

- Reading the CLI configuration

- Firmware update

UDP/TETP only:

Here file transfer of the configuration or firmware is performed via the switch-integrated TFTP server. Access

to the TFTP server generally requires prior authentication, which is performed using a proprietary protocol
via UDP port 50266. After successful authentication only one single Get or Put TFTP transfer may be
performed. After successful completion of the TFTP transfer, access to the TFTP server is locked again.

In detail the process is as follows:

- The user enters his/her account data (name/password) into the Manager’s authentication dialogue.
- The Manager encrypts name and password using a proprietary procedure.

- The encrypted account data are transmitted via UDP port 50266 to the switch. At the same time the
UDP packet informs whether a TFTP Put or Get access is requested.

- The switch receives the packet and decrypts name and password.

- Depending on the “Manager Authentication Mode” setting the switch compares the data with the
local Read/Write and Read/Only account or sends them to a Radius server.

- Depending on whether name, password and the access request (Get or Put) match a Read/Write or
Read/Only account, the switch answers per UDP packet on port 50266 with a positive or negative

acknowledgement to the Manager.
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- In case of a positive acknowledgement the switch simultaneously enables access to the TFTP
server. Depending on whether a Get or Put access has been authenticated, TFTP access is unlocked
exclusively for Get or Put.

- Now the Manager performs the requested Get or Put access via TFTP.

- After successful completion of the TFTP file transfer, the TFTP server is locked again.

Note: The server is locked also in case of a transfer failure.

UDP/TFETP first, then SCP
This is a Manager’s default setting. First, an authentication via UDP is attempted. If this attempt is

successful, file transfer via TFTP will be performed.

If the switch rejects the UDP authentication, because no matching account was found, access to the switch
will be aborted.

If the switch rejects the UDP authentication due to the “Manager Authentication Mode” is set to SNP, another
authentication attempt via SNP will be initiated. If this attempt is successful, file transfer via SCP will be
performed.

If the switch also rejects the SNP authentication, because no matching account was found, access to the

switch will be aborted.

17.4.2. Protocol version

Defines which protocol version should be used to access the switch.

17.4.3. WEB Browser TCP Port

This setting defines which TCP port is used when selecting the Open WEB Browser menu option. The
default port for WEB is 80.

17.4.4. WEB Browser HTTPS TCP Port

This setting defines which TCP port is used when selecting the Open WEB Browser (HTTPS) menu option.
The default port for WEB is 443.

17.4.5. Telnet Client

This setting defines which Telnet client is started when selecting the Open Telnet Client menu option. If the

Use Windows default client box is checked, the Windows-registered Telnet Client is called. If this box is not

checked, you can select any Telnet application to be started instead by pressing the Browse button.

17.4.6. SSH Client

Here you can configure, which SSH client is launched upon selection of the Open SSH Client menu option.

The Browse button allows you to select an SSH client which already has to be installed on the PC. It is

called with the selected file name and the attached IP address of the device.
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17.5. Folders

In the Folders category several default directories are defined. These directories will then be offered to the

user as defaults when opening directories:

Folders

Application data folder (%) £\ Users\alschnei"Documents \NEXMAN

Database: C:Users\alschne Documents ' NEXMAN database
Browse

Master-Configs: C:Usershalschnei Documents ' NEXMAN "\mastercaonfigs
Browse

Basic-Configs: CMUsers‘\alschneiDocuments' N EXMAN basic-configs
Browse

Firmware-Images: CAUsershalschnei®Documents ' N EXMAMNfimware-mages

Browse

Imventory-Lists: CMsershalschneiDocuments W N EXMAN \nvertonists
Browse

Device-Lists: C:hUsers‘alschne® Documents N EXMAN devicedists
Browse

(") Execute NEXMAN setup to change this folder

17.5.1. Database

The configurations of the individual devices are stored in this folder. For each device a file of the name
a_b c d.datis created (a_b_c_d is the IP address a.b.c.d of the device). Within the folder another folder

called 'history' is created containing the archived configuration.

17.5.2. Device-Lists

The device lists are stored in this folder. If several PCs are used to access this folder (e. g. because it
references a network drive), LANactive Manager checks whether the currently loaded device list has been
modified by another PC and returns a corresponding message, if necessary.

This folder does not exist in Client/Server version.

17.5.3. Master-Configs

The master configurations are stored in this folder.
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17.5.4. Basic-Configs

User-Default templates of the Basic Configurator are stored in this folder.

17.5.5. Firmware Images

The firmware images are stored in this folder.

17.5.6. Application Data Folder

The basic configuration (above Preferences) and several temporary files of LANactive Manager are stored in
this folder. Consequently, this folder can only be defined during installation of LANactive Manager. If the
position of this folder shall be changed at a later stage, this can be done by recalling the LANactive Manager

Setup Program.
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18. LANactive Manager Controller

18.1. Switch Communication

In the Client/Controller version every communication to the switch is done by the controller. The clients will
only receive information from or send commands to the controller. This changes the way the file
management is handled.

The controller will only send configuration/firmware files which are stored on the controller. That means,
before starting a configuration or firmware update the corresponding files must be uploaded to the controller.
This can be done using the “Local files...” button on any file selection dialog or using the file management
described in chapter 18.4 Configuration Files stored on the Server.

Also reading configurations will first save the configuration file on the controller and download them to the
client afterwards.

For example, to edit a Master Configuration the file has to be downloaded to the client first (if already

existing, local files can be selected as well):

A" Device-List - LANactive Manager Client

File  Edit Remove | Templates | Inventory Logfile Help

O || S % | EditMasterConfig |
et Copy Master-Config tnl’Shecked Devices
New Switch List Copy Master-Config to checked Devices scheduled
cas Copy Master-Config and Configuration Templates to checked Devices simultanecusly I
Cancel Copy Master-Cenfig and Cenfiguration Templates scheduled
All Devices R .
Stop copying Cenfiguration Templates

Select Master Config File From Server
File Name Creation Time Modification Time File Typs
192_168_0_89.dat 14092021 14:16:30 25022021 10:40:53 MasterConfigFile
4 11 3
Local files...

After finished editing, the changes will be saved locally. The file must be uploaded to the controller to be able
to send it to any Device. This can be done by clicking “ Save & Upload” or answering the question whether
the file should uploaded with ‘yes’ after clicking “Exit & Save”.
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3 Device-List Lag Messages [ASC_Test_HWS_P6_Desk] [192.168.13.16] Master-Config [192_168_0_83]*
;| [Exit & Save] [Cancel] [Check all parameters]  [Uncheck all parameters] | Master-Config
1] Device Info Device Info Open
b Port Setup Management Info Save
4 Management Save as
IPud / IPvE Setup ]
Save & Upload
Agent Management Firmware Version: ave pioa (6 04H

hd

Local Accounts

Access Global

18.2. Zero Touch Configuration

Zero Touch Configuration is a feature, which allows the Controller to do firmware updates, to copy config
files and to add new devices to the database automatically.
To start and stop this feature click Start Zero Touch Configuration in the button in the Database

Management (see Chapter 12.4 Database Management in Client/Controller-Version).

-

M Database Management

BhhE [EREasedE BRO0 0.

Drag a column header and drop it here to group by that colurnn

Move to Device-List | Active MAC Address | [Pvd Address IPvE Address IPvE Link Local Address | Name
|7 dl | 7] el

After starting, the Controller will listen for packets sent by any device to register itself. Therefore,
corresponding devices must have a firmware version V6.xx or above, belong to one of the device family
F40, F46, FA7 or F48 and have Zero Touch Configuration enabled, like it is at factory default. Also, all new
devices must receive their IP Address from a DHCP Server first. This DHCP Server must have the Option 43
configured, to tell the device the Controllers IP Address. The Nexans Switch Management Manual contains
more information about how to configure Option 43. After that, the device will repetitive send a message to

the controller until the Controller itself or any user disables Zero Touch Configuration on the switch.

When receiving a message, the Controller checks whether this device (means this MAC Address) already
exists in the database. In this case, the message will be ignored. Otherwise, depending on the settings, the
controller will update the firmware, copy the config file to the switch and add the switch to the database.
Additionally, the switch will be added to the device list ‘New Devices [system]’, which can only be seen by
administrator users and not be edited manually, except removing switches from this list. Last, the switch will
be added to a category describing the result of the progress and the Controller sends a notification E-Mail, if

enabled.

The firmware the device should be updated to can be set in the settings menu. One firmware for every
device family which supports Zero Touch Configuration. Also updating the firmware can be enabled or
disabled.
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The default CLI configuration file which should be copied to the device can be set up in the same way. This
file will be taken if nothing else is specified. If there is any need to copy individual configurations to different
devices, the Predefined Device List should be preferred. If the device to configure is listed here, the
corresponding configuration file will be copied to the device, otherwise the default configuration fill will be
used. Enabling or disabling the copying of configuration files will have impact on both, default configuration
and Predefined Device List. It is also possible to use master configurations for Zero Touch Configuration. To

select a master config, change the file type after clicking the upload button.

k

~ | cui Config files (*.<fg) -

CLI Config files (*.cfg)
Master Config files(*.dat)

The corresponding xml-file containing the parameters which should be copied to the device must exist in the

same directory as the master config and will be uploaded automatically.

Read chapter 19.3.4 Zero Touch Configuration Settings for more information about setting up Zero Touch

Configuration.

The following picture shows the workflow of Zero Touch Configuration.
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Incoming Zero Touch
Configuration Packet

MAC already in SQL
DB Tab ,Switches*

no
Known Switch

Unknown Switch

default-config

MAC or Serial in SQL DB Tab ,pre-def-switches*
OR
IP Address already in SQL DB Tab ,switches*

yes

no Is adminname /

Y

password default?

Switch already

v

available

Is adminname /
ssword default?

configured yes
Y
no Fimware Update yes yes Fimware Update
necessary necessary
\ 4 no
Device-config )
—— Update Fimware
Y Y Y
Send device-config ‘ ‘ Reboot Switch ‘ ‘ Send default-config

Default-config no

available

Send default-config

\ /

Y

no

Y

Add Switchto SQL DB Tab ,switches* and
device-list,,New Devices [System]“ and ,Cat.

Not Accessible*

Add switch to SQL DB Tab ,switches*
and add Switch to device-list
,New Devices [System]" and ,Cat.
Configured"

Add switch to SQL DB Tab ,switches*
and add Switch to device-list
,New Devices [System]“ and ,Cat. Not
Configured"

Add switch to SQL DB Tab ,switches*
and add Switch to device-list
,New Devices [System]“ and ,Cat.

Blackiist*
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18.3. Predefined Devices

If nothing else is specified, the default configuration file set up in the Controller settings will be used for every
new device depending on the device family. For an individual configuration the MAC Addresses of the

devices which should be configured can be add to the Predefined Devices List. Click ‘Predefined Devices’

to open that list.

EEEE R I EEE

Drag & column header and drop it here to group by that column
Move to Device-List | Active MAC Address | IPv4 Address IPvb Address IPv6 Link Local Address | Mame

To add a new device, click on the row ‘Click here to add new item’. Add the MAC Address and select a
config file from the drop-down box in column ‘Config File Name’. Only already uploaded files can be
selected. After that, hit the Enter key to add the new item to the list. The column ‘Exists In Database’
indicates whether this MAC Address already has been added to the database. Validation Result shows any

error possibly made during adding a new item. Click ‘Save’ to store the items in the database if no error is

listed.
r B
S Predefined Devices M
MAC Address I’ | Config File Name IT'| Exists In Database T | Validation Result T
=% | Click here to add new item
> 00:C0:29:0D:50:40 Zero_Touch_Config_test.cfg [ oK
00:C0:28:0A:BE:20 Zero_Touch_Config_test.cig oK
[Show Config Files On Server‘:l l Import From CSV File ] [ Delete Selected Items ] [ Save ] [ Close ]

To add multiple MAC Addresses and config files at once, click ‘Import From CSV File'. This file should only
contain the MAC Address and the name of the configuration file. If the configuration file is not known to the

Controller (not uploaded yet), the corresponding cell remains blank and an error is listed.

To add new files to the server, click ‘'Show Config Files On Server’ button. Use ‘Upload Config Files...” to

select and upload new files, ‘Deleted Selected Files’ to delete every selected item or the ‘X’ button to delete
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a specific file. Please have in mind, that only CLI config files or Master Configurations can be used for

Zero Touch Configuration.

Files on Controller

Database Files I File Name File Type Creation time Modification time
ECunﬂguraliDn Files | ‘ | T | '| a7 | Enter date |E‘ ar ‘ Enter date |l!| il
Master Config Files Zero_Touch_Config_Test.cig ClICanfigFile 14.09.2021 14:16:26 | 01.04.2021 14:15:11
Firmware Files Zero_Touch_Config_Test_2.cfg ClICanfigFile 08.11.2021 09:32:01 | 08.11.2021 0%:32:01
Inventary Lists
Script Files
Upload Files.. | [ Download Selected Files | [ Delete Selected Files [ Cose |

To automatically fill the Predefined Devices List from the database the “Move Selected To

Predefined Devices” functionality can be used.

GEEAR e D

BB e Y

B RO W

Drag a column header and drop it here to group by that

columm

Mame

Move to Device-List | Active MAC Address

By using this feature, the controller will read the configurations of every selected device and saves
them as ‘IP_Address.cfg’. Afterwards, the Devices will be added to the Predefined Devices List
selecting the corresponding configuration.

Existing Devices can be easily exchanged from within the Device-List by using Right Click 2>
Replace MAC Address in Predefined Devices. The existing MAC Address will be replaced with the

IPv4 Address

IPvE Address

given new one. The configuration file will stay the same.
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Device-List Log Messages

Drag a column here to grouy

: | Redundancy | PoE Power Consumption PoE | Input Voltage PoE | IPv4 Address | Active MAC Address |
W

W v W W v v

W W
n Switch Disabled Pay Open Device-Editor from Device |

Open Device-Editor from local Database file

Open WEB Browser
Open WEBE Browser [HTTPS)
Open Telnet Client [LANactive Manager default client]

Open 55H Client [LAMactive Manager default client]

Show Local Logging messages

Read Local Logging messages from Device into local Database file (via SCP)
Read Script File from Device into local Database file [via SCP)

Read CLI-Config fram Device into local Database file (only with parameters changed from Factory-Default)
Read CLI-Config from Device into local Database file (with all parameters)
Open CLI-Config from local Database file

Open Basic Configurator (MAC Address Mode)

Copy IP address to clipboard 192.168.13.16
Copy Active MAC to dipboard 00:C0:29:26:58:6E
Copy Active MAC to clipboard 00C0.2926.586E

Copy Active MAC to clipboard 00C025265B6E

Replace MAC Address in Predefined Devices

‘ L

Update Firmware

18.4. Configuration Files stored on the Server

To handle the configuration files, which are stored on the server like described in the previous chapter, the

button Config File On Server can also be used.

-

M Database Management

BRRRR | aAaRNd] BEOO 0

Dr=g a colurmin header and drop it here to group by that column

Move to Device-List | Active MAC Address | IPvd Address IPvE Address [Pv6 Link Local Address | Name
Kl | 7] | 7l e

All files known by the Controller of any type are listed here. Using “Upload files...”, new files can be added
to the Controller. With “Download Selected Files” files can be saved on the local client computer.

To change the location of the controller files, see chapter 18.8.1 General Settings.

18.5. Log-Messages Server

The Controller can receive different kinds of messages and store them into the database. These messages

are
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- SYSLOG Messages
- SNMP Trap Messages
- Zero Touch Configuration Messages

- Controller Notifications

To enable the listening to SYSLOG and SNMP Trap messages, click ‘Start Log-Messages Listening’
inside the Database Management. Messages sent by the controller itself, like Zero Touch Config or

Controller Notifications will be stored anyway.

-

M Database Management

R R [ MRy Hf’ﬁ T« E &gl Hh YW ‘

Dr=g a colurmin header and drop it here to group by that column

Move to Device-List | Active MAC Address | IPvd Address IPvE Address [Pv6 Link Local Address | Name
| 7] Kl | 7] Kl

To receive SYSLOG and SNMP Trap messages, the controller’'s IP Address must be entered into the
device’s configuration using the Device-Editor.

To have a look at the received messages click ‘Show/Hide Log-Message’ in the main window.
I Device-List - MEXMAN Client

File Edit Remove Templates Inventory Legfile Help

MO S+ & ;:-“ T

Device-List 2 Device-List

New Switch List

Devices ; | Redundancy Power Consumption Pol
All Devices W ¥ v |
Unassigned Devices A = B No. 00

e Il fe Tl - . . - T -

The new tab page lists all types of messages concerning devices inside the current Device-List.
Administrators will see all messages. The ‘Delete’ button allows the deleting of any message. The page can
also be moved anywhere inside the main window and the new position will be stored until the ‘Show/Hide
Log-Message’ button is clicked again.

Device-List Log Messages

Drag a column header and drop it here to group by that column

Sender IP Address V‘ Time-Stamp V| Message Type [ | Message

192.168.13.17 17.09.2019 11:59:11| Syslog Configuration Changed: Total Configuration Changes=445, User=admin, Source=Manager/SCP
1921681217 17.09.20159 11:59:11| Syslog Cold Start: Source=Power interruption -or- Watchdog -or- Hardware reset by pressing both config buttons
192.168.13.17 17.09.2019 11:59:12| Syslog Port Link Up: Portnumber=1, Description=TP-1, Name=<none>

192 168.13.17 17.09.2019 11:59:12 | Syslog Port Link Down: Portnumber=1, Description=TP-1, Name=<none>

192.168.13.17 17.09.2019 11:59:12| Syslog Paort Link Change: Link-State=Down, Portnumber=1, Description=TP-1, Name=<none>

1921681317 17.09.20159 11:59:12| Syslog Internal Yoltage Failure: Yoltage1{mV)[2500+-150]=0. Voltzage2im\)[3300+-150]=0
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18.6. E-Mail Notifications

The Controller is able to send natifications via E-Mail to inform the user about special events. The different

types of notifications can be activated in the Controller Settings menu ( see chapter 19.4.5 E-Mail

Notifications).

18.6.1. Zero Touch Configuration Notifications

If activated, the controller will send an E-Mail after a specific amount of time containing the information about
the devices which have been updated, configurated and added to the database since the last natification.
Also, it tells about the current firmware version, the used configuration file and the category the device has

been moved to. The E-Mail will look like the following:

Ven nexman_notificator@nexans.defy 91
Betreff Zero Touch Configuration Notification
An Mich s
The following devices have been added to the device list 'New Devices [system]':
MAC Address IP Address FW Version Config File Category
80:08:29:29:3A:43 192.168.13.17 HW5-F48-PB7-0FFICE-V6.81bn Auto_Prov_CLI_Config.cfg Configured

18.6.2. SYSLOG Notifications

When receiving a SYSLOG messages with a severity level equal or lower than specified in the settings the

Controller will send an E-Mail like the following:
§ koiworin A Webeieten (5 Achiieren. [ Lisdhen Meh

v neman nofifiranr@eenncdefy
Deiref? Syshog Motification 2882409, 11

ka Michfr

The following Syslog messages have been recedved:

Sender 1P Address Hostname Facility Severity Tine Stamp Message

192.168.13.07 NEXANS-B8C820203843 1 1 B2.69. 2609 11:04:22
Source=Hanager/SCP

18.6.3. SNMP Trap Notifications

When receiving a SNMP Trap message, the Controller will send an E-Mail like the following:

& lntuceten A Witedeten | @ ohieren [ Ioccken e

on noaman_nofificstor@nozes.dedy
2092018, 11:02

Eclic’T SHIMP Trap Nutifiuation
in Michty

The following SHMP Traps have been received:

Sender IP Address Tine Stamp Messape

192.166.13.17 §2.69.2619 11:84:21 Mgnt suthentication: Mamegement Authentication- User has M/H access, IP-Address-192,164.11.1, User-adadn, Status-OK Last Source Interface-

ager/SCP
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To decrypt SNMPv3 message username, authentication password and privacy password must be entered in
the Controller Settings (see chapter 19.4.6 Log-Messages Server Settings) and the device’s SNMP protocol
version must be set to ‘'SNMPv3 [Auth.-SHA][Priv.-AES-128]" with same SNMPv3 Trap Account credentials.

18.6.4. Controller Notifications

The Controller is also able to send notifications on its own, every time a known switch goes offline. The

corresponding E-Mail will look like the following:

1 nexman_notificator@nexans.de{y

Betreff Switch Went Offline Notification
An Michty

The following Controller Notifications have been received:

Sender IP Address Time Stamp Message

18.242.2.65 82.69.2819 14:46:21 Switch is offline: 18.242.2.139!

18.7. Importing Devices from file

To avoid adding Devices to the database manually or the network is scanned by any third-party tool it is
possible to schedule an import process which will read and import Devices from a csv-file at a specific time.
The Devices will be added to a Device-List which has to be selected in the general settings and if possible to
new categories which are created like it is written in the device’s location. Therefore, the csv-file must have
the following format:

IP Address; Location
If the categories inside the location are separated with the same character as the IP Address and Location,
the Location should be enclosed in quotation marks. The separators can be set in the settings menu, like the
maximum category level, which means how many subcategories should be created.

The following picture demonstrates how the file could look like:

1 1%2.168.13.26;Buildingh\RoomBY\A101
2 192.168.13.20;Buildingh\RoonB\A105
3 1%2.168.13.17;BuildingA\RoonBYA102
192.168.13.16;Buildingh\RoonB\A103
192.168.13.15;Buildingh\RoonB\A104
192.168.13.5 - ;BuildingB\RoomAMNB105
192.168.6.200;BuildingB\RoomANB106
8 192.168.6.120;BuildingB\RoomCh\B107

& Ln b

To read more about setting up time scheduled device import see chapter 19.6.1 General Settings.

18.8. Time Scheduled Configuration

The Controller is able to copy specific configurations to devices at a given point of time. When this feature is
enabled and that point of time is reached, the Controller will first read the current configuration of the target
device and save it. Afterwards the new configuration will be copied to the devices. This configuration will last

until the end time is reached. Then the old configuration will be copied back to the device. To enable this
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feature use the Settings menu as described in chapter 19.8.1 General Settings. For setting up the
configuration files and the corresponding devices open the Time Scheduled Configuration dialog by

clicking the Open Time Scheduled Configuration button.

ZES Y T ekl

M Database Management

R e E

Dr=g a colurmin header and drop it here to group by that column

Move to Device-List | Active MAC Address | IPvd Address IPvE Address [Pv6 Link Local Address | Name
| 7] Kl | 7] Kl

In this dialog several IP addresses of devices to be configured can be entered. The configuration file can be
choosen in column “Config File Name”. The dropdown list shows every configuration file stored on the
server. To add or remove files see chapter 19.3 Configuration Files stored on the Server. The start time tells
the Controller when the new configuration should be copied to the device. At the end time the old
configuration is copied back to the device. Both points of time must lay in the future. After setting all values

hit the Enter key to add the new item to the list.

r )
1P Address Config File Name Start End Validation Result
| |V‘ ‘V‘f":".‘?.‘f |!|V|:".‘:‘ date ‘E|V| |V
=% | Click here to add new item
O |[x] 102168015 defaultcig 061020 1015 06.10.20 10145 [ok |
Show Config Files On Server| | Delete Selected ltems | [] Delete completed configurations save | [ Close

18.9. Authentication

By default, the controller uses the Build-In user management to authenticate any user (see chapter 11.5
User Management in Client/Controller-Version). Alternatively, a RADIUS or Active Directory Server can be

used to validate login requests. The Authentication Settings are described in chapter 18.9.7 Authentication

Settings.

18.9.1. RADIUS Authentication

To use RADIUS authentication the following values must be configured on the RADIUS Server:
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- Vendor “nexans” with Vendor ID “266”"

- Attribute “Nexans-User-Role-Template” with attribute ID “100” of type string added to Vendor “nexans”

Wendors
D Wendor Name Enabled
0 dhcp Yes
ietf Yes
5 acc Yes
cisco Yes
11 hp Yes
43 Icomss Yas
61 merit Mo
64 gandalf Mo
1566 shiva Mo
177 net MNo
266 nexans Yes
Attribute I Attribute Name Attribute Type Enabled
100 Mexans-User-Role-Template string Yes

Every user must have the attributes “User-Password” and “Nexans-User-Role-Template” to be successfully

authenticated.
Attribute Type Yalue
User-Password Check e

MNexans-User-Role-Template Success-Reply  Admin

The value of “Nexans-User-Role-Template” must be equal to one of the Role Templates which can be

defined in the User Management (see chapter 11.5 User Management in Client/Controller-Version).

18.9.2. Active Directory Authentication

To use Active Directory authentication the following values must be configured on the Active Directory
Server:

- Attribute “nexansUserRoleTemplate”
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COM+ Environment Sessions Remote control
Remote Desktop Services Profile Security Dial-in
Published Certificates | Password Replication | Attribute Editor

Attributes:

Attribute Value &

ms T SReconnectionAction <not set>

ms TSRemoteControl <not set>

ms TS5econdaryDesktops <not set>

mzTSWork Directory <not set>

name Test TT. Test

network Address <not set>

nexansUzerlD 100

ntPwdHistory <not set>

5} <not set>

objectCategory CMN=Person,CM=Schema, CN=Configurz

objectClass top; person; organizational Person; user

objectGUID Scaaefbef93a-47ba-B632-4 ¥ 375851

obiect Sid 5-1-5-21-3064795332-2721055945-14! ¥

< >
Edit Fitter

The value of “nexansUserRoleTemplate” must be equal to one of the Role Templates which can be defined
in the User Management (see chapter 11.5 User Management in Client/Controller-Version).

Inside the Authentication Settings (see chapter 18.11.7 Authentication Settings) it is possbile to add an IP
Address or DNS name of a specific Domain Controller. If set, the Controller will try to authenticate the users
against this DC. Otherwise the Controller will use the domain associated with the computer account on the
server to contact any possible DC. It is also possible to add a port number separated by a colon (*:’).

If the Domain Name is not set the Controller will try to find the current Domain by reading the

Root Directory Server Agent Service Entry (RootDSE).

Instead of Microsoft Active Directory, other LDAP Services can be used, too.

18.10. Web Interface

To access the Web Interface the same URL as from within the client can be used, which are by default:
- http://localhost:9091

- https://localhost.controller.nexans:9092
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LANactive Manager Web Apj Hello admin! | |+ Logout

S \/exans

Database-Management

Version: 7 01ap

Log-Messages

Visit Nexans http://www nexans de/ans/
File-Management

Copyright 2003-2021 Nexans Deutschland GmbH

The Web Interface uses the same controller services as the client, so user credentials, authentication
methods etc. are the same.
Note: This also includes that sessions with the LANactive Manager Client using the same user will be

closed.

18.10.1. Device-List

Using the menu strip on the left, the Device-List page can be accessed.
Hello agmin! [-_i_ngjt

N 8N

Solected items: 0

Desgin an functionalities are very close to the client. But due to the browser environment there are some
differences.
Since Drag&Drop is not supported, moving a Device to a Category can be done by selecting any Device and

clicking Move selected “Device to Category” button.
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About
elected Devices © Stop Configuration/Update + Move selected Devices to Category
PoE Power Consumpti... Input Voltage PoE IPv4 Address Active MAC Address N
N N Wy by f
| ErEER 00 1921681317  00:C0:29:25:75:17  te
| CFESER oo T o2 651318 00.CO29:29:3A43 i
L3
1-20f 2items

To copy a config or firmware file to the switch the “Copy Template/Firmware to selected Devices” button
can be used. After clicking this button, the user credentials must be entered and the corresponding file has to
be selected. See chapter 18.10.4 File-Management for more information. By clicking the “Configure” button

in the upper right of the dialog the process can be started.

Usermname

Password

@® Config Files O Firmware Files

Available files on Please select a file v
server:

Since there is no context menu, the Device-Editor can be opend by clicking the “Editor” button at the
beginning of each row inside the list. There is also a button “Web GUI” to open the switches Web Interface.
But using this button, the request is routed through the controller, meaning that the client PC does not need

be able to reach the switch itself.
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Hello admin! | I+ Logout |

Device-List S SEREPES ; =
T Remove selected Devices from list  # Co
+ W /4 . "
Page Size: 1p &
MNew Switch List v
Drag a column header and drop it here to group
Devices
‘ ‘ Status Alarms
All Devices [2 /0]
Unassigned Devices [2 /0] ‘ ‘ (Any - T
# Editor
Categories m 0
@ Web GUI
+ — "l
N/ & Editor
© Web GUI
L 4 1 > »
18.10.1.1. Device-Editor

After clicking the “Editor” button, the user has to be authenticated on the switch by entering the credentials
inside the “User Authentication” dialog and confirming with the “Read” button at the upper right of the

dialog. By clicking “Cancel” the Web Interface returns to the Device-List.

User Authentication B
Switch Username admin
Switch Password snanas

At the current state of development, the Device-Editor contains every state page which show all necessary

information about the switch status.
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GlobalsLink State PU”. |.II'IK State:

N, Destriplion Name Fower Setup Link Setup Link Stale EEE Stalus LINK/SFP Alanm S1ate T SINCE last ink Change: Em
0 MGMT

1 TP <none> Alsone jiooFox [EENOTACTIVE Kein Alarm 00ays: 00 hours: 9 min; S9sec 0
2 P2 “noi Autoneg m m s Alarm N change since last retoal L]
3 TPa <nane> T YT oAl No change sinte last rebool ]
4 TP4 <nones EEEEIER  Awoneg fownk  Wlcomx  EECEUERTL o change since last reboot o
5 ::;'"K' <nones 1000 FDX I Hein Alarm 1o cnange since fast reboot )
6  UPLINK-TP  <none> Autaneg. fowk | Kein Alarm No change since last reboal []

Global State:

Temperaur (*C) _ Intemal Voltage 1 (V) 2,492 Imernal Votiage 2 (V) m PoE Input Voltage (V) _

Uptime " | 40 min : 2 Time from fime server i o Tatat Roois
Agtive MAC Agdress: 00.C02935751T Memory Card: Nk aisetal

Function Input State:

Funetion inpat Ottnen Function Input Nama

18.10.1.2. Switch Web GUI

The switches Web GUI can be reached through the controller without any need for the client to be able to
reach the switch by itself.
Read more about the Web GUI in the Nexans Switch Management Manual.

NEXANS Advanced Netwarking Selutiens Switch Managemer
Dwbcripbion CigaSwitch VI TP SFPIAIVESS | Nawe beal | Locsbion lesd | Conlect tesl
* Foit Sy Tuncton et Stn _
» Spanning Tree State
» PoE State. Function Input jnod define] Open
3 Switeh Setup
» VLAN Table I
5 Local Accounts gy ey Toew . |
3 Name Setup e ity Detantt Trunking | Conteol
i b VLANID  [VAMID  |Mode |sonw
3 Port Manitor I !
» Local Log e |Dasgue
» Davice Info
* 1 Ty
Senp  |Dacoeery o e l.l 1::: :::::::: i  Cisabied [usatied [esalied
2 a2 i Disssied | Diatied | Desesind
e [ d Disabied  |Distied | Disatied
;m Hie ' Dinabled  |Divabled  [Disabled
4 ot 1 Dustied  |Disabied | Dinatied
H m'" 1 Diaatied  [Disatied | Dosatied
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18.10.2. Database-Management

LANactive Manager Web Apg Hello admin! -|~|_::gt;|‘|_

85 Dovice-Lit

O 160.13.30

192 164.0.95

640,52

52 168 0.91

g :
= 4

52 166.0.90

The Database-Management includes functionalities to add Switches by entering a specific IP Address or

using Layer 3 Autodiscovery, to add Switches to any Device-List or to remove them from database.

18.10.3. Log-Messages

On this page the controllers Log-Messages can be viewed or removed from database.

LANactive Manager Web ApdTTR T AT T

18.10.4. File-Management

To copy configuration or firmware files to any Device, the files must be stored on the controllers server.

On page File-Management, new files can be uploaded or obsolete files can be removed.
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LANactive Manager Web Apg

Hello admin!

Config Files ® Firmware Filas
N Fome i

(=]

Filks o0 saiver

18.11. Controller Settings

img. swu

To open and configure the Controller Settings click on the Settings button in the Database Management

(see Chapter 12.4 Database Management in Client/Controller-Version).

-

M Database Management

BB 3

|

X =Rl

Drag a column header and drop it here to group by that column

Move to Device-List

Active MAC Address

IPvd Address IPvE Address

[Pv6 Link Local Address | Mame

| |7

18.11.1. General Settings

bl

| 7| nd

General Settings

Poll Settings

UDP Settings

Zero Touch Configuration Settings
E-Mail Notification Settings
Log-Messages Server Settings
Authentication Settings

Web Interface Settings

General Settings

Glcbal
Internet Protocol Version:

Database Path:
File Path:

Retries reading/writing actions [1..10]:

Timeout reading/writing config (sec)[30...120]:

Scheduled Configuration download time:

Import Devices Fram File
Enable Scheduled Import:
Time To Import:

Import File!
Category Level [0..10]:
File Value Separator:

Offline Switch Timeout (days):

Time Scheduled Configuration
Enable Time Scheduled Configuration:

Switch Username:

[1Pv4 only o
[Asauexeress | User Session Timeout (min)[1..50: [0 |
[ casunpranches\v7.02103_Source'LAN|
[1 | Sleep between retries (sec)[1..600]: [1 |
[30 | Timeout writing Firmware (min)3..100: |5 |
[o0:00 [8]  Enable Multi-User Device Access:

[ 0000 [8]  Repestintenal thours: [0 |

[ | Target Device-List |office %

[o | Category Separator: [x |

[: | Delete Other Devices/Categories In List:

E |

| Switch Password:

£l
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18.11.1.1. Internet Protocol Version

Defines which protocol version should be used to access the switch. Possible values are
- IPv4

- IPv6

- Both (IPv6 will be preferred)

18.11.1.2. User Session timeout

User will be automatically logged out if the controller does not receive any messages from the client for this
amount of time. This setting works together with the one described in chapter 18.2.2 Poll Controller interval

(seconds).

18.11.1.3. File Path

This directory will be used by the controller to store all of its files, like configuration or firmware files.

18.11.1.4. Database path

Changes the path to the LANactive Manager Controller Database. The Controller must be restarted if this
setting is changed. Ensure that this path is correct and that the database already exists. Otherwise the

Controller is not able to start anymore.

18.11.1.5. Number of retries for simultaneous reading/writing actions

This value defines how often the LANactive Manager Controller retries to connect to the switch during any

simultaneous action if any connection error occurs.

18.11.1.6. Sleep between retries (seconds)

This value sets the time to wait before retrying any reading/writing action after the previous one has failed.

18.11.1.7. Timeout for reading or writing Config (seconds)

While reading or writing a configuration to the device, LANactive Manager Controller is waiting for the
indicated period of time, until the device activates the configuration. The default value is 30 seconds. This
default value should be changed in exceptional cases only (e. g. if after a reboot of the device and the

related link loss a very long dead time would be added by the core device).

18.11.1.8. Timeout for writing Firmware (minutes)

While updating the firmware, LANactive Manager Controller is waiting for the indicated period of time, until
the device has booted with the new firmware. The default value is 3 minutes. This default value should be
changed in exceptional cases only (e. g. if after a reboot of the device and the related link loss a very long
dead time would be added by the core device).
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18.11.1.9. Scheduled Configuration Download Time

Set the time for frequent configuration download. See chapter 12.9.2 Enable Scheduled Configuration

Download for details.

18.11.1.10. Enable Multi-User Device Access

By enabling Multi-User Device Access, a warning is shown while opening a Device-Editor from a Device

which is already in use by another user, but this warning can be ignored. Writing Config-Files or updating the
firmware is still possible. When this setting is disabled, an error message is shown while opening the Device-
Editor and the access is blocked. Also no writing action can be performed as long as the other user is editing

this device.

18.11.1.11. Enable scheduled import

Enable/Disable the time scheduled import of Devices from a csv-file.

18.11.1.12. Run now...

This button starts the file import immediately.

18.11.1.13. Time To Import

The time at which the Devices should be imported daily.

18.11.1.14. Repeat interval

If this value is greater than zero, the file import will be repeated after the given amount of hours. If set to

zero, the import will be processed only at the ‘Time To Import’.

18.11.1.15. Import File

The full path and name of the csv file which should be used for import. This file must be accessible by the
Controller. Use the ‘Select’ button to browse inside the directories. Note, that this will happen from Client

side.

18.11.1.16. Target Device List

The Device-List the switches will be imported into.

18.11.1.17. Category Level

The maximum number of subcategories created out of the location given by the csv-file.

18.11.1.18. Category Separator

The character used to separate different categories inside the csv-file.
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18.11.1.19. File Value Separator:

The character used to separate different values (IP Address | Location) inside the csv-file.

18.11.1.20. Delete Other Devices/Categories In List
When checked, all devices and categories which exist in the target Device-List, but not in the csv-file will be
deleted.

18.11.1.21. Offline Switches Timeout (days):

If a Device inside the target device list is offline for than the given amount of days, it will be deleted from this

list. If this value is equal to ‘0’, this function is deactivated.

18.11.1.22. Enable Time Scheduled Configuration

Enable/Disable time scheduled configuration if Devices.

18.11.1.23. Switch Username

The username to access the devices which should be configured.

18.11.1.24. Switch Password

The password to access the devices which should be configured.

18.11.2. Poll Settings

JV Controller Settings &J
|
General Settings Pall Settings |
i Poll Settings Poll Interval {sec): [1 | Ping Interval (sed)[L..3]: [1 |
UDP Settings
Poll Threads Count [0..16} [16 | Ping Timeout (sec)L..101 [2 |
Zero Touch Configuration Settings
Ping Retries [0..10]: ‘ 2 |

E-Mail Notification Settings

Log-Messages Server Settings

save || Close |

18.11.2.1. Poll Interval

Time to wait until the Poll Engine restarts polling known switches. If it takes more time to poll all switches in

database, the Poll Engine will restart immediately.
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18.11.2.2. Ping Threads Count

Number of simultaneous poll threads.

18.11.2.3. Ping Retries

Number of retries if a poll fails, for example if device is offline.

18.11.2.4. Ping Interval

Time to wait before retrying to poll a device.

18.11.2.5. Ping Timeout

Timeout for a poll action.

18.11.3. UDP Settings

A Controller Settings [SSe=)
|
General Settings UDP Settings |
. Poll Settings AutoDiscovery Interval (sec): | 10 ‘ UDP Request Retries [0..10]: | 2 |
i UDP Settings
- UDP Request Timeout (sec)[1..10]: | 3 ‘ UDP Reguest Interval (sec)[1..3]: | 3 |

Zero Touch Configuration Settings

E-Mail Notification Settings

Log-Messages Server Settings

save || Close |
18.11.3.1. Autodiscovery Interval

Time to send a discovery broadcast message in Discovery Mode.

18.11.3.2. UDP Request Timeout

Timeout to cancel the receiving of any UDP message.

18.11.3.3. UDP Request Retries

Number of retries if any UDP request fails.

18.11.3.4. UDP Request Interval

Time to wait before retrying a UDP request.
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18.11.4. Zero Touch Configuration Settings

N B o @ @
General Settings Zero Touch Configuration Settings |
Poll Settings Firmware
UDP Settings Enable Firmware Update: Allow Firmware Downgrades:
Zero Touch Configuration Settings Firmware File F40: ‘ | Firmware File F46: | |
E-Mail Notification Sett
=l Horeation Settings Firmware File FAT: Firmware File F48:
L) "
Log-Messages Server Settings
Fi File F50: ..
Authentication Settings rmwere Hie ‘ |
Web Interface Settings
Configuration
Enable Config Update:
Default Config File F40: \ | Default Config File F46: [ |
Default Config File F4T: \ | Default Config File F48: [ |
Default Config File F50: \ |
General
Number Of Retries [0.10} | 1 | simultaneous Configurations [1..30]: 30
Note:
Firmuware Family F40: HWS POT OFFICE
Firmuare Family F46: HWS P10 INDUSTRIAL
Firmuware Family FAT: HWS P12/816 INDUSTRIAL
Firmuware Family F48: HWS P10 OFFICE
Firmuare Family F50: HWS.2 PO7 OFFICE

18.11.4.1. Enable Firmware Update
Allows the controller to update the firmware of new devices automatically if Zero Touch Configuration is
active.

18.11.4.2. Allow Firmware Downgrades

Allows the controller to downgrade the firmware of new devices.

18.11.4.3. Firmware File F40

The firmware file to be taken by the controller to update devices of family F40 in Zero Touch Configuration
mode (HW5 P07 Office Switch).

18.11.4.4. Firmware File F46

The firmware file to be taken by the controller to update devices of family F46 in Zero Touch Configuration
mode (HW5 P10 Industrial Switch).

18.11.4.5. Firmware File F47

The firmware file to be taken by the controller to update devices of family F47 in Zero Touch Configuration
mode (HW5 P12/P16 Industrial Switch).

18.11.4.6. Firmware File F48

The firmware file to be taken by the controller to update devices of family F48 in Zero Touch Configuration
mode (HW5 P10 Office Switch).
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18.11.4.7. Firmware File F50

The firmware file to be taken by the controller to update devices of family F50 in Zero Touch Configuration
mode (HW5.2 P07 Office Switch).

18.11.4.8. Enable Config Update

Allows the Controller to copy a configuration file (default config or from predefined list) to new devices if Zero

Touch Configuration is active.

18.11.4.9. Default Config File F40

The config file to be copied to devices of family F40 in Zero Touch Configuration mode if device is not
specified in Predefined List (HW5 PQ7 Office Switch).

18.11.4.10. Default Config File F46

The config file to be copied to devices of family F46 in Zero Touch Configuration mode if device is not
specified in Predefined List (HW5 P10 Industrial Switch).

18.11.4.11. Default Config File F47

The config file to be copied to devices of family F47 in Zero Touch Configuration mode if device is not
specified in Predefined List (HW5 P12/P16 Industrial Switch).

18.11.4.12. Default Config File F48

The config file to be copied to devices of family F48 in Zero Touch Configuration mode if device is not
specified in Predefined List (HW5 P10 Office Switch).

18.11.4.13. Default Config File F50

The config file to be copied to devices of family F50 in Zero Touch Configuration mode if device is not
specified in Predefined List (HW5.2 PQ7 Office Switch).

18.11.4.14. Number of Retries

Number of retries if firmware update or configuration failed.

18.11.4.15. Simultaneous Configurations

Number of simultaneously updated or configured devices.
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18.11.5. E-Mail Notification Settings

s
|
‘ General Settings E-Mail Notification Settings
Poll Settings E-Mail Server
UDP Settings Send From E-Mail Address: \ | Pessworat
Zero Touch Configuration Settings
PR Recipient E-Mail Address 1: ‘ ‘ Recipient E-Mail Address 2: ‘ |
{E-M
Log Mestages Server Settings Recipient E-Mail Address 3: \ | sMTPServer: \ |
Authentication Settings SMTP Server Port Number [1..65535: [25 | Use SSL:
Send Test-E-Mail.-
Syslog / SNMP Trap Messages
Send Syslog / SNMP Trap Notifications:
Syslog Notifications Severity Level [0..7) E
Zero Touch Canfiguration
Send Zerc Touch Configuration Netifications:
Controller Notifications
Send Switch Is Offline Notifications: Send Settings Changed Motifications:

General Settings

Send Notifications Every x Minutes: E

18.11.5.1. Send From E-Mail Address

This E-Mail address is used to send notifications to the recipients.

18.11.5.2. Password

The password of the ‘Send From’ E-Mail account.

18.11.5.3. Recipient E-Mail Address 1

First E-Mail address which should receive any kind of notification.

18.11.5.4. Recipient E-Mail Address 2

Second E-Mail address which should receive any kind of notification.

18.11.5.5. Recipient E-Mail Address 3

Third E-Mail address which should receive any kind of notification.

18.11.5.6. SMTP Server

The name or IP Address of the SMTP Server which should be used to send E-Mail notifications.

18.11.5.7. SMTP Server Port Number

The Remote TCP/IP Port number of the SMTP Server.

- 140 -




Nexans Advanced Networking Solutions LANactive Manager

18.11.5.8. Use SSL

Use SSL for sending E-Mails.

18.11.5.9. Send Test-E-Mail...

Send a test Email using the current settings to validate them.

18.11.5.10. Send Syslog / SNMP Trap Notifications

Enable sending of Syslog and SNMP Trap notifications via E-Mail.

18.11.5.11. Syslog Notifications Severity Level

Syslog notifications will only be sent immediately if their severity level is lower or equal to this number.

18.11.5.12. Send Zero Touch Configuration Notifications

Enable sending of notifications about new devices which have been automatically configured and added to

the database by Zero Touch Configuration.

18.11.5.13. Send Switch Is Offline Notifications

Enable sending of notifications if the controller recognizes that a switch went offline.

18.11.5.1. Send Settings Changed Notifications

Enable sending of notifications if the settings like starting Zero Touch Configuration or listening to SYSLOG

messages have changed.

18.11.5.1. Send Notifications Every x Minutes

If this value is greater than zero, the notifications of Zero Touch Configuration or offline switches will be
collected for this timespan and send in one E-Malil altogether. If this value is equal to zero, E-Mails are sent

immediately.
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18.11.6. Log-Messages Server Settings

v Controller Settings Iﬁ
|
General Settings Log-Messages Server Settings
Poll Settings SNMP Trap Settings
UDP Settings SNMPV3 Trap Account Usemame: [ testuser | SNMPu3 Trap Account Authentication Password: seeesses
Zero Touch Configuration Settings SNMPy3 Trap Account Privacy Password: ~ seeesses

E-Mail Notification Settings

! Log-Messages Server Settings

18.11.6.1. SNMPv3 Trap Account Username

The username to decrypt SNMPv3 Trap messages. (SNMPv3 [Auth.-SHA] [Priv.-AES-128] only)

18.11.6.2. SNMPv3 Trap Account Authentication Password

The authentication password to decrypt SNMPv3 Trap messages. (SNMPv3 [Auth.-SHA] [Priv.-AES-128]
only)

18.11.6.3. SNMPv3 Trap Account Privacy Password

The privacy password to decrypt SNMPv3 Trap messages. (SNMPv3 [Auth.-SHA] [Priv.-AES-128] only)

18.11.7. Authentication Settings

Controller Settings

General Settings Authentication Settings
Poll Settings General
UDP Settings Authentication Mode: ‘Local Accounts "

Zero Touch Configuration Settings

E-Mail Notification Settings RADIUS Authentication

Log-Messages Server Settings Server IP Address 1: \ | Server IP Address 2: \ |

Authentication Settings Server IP Address 3: \ | Server P Address 4: \ |
Web Interface Settings

Server Port Number [0..65535l: [1812 | Shared Secret: \ |

Active Directory Authentication

AD Server Address: ‘ ‘ AD Domain Name: ‘ |
Bind DN: \ | Bind Password:
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18.11.7.1. Authentication Mode

Sets the mode used to authenticate users while logging in with their client. Possible options are:

- Local Accounts: Build-In user management

- RADIUS: Use RADIUS Server to authenticate users

- RAIDUS first, then local accounts: Use Build-In user management if RADIUS authentication fails

- Active Directory: Use Microsoft Active Directory to authenticate users

- Active Directory first, then local accounts: Use Build-In user management if AD authentication fails

Instead of Microsoft Active Directory, other LDAP Services can be used, too.

18.11.7.2. RADIUS Server IP Address 1

IP Address of first RADIUS server.

18.11.7.3. RADIUS Server IP Address 2

IP Address of second RADIUS server.

18.11.7.4. RADIUS Server IP Address 3

IP Address of third RADIUS server.

18.11.7.5. RADIUS Server IP Address 4

IP Address of fourth RADIUS server.

18.11.7.6. RADIUS Server Port Number

Port number of RADIUS service.

18.11.7.7. Shared Secret

RADIUS Server Shared Secret.

18.11.7.8. AD Server Address

IP Address, Domain or DNS name of Active Directory server. Used to contact a specific Domain Controller. If
this parameter is not set, the Controller will use the domain associated with the computer account on the

server to contact any possible DC.

18.11.7.9. AD Domain Name

Used Active Directory Domain name. If this parameter is not set the Controller will try to find the current

Domain by reading the Root Directory Server Agent Service Entry (RootDSE).
18.11.7.10. Bind DN

Default Distinguished Name to authenticate against the LDAP Server. Must be empty when using Microsoft

Active Direcotry.
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18.11.7.11. Bind Password

Password to authenticate against the LDAP Server. Must be empty when using Microsoft Active Direcotry.

18.11.8. Web Interface settings

Controller Settings

General Settings Web Interface Settings
Poll Settings Global
UDP Settings Enable Web Interface: (Requires reboot of Controller Service)

Zero Touch Configuration Settings
E-Mail Notification Settings
Log-Messages Server Settings

Authentication Settings

18.11.8.1. Enable Web Interface

Enables or disables the Controller Web Interface. Changes require a reboot of the Controller service.
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19. FAQ

19.1. “Cannot connect to server” error message during login

1. Check if the LANactive Manager Controller Service is running

(i Services

File Action View Help

e EdE Bm > 8w
< senvices (Local) ([ ervices (Local)
LANactive Manager - Controller ~ Name Description  Status  Startup Type  Log On As
1.2.19.97 1| ANactive Manager - Controller 7.2.79.97 The Control.. Running Automatic Network Service
(o1 - |
Stom the service G} Link-Layer Topalogy Discovery Mapper Createsal.. Manval Local Service
Restert the service & Local Session Manager Core Windo.. Running  Automatic Local System
{6 Microsoft (R) Diagnostics Hub Standard Collector Service Diagnostics ... Manual

Local System

If the services is not running, just start it manually and see chapter 19.2 Controller service is not
starting automatically.

2. Check the URL
The new Default in LANactive Manager V7 is the usage of https. If https is not configured so far, use
the http URL (http://localhsot:9090). Read more about https in chapter 1.2.6: Using https.

3. Check the Firewall

Ensure that TCP connection on Port 9090 is not blocked by the Firewall on Client and Controller.

Read more about Firewall settings in chapter 3: Firewall.

4. Check the log files
When the mentioned points are not helping, the Log files can be viewed at C:\Temp\Logs\LANactive
Manager\[Current Date]

If there is any Error.log file existing, please contact the Nexans ANS support.

19.2. Controller service is not starting automatically

1. Check that the service startup type is set to “automatic”.

54 Services

File Action View Help

| EdE Hml » e nn
 Senvices (Local) |[72] Senvices (Local
| ANactive Manager - Controller Name . Description  Status  Stertup Type  Log On As
727997 1| ANactive Manager - Controller 7.2.79.97 The Control.. Running Automatic Network Service
. Link-Layer Topology Discovery Mapper Creates a ... Manual Local Service

Stop the service
Restart the service L) Local Session Manager Core Windo... Running  Automatic Local System

&) Microsoft (R) Diagnostics Hub Standard Collector Service Diagnostics ... Manual Local System

2. Set the startup type to “automatic (delayed)”
Since the service takes some time to load all necessary dlls and setup the URL listeners and so on it
could happen that the service runs into a timeout while starting right after reboot. This depends on
operating system, hardware and other services that needs to be started. Setting the Controller
service to “automatic delayed” will move it to the end of the service list, meaning it will only start
when all other services which are set to “automatic” are running.

3. Create a task in the Windows Task Scheduler
The most effective solution is to use the Windows Task Scheduler and create a Task that starts the
service after the server has booted.
First create Batch file, for example “StartController.bat”, and add the following two lines:
net stop LANactiveManager_Controller
net start LANactiveManager_Controller
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Then create a new Task in the Windows Task Scheduler like the following:

(5 Create Task *

General Triggers Actions Conditions Settings

Marne: Start LAMactive Manager Controller
Location: %
1 Author AMS_Test_Domain' Test

Description: | Start LAMactive Manager Centroller

E Security options

When running the task, use the following user account:

AMS_Test_Domain' Test Change User or Group...
() Run only when user is logged on

(®) Run whether user is logged on or not

(] Do not store passwerd. The task will only have access to local computer resources.

Run with highest privileges

[] Hidden Configure for: | Windows Server 2019 Essentials E
Mew Trigger * [
Begin the task: | At startup w -

Settings -

Mo additional settings required.

Advanced settings

Delay task for: ~
[] Repeat task every: 1 hour 1 day

[ Stop task if it runs longer than: 2 days

[ Activate: 11.04,2022 14:19:51 L
[ Expire:  11.04.2023 5
Enabled

Cancel
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MNew Action

Settings

You must specify what actien this task will perform.

Action: | Start a pregram v

Program/script:

"Ch\LAMactive Mar1ager\StartControlIerlbat" | Browse...

Add arguments (optional):

Start in (optional): | |

19.3. Device-Editor Show Menus are freezing

1. Increase Refresh Interval

Since the Controller is now doing all the communication with the switch, the old default value could

not be high enough. At Preferecnes - Device-Editor set the “Refreh interval for Show buttons” for

example to 5 seconds.

Global
Device-List

Access
Folders

19.4. Switches are offline after Update from V6 to V7

Device-Editor

Refresh interval for State tabs (seconds);

1 (Ofor disable)

Refresh interval for Show buttons (seconds):

E | (Ofordisable)

1. Check the Controllers used internet protocol version

Maximum number of opened Device-Editors:

4 (1.004]

Due to changes in the default values the Controller could be set to “IPv6 only”. If you are not using

IPv6, ensure it is set to “IPv4 only”.

A Controller Settings

General Settings

Poll Settings

UDP Settings

Zero Touch Configuration Settings
E-Mail Notification Settings
Log-Messages Server Settings
Authentication Settings

‘Web Interface Settings

General Settings

Global
| internet protocol version: [1pva only -
Datsbase Path: | ssauexeress |
File Path: [ €aLANactive Manager\LANactive Manag|
Retries reading/writing actions [1..10]: | 1 |
Timeout writing Firmware (min)[3..1001 |5 |
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20. Release notes

From release V3.64 all release notes (switch manager, switch basic configurator and the switch firmware)

are located in a separate manual called Nexans Switch Management - Release Notes.

Subject to modifications.
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.f\rexans

Nexans networking solutions are employed all over the world and have demonstrated their
reliability in a variety of applications. Our references include leading companies of the world,
universities, industrial enterprises, hospitals, government authorities and banks. A LAN
system which can grow with the requirements of its users must be designed from the very
beginning in such away that it is flexible enough to support frequent moves, adds and

changes, in particular.

With more than 25 years of experience in the
development and production of optical solutions, the
systems from Nexans provide the reliability and the

security you can expect from your network.

Nexans Advanced Networking Solutions GmbH
Bonnenbroicher Str. 2-14 « 41238 Mdnchengladbach ¢ Tel +49(0)2166272985 « Fax +49(0)2166272499

E-mail: sales.ans@nexans.com ¢ www.nexans.com/ans
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